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Foreword 
ORGANIZING AND SCIENTIFIC COMMITTEES 

 
Digital Privacy and Security Conference 2021 Organization and Scientific Committees 

welcome you to the fourth edition conference.  

In times of pandemic, we live very difficult times, but also of learning and growth as a 

society, together we will be able to overcome. The Organizing Committees of the 

DPSC2021 Conference have worked hard behind the scenes to make the 2021 edition 

safe and successful, considering that COVID-19 is an extraordinary global public health 

problem. The Digital Privacy and Security Conference 2021(DPSC2021) is ON and will 

be ONLINE only in this edition.  

The main goal of a scientific event is to discuss, disseminate and create knowledge. 

Organizing this conference proved to be a challenging opportunity for us to achieve this 

goal. 

Currently, we are living in a digital world, where we share all information consciously 

and subconsciously about our life with any one. This situation puts the people in a 

worrying situation. Areas such as industry, health, finance, among others are addressed 

at the conference taking into account the problems of each sector. Our commitment and 

hard work have as aims to contribute for all participants to acquire tools to better protect 

themselves. This area is in constant evolution and need we improved our knowledge.  

The young students that devote themselves to research deserve our praise for their 

efforts in the search of new knowledge and better intellectual and technical skills. 

Persistence and strong motivation constitute the driving force which stimulates students 

of Security and Audit class the Informatics Engineering degree from the Lusofona 

University of Porto (ULP), to the creation of scientific papers related to this field of 

study, to the promotion of research, and to the knowledgeable discussion and practical 

demonstration on a variety of issues addressed, particularly in the context of computer 

science, computer networks and computer forensics. The grouping of this information, 
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which takes the shape of a book, is the natural result of these principles put into 

practice. 

 We would like to thank all those authors whose participation in this endeavor 

contributed to its success, hoping it will promote a better understanding of the issues 

that were addressed. A special thanks to all the members of the scientific committee 

who, with their contribution, allowed to raise the level of the conference. 

Thanks to all the sponsors who made the conference possible, as well as all those who 

contributed to the success of DPSC2021. 

 

 

Porto, January 2021 

Carla Cordeiro and Hugo Barbosa 
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The Security of Portugal Smart Cities: Vulnerabilities, 

Risks and Prevention 

Gabriel Lima  

University Lusófona from Porto, Portugal 

gabrielfariali@hotmail.com 
 

Abstract. In the current age, it is noticeable that the evolution of modern society 

leans towards faster and simpler ways of doing any type of daily task, in that 

sense, it would not be too late to introduce the concept of Smart Cities, a city with 

improved networks and services like public transport, water storage, light, and 

efficient administrative services are optimal as possible with the use of digital 

and telecommunications technologies for the benefit of its inhabitants and inter-

nal businesses. But smart cities are quite a double-edged sword topic as they can 

provide effective and efficient delivery of services, yet they can create new vul-

nerabilities and threats, possibly making the city insecure and open to several 

forms of criminal activity. In this study, we aim to examine this technology in 

Portugal and go deeper into this mostly forgotten topic about the insecurities con-

cerning smart cities, specifying the risks that the country can currently face due 

to not considering security tests of new technologies and not granting the full 

protection of this huge communication. In the common sense that any city can 

start investing in this kind of environment, is only logical that the security has to 

be directly proportional in terms of investment, in this sense this paper also aims 

to expose existing forms of strategies to prevent (Strategies like awareness re-

garding cybercrimes is pivotal for tackling and preventing cybercrimes, factors 

such as social media, government initiative and organizations play a huge role in 

preventing any of these cybercrimes) or deal (formation of core security and com-

puter emergency response teams, a change in procurement procedures, and con-

tinuing professional development) with any type of security tribulation. 

Keywords: Portugal, Cyberattack, Risk, Security, Smart Cities, Urban Resili-

ence, Prevention, Vulnerabilities, Social Engineering, Digital Services. 

1 Introduction 

The concept of the "smart city" has experienced a considerable increase in studies and 

analyses in academic or industrial fields. The promise of solving and optimizing eve-

ryday problems encourages cities to take an interest in this new type of environment. 

According to a study by United Nations in 2014, more than half of the world's popula-

tion now lives in urban areas, and the trend is rising, with forecasts for 2050 already at 

around approximately 66% [1]. These data do not differ from what is currently happen-

ing in Portugal, where the number of people living in urban areas is gradually and con-

tinuously increasing [2], as shown in these United Nations graphs. 
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This population increase certainly brings with it new social challenges, such as the 

inability to provide the entire population with the necessary supplies, increased waste, 

and, as a result, flooding, or health problems. The problems certainly even affect the 

environment around an inhabited city [3]. Just as urban population growth, develop-

ments in the world of technology have not stopped growing, it did not take long for the 

idea of a technology network to emerge that can provide effective, rapid, and practical 

solutions for managing any area where this is required, so a "smart city" emerges when 

a deficiency or insecurity in the social sphere is effectively addressed, with the aim of 

alleviating the challenges and improving the well-being of a citizen; in addition to ad-

dressing current problems, a smart city has an incredible potential for expansion and 

can intelligently support economic, environmental and social developments. Following 

the same line of thought, one can imagine the creation of many new, "smart" ways of 

tackling everyday problems, such as a smart transport system, a smart government sys-

tem, a smart health system, a smart environment system, a smart transport system or 

even smart houses and buildings. According to IDC, investment in smart city initiatives 

is growing exponentially [4], and we can imagine why hundreds of cities are interested 

in such an effective tool for urban development and management. 

 

Fig. 1. Percentage of population in urban and rural areas in Portugal.  

 

Fig.2 Percentage urban by country in 2018. 
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1.1 Paradox in smart cities.  

Like any kind of new technology, the promises of utility and exclusivity is always of 

enormous interest to the large population, the same, many times is not interested in the 

in-depth analysis of new technology and not realize what it can accept in your personal 

life. The process of adapting to a new technology brings with it a series of innumerable 

problems related to security, even more so when this technology is a complicated ar-

chitecture of networks and intelligent systems that can and should involve an entire 

city, there are frequent attacks on intelligent systems on a daily basis, such as unauthor-

ized access or denial of service (Dos). Since the attempt to build an intelligent electric-

ity system, there have been unprecedented attacks, such as the failure of the power 

supply in Ukraine in 2015 due to hacker attacks [5], cases of excessive data collection 

by service providers that pose a threat to privacy [6], or Russian attacks on the US 

electricity system. In discussing the term cyber-attacks, the energy secretary Rick Perry 

says that "literally hundreds of thousands of times a day" [7 . Such a statement puts into 

perspective the great para-doxia of smart cities, a promising and visionary environment 

in which problems with energy, transportation, water, or government administration 

can be solved as simply and easily as possible, but few analyze or worry about the great 

security risk associated with such a system. 

There is a fine line between promoting the well-being of society through technology 

and opening up new risks and vulnerabilities for it. This paper attempts to explore this 

relationship between risks and benefits by examining the already documented and ob-

served risks posed by this system, attaching importance to the extent of vulnerabilities 

that allow threats to violate and denigrate the level of integrity, confidentiality, and 

availability of the system, and also looking at the preventions that can be taken in the 

search for a safer future. all these topics will be covered below in Chapters 2 and 3. 

2 Risks and Vulnerabilities of Smart City 

A critical analysis of the history of mankind shows us an important fact: with the con-

stant progress of technology, some seek or simply find ways to attack, penetrate, cor-

rupt, or cheat the virtual environment. These attacks can be the fruit of malicious intent 

with some kind of personal interest or oversight that was carried out without any idea 

of possible subsequent events [8]. Smart Cities are no different from these because the 

size of their system covers a surprising range of vulnerabilities and risks; the most 

promising problems of a smart city are related to a system failure due to attacks or 

malfunctioning of the system, or to a large scale data breach [9]; it is noteworthy that 

this type of system combines several characteristics that make it vulnerable, the process 

of centralization and integration of technologies, coupled with a full Internet connexion, 

makes this system a major potential target for attackers who could access this network 

and cause damage on a large scale. One factor that should be noted is the fact that 

Ukraine has in the past experienced terrible episodes of total power loss [5]. It is inev-

itable to make a comparison that an attack of this magnitude was not possible in ancient 

times, and we can still say that we are increasingly moving towards having vital infra-

structures in our society that are potentially vulnerable to a series of new attacks, even 
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worse given the fact that, because of the time we live in, these attacks can be com-

manded by people all over the world, as was the case with the Russian cyber-attacks on 

the United States, which were also mentioned earlier. All these attacks are living proof 

of the risks to which we are exposed as a society, bearing in mind that the introduction 

of an intelligent system is inevitable over the years, which demonstrates, even more, 

how important analyses, studies, preventive measures, and the whole process of cyber-

security are today and even more so in our daily lives.  

According to Shirey and the Internet Security Glossary, the threats that a system can 

face are divided into four categories: Attack on the correct operation of a system (dis-

ruption), inducing error (deception), unauthorized access to information (disclosure), 

and usurpation [10]. These categories can be characterized as follows [11]:  

 

• Disruption is defined by the corruption or degradation of systems that have a nega-

tive impact on the services offered; this situation usually occurs when the system 

component to which the information is delivered is directly disabled or when the 

system is requested to transmit contaminated data. 

• Deception is described by the deliberate effort to deceive different entities. For ex-

ample, a vengeful entity may send false or inaccurate data to another person in the 

belief that the data is correct. Fake entities can be used to incriminate others or gain 

unlawful access. 

• Disclosure is characterized as gaining unauthorized access to secure data. Delicate 

information could be wrongly presented to unauthorized elements or could be ob-

tained by an attacker who circumvents the security precautions of the framework. 

• By usurpation an attacker can gain unauthorized control over a system. This unau-

thorized control may allow the attacker to illegally gain access to secured infor-

mation or services or to disrupt the framework itself to cause false or malicious be-

havior. 

It is also important to identify that the vulnerabilities of a system are usually originated 

by common and major failures, such as: 

 

• Poor design: Systems are created with security holes. 

• Poor implementation: Systems are incorrectly configured and therefore vulnerable 

to attacks. 

• Poor management: The testing procedures are inadequate, or insufficient or both. 

Security measures may not have the support, documentation and monitoring neces-

sary for the correct functioning of the system. 

• Physical means: The physical installation is not adequate and consequently the phys-

ical protection of equipment is compromised, every system is vulnerable to unfore-

seen situations and human failures and these can range from sloppiness, laziness to 

greed or some personal revolt. 
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In this paper we try to highlight the two main risk areas in a Smart City, focusing on 

attacks that directly affect system availability, integrity and also confidentiality. 

 

2.1 Attacks on confidentiality level, Data Breaches 

The nature of a smart city is the connection of objects present in your network to pro-

vide continuous communication and dynamic services, this interconnection is ensured 

through various objects and in various areas in our daily lives, we can cite as an example 

the so present Embedded System such as smartphones, TVs, printers or as many other 

specific engineering devices. Besides common embedded systems, there is a range of 

objects that are not taken into account such as clocks, household appliances, sensors 

that can be used to monitor any type of information desired, doors, bridges for educa-

tion. In this way Smart cities are directly involved in data collection, intensive analysis, 

and storage of tons and tons of data each one of them related to an entity of the society, 

information that is sensitive and valuable that we almost never realize of yielding to a 

platform of the government, what can happen as well is the very terms of conditions 

request the freedom to be as evasive as they want like sharing the data with danger third 

parties if the user allows it unnoticed. 

We can adopt an even more pessimistic view of the scenario, an intelligent system 

that could monitor each of an individual's actions, storing and analyzing data to build a 

profile linked to them. If this profile, loaded with sensitive information, is in some way 

intentionally or unintentionally leaked or stolen due to some exploitation of the vulner-

abilities and risks of the system, this would pose an unprecedented threat to the indi-

vidual in question. The attacker could then have access to the individual's location and 

monitor each of his or her steps, knowing the right times to commit robbery or even 

assault against the individual. Furthermore, we are still at risk of being the target of a 

deception attack, that is, the attacker uses the data in an unauthorized way to steal the 

information he wants, it is possible to realize that the information leads to knowledge 

and the knowledge leads to power, that is, by obtaining this data, an attacker has count-

less ways of taking advantage of it and benefiting himself consequently affecting those 

who own the data. 

According to DLA Piper survey, in Europe over 59,000 personal data breaches were 

reported [12], and the International Data Corporation predicts that by 2020, a quarter 

of the world’s population will have been affected by a data breach [13]. In Portugal we 

have reports and analyses according to the International Network of Privacy Law Pro-

fessionals that show a severe lack of concern with the information collected [14], re-

sulting in fines that will need to be paid to GDPR. 

Despite the great risks involved in data collection, one thing is certain, the analysis 

and collection of this information will allow the emergence of an intelligent model that 

can deliver all the intended benefits. Even in a non-smart city environment, where many 

Portuguese citizens use their smartphones for trivial things like checking the climate, 

they are benefiting from this vast network of data collection, The purpose of this paper 

is not to condemn this practice, which has already been adopted, because it would be 

impossible, but to focus on imposing limits when a data collection is something profit-

able and good for the urban development of all or when a collection is compulsive and 
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directly affects the most valuable asset of society, namely its own people, whose priv-

ileges are attacked and whose identities are stolen in exchange for a set of data. This 

kind of practice can evolve even more if we think of a world where all the data we use 

is organized and archived, this betrays a huge policy of fear of the people in relation to 

the government, where the government could have all the knowledge possible and con-

sequently manipulate the mass for its own benefit without it noticing it, while the people 

would know the minimum due to the lack of transparency of the system, as a final result 

democracy itself and individual freedom of choice could be affected directly with the 

excessive date breach as we can see current examples such as [15] and [16] where many 

of the technologies that are frequently associated with smart cities have been used to 

create a surveillance state, where the people can no longer practice their religion openly 

or assert the individual freedoms that we take for granted. 

A complete survey [17] suggested that four sources of facts can be used to hack 

privacy, namely, observable data, repurposed data, published data, and leaked data, 

which carries a giant quantity of users’ touchy information. Sometimes, the privateness 

of residents can be breached even although a device is tightly closed and not harmed 

through offenders. One practicable way for this to occur is the effective data mining 

algorithms. With these mining tools, some service providers and third events can easily 

discover consumers’ private information, for example, the example provided by [18]. 

Besides this tool, we also have an attack to which we are all exposed, the attacks of 

social engineering. These attacks correspond to a large part of the threat and risk to 

smart cities, both in data breaches and attacks against the availability of the system. The 

criminals who use this technique try to deceive the user so that they can perform actions 

that will cause great failures in the information security system, the damages, and 

causes of this strategy can vary according to the profile of the attacker and his objective, 

it can be just a form of trot to get sensitive data in an easy way or assuming an extremely 

greater magnitude with the possible corruption and disruption of public transportation 

systems, so it is possible to cause serious accidents, the city's water system could be 

damaged, as well as its nuclear plants or any other type of installation that will always 

be of extreme importance for the social good of the population. A common and long-

standing form of attack on the system's confidentiality using social engineering re-

sources would be phishing attacks, which means, targeting email users to capture the 

user’s credentials. Hackers can use the information gained to access smart city systems 

for malicious purposes. The techniques and technologies behind phishing will continue 

to evolve [19]. The graphic below shows the number of data breaches in Europe ac-

cording to [12] and we can see how Portugal is dealing with the situation in data 

breaches in relation to other neighboring countries, taking into account that the popu-

lation difference plays a big role in a possible comparison of situations. 
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Fig. 3. Number of data breaches notified from May 25,2018 to January 28,2019 

2.2 Attacks on Availability and integrity level 

 

The most effective way to compromise the complex network of a smart city is through 

cyber-attacks that seek [19]. As soon as a device is compromised as a result of an attack, 

its whole set becomes vulnerable for any type of next attempt, these compromises or 

cyber-attacks are imminent threats to any type of smart city, as already discussed there 

are a series of risks and vulnerabilities to be exploited by attackers, one of these threats 

that would seek to interrupt the correct functioning of a system, denying its service of 

use to the population would be threats against the vulnerable points of the SCADA 

(Supervisory control and data acquisition) system. 

SCADA. It is a system that controls functions and workflows of various urban infra-

structures, we can highlight the electrics grid, water supply, and traffic control, all these 

rely on real-time analysis that the SCADA system provides in addition to automated 

services for changing settings in your system, requiring human intervention only in 

special cases. It is expected that a system of such importance in the daily life of any 

smart city will have to be well protected for the good of the population, in practice what 

we find is that supervisory systems of control and data acquisition can be tracked since 

the year 1920 [20] and as consequence many of these systems are now outdated in the 

face of the reality of computer evolution and consequently the evolution of cyber-at-

tacks.  

Severe SCADA systems have already been compromised, [8], [20], [25],[28] where 

their attackers alter the performance of urban structures and cause the population to 

cease using the service. In 2014 a study [21] showed that out of a total of 599 security 

executives from utility, oil and gas, energy and manufacturing companies, almost 70% 

recorded at least one security breach that led to the disruption of the performance of 

these infrastructures, moreover when asked about the probability of future attacks on 

ICS organizations or SCADAS systems, 78% of state security officials say that a 
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successful attack on the security of organizations is expected in the next two. These 

studies are frightening news given that these industries play a large role in a global 

economy and could in no way be such easy targets for an attack to degrade the system. 

There are infrastructures that will certainly have more impact when compromised 

by some kind of attack, we can cite two very important ones that would be the electric 

network of a city and the management system of transport and vehicles. 

 

Attacks on the electricity grid. Events of attacks against the availability of electricity 

grids around the world [5], [7] have already been discussed in this paper; these grids 

use the SCADA system to generate, transmit and distribute electricity in a monitored 

and controlled manner [20], and are therefore a major target for attackers because of 

the magnitude of services this infrastructure provides to the population of a city. These 

power grids have been present for a long time in large spots, so it is not strange to hide 

outdated systems in their security and prevention levels, so the current level of daily 

attacks on power grids increases considerably [20] and ways are increasingly being 

found to compromise all this infrastructure with low-cost tools [22], [23] increasing the 

fear of a "smart" future. 

 

Attacks on Transport management systems and vehicles.  Just like electricity networks, 

attacks against the transportation management system are also extremely common and 

this tendency to attack continues to increase with the arrival of new attackers and new 

discoveries made by them, so studies and news also emerge frightening in relation to 

existing attacks and concerns, we have as example situations where attackers managed 

to stop the main street for 8 hours causing a great disturbance in traffic [24]. Like any 

technology, these cyber-attacks also seek to evolve and learn the most realistic and ef-

fective way possible in their attacks, so we can have access to studies that show hun-

dreds of traffic lights having their service of use denied by just a laptop and a wireless 

radio [25], there are already cases that stir up the fear of an attacker being able to attack 

a system from anywhere in the world [26] or cases where passengers on the edge of a 

train were injured due to a breach of security made by a teenager [23], [27]. But these 

attacks are not only exclusive to public transportation in a city, any vehicle today also 

has total vulnerability to some kind of disruption to its system, as we know a modern 

car can contain numerous sensors connected to various control units that in turn connect 

to wireless networks.  

It has already been observed attackers taking advantage of this knowledge [28], tak-

ing control of the entire internal computer network of a vehicle, being able even to cut 

the physical control of the citizen in his own car and assuming it remotely and com-

pletely, thus being able to practice any act of evil against the individual attacked. 

3 Possible preventions 

 

A common factor observed in history is that since the appearance of belongings 

and interests, those who are in charge of identifying and exposing vulnerabilities to 
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get these interests also appear. With all the time any kind of security, sophisticated 

or innovative will inevitably be the target of a defeat against a determined attacker, 

every security system already starts from an evident disadvantage knowing that the 

main advantage of the attacker is that he only needs to find a single weakness, while 

the administrator must find and eliminate all the weak points to achieve perfect se-

curity, it is thus given the need to adopt certain practices in search of mitigations and 

controls throughout this gloomy scenario presented.  

Two types of key risks need some mitigation process, one would be the process 

of ensuring a good design and a good implementation of the system, with new tech-

nologies that are implemented in this vast network or possible "smart" upgrades to 

existing urban infrastructures, and the second would be the process of mitigation of 

data generated, stored and shared through this vast network, i.e. data breaches. 

When we analyze the means of mitigation, we can see that they can arise from 

two main points, they can be measures adopted in the scope of the market presence 

in the system or they can be measures adopted in the scope of the government itself 

as an entity that has powers, rights, and duties and also seeks to mitigate as much as 

possible any adverse situation to the welfare of society.  

As discussed previously in the two key types of risk and also the most common 

origins of vulnerabilities in a system, an approach made at the level of the market of 

a smart city has to start from security by design, with each new implementation of a 

smart city system it is necessary to guarantee levels of protection to preserve the 

well-being of the society, these levels refer to: 

• Transparency with citizens 

• Accountability 

• Anonymity and security measures 

• Cyber defense services appropriate and always updated 

• Standards, practices and regulations of safety and use 

Making this practice something immutable over the years, software companies 

could then help each other with the creation of thorough and rigorous standards in 

the area of security, as well as the creation of good practices that could thus put the 

team of defense against cyber-attacks in a fair fight with the incredible evolution of 

the means of attack over the years, after all, the best way to prevent risks from hap-

pening is not to create vulnerabilities in the first place.  

With this kind of thinking where each company practices constant self-evaluation 

and also encourages others to do the same, security becomes more and more neces-

sary and of fundamental importance in any new addition to the great network system 

in a smart city, making companies that don't adopt this method look bad in the public 

eye, bringing a competition that any business wouldn't want to be behind. 

The measures adopted by the government should also always seek to guarantee 

the levels of quality in protection, an example of a measure to be adopted and per-

haps the most important in the field of data breaches would be information open to 

all citizens of a smart site about how data collections happen and how they are used, 

a transparent system will always bring more comfort and security. The best possible 

scenario for a citizen would be the personalized privacy of their data in the best 

10.11228/dpsc.03.01.001 

Proceedings of the Digital Privacy and Security Conference 2021      10.11228/dpsc.03.01

20



possible way and still be possible the effective use of the functionalities of a smart 

city and this is the thinking that would replace the current thinking of the bigger the 

data collection the better [29]. Mitigations methods are not complete without a dam-

age assessment plan, any system is subject to attacks so every system must be 

equipped with maneuvers to minimize the damage that has occurred, a zeal for data 

begins with storing it on various platforms and "safes" capable of storing the infor-

mation in cyclical periods and can serve as the decisive tool for data recovery when 

needed. 

Even the best mitigation strategy and effective prevention would not be able to 

eliminate all the vulnerabilities and risks associated with a smart city environment, 

in the search for the evolution of security, several mechanisms were developed to 

protect the levels of availability, integrity, and confidentiality of the systems but in 

the direct application of these mechanisms there were always failures, This is due to 

the same reasons of prevention in marketing levels, the mechanisms launched do not 

pass through any standard of quality customized for the environment of a smart city, 

such as the numerous sensors scattered in this system do not have the processing 

power necessary to accommodate high-end security mechanisms and because of this 

can only be configured with weak encryption systems being a huge risk for the entire 

structure.  

Currently, all new mechanisms intend to follow the trend line of the new technol-

ogies, that is, they need to be more and more practical, flexible, dynamic, and low 

cost for the mass acquisition by some entity, the concern and the best investment in 

this current framework would be the deeper research in ways to guarantee all these 

qualities to the simplest sensor, while the necessary levels of protection are guaran-

teed, beating against security by design being one of the best practices to adopt. 

Unfortunately, according to the current picture, the threats faced and the future 

fears it is fair to conclude that more effective forms of protection, prevention, and 

mitigation need to be developed to keep pace with the great growth of attacks and 

the "smart city" concept, this kind of thinking where security has its place is the best 

chance of new opportunities and new frameworks within such a huge and dangerous 

technological environment. 

4 Conclusion 

In this paper we can go deeper into the current state of security in a smart city envi-

ronment in Portugal, we can clearly analyze the duality of this system that promotes a 

basis for the creation of a new social architecture allowing environments that support 

an undefended number of computer protocols occur simultaneously for the welfare of 

society, despite the benefits that smart cities bring, also create new risks and in unim-

aginable degrees opening up forms of vandalism, disruption, and criminal exploitation. 

It is noticeable how the development of new methods and models of protection is 

essential and in great demand, because it is a challenge of magnitude above the com-

munitarian, and because of that this paper also seeks to discuss the current problems in 

companies and in bigger entities like the government about new approaches and 
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strategies of adoption benefitting the general welfare such as security-by-design and 

the continuous improvement from the adoption of the protocols of good practices being 

done by all the elements that compose this system, This adoption process should be 

taken with a regulatory approach for entities that have a higher risk and consequently 

higher side effects involved with their system, thus being able to be transparently mon-

itored to the public and guaranteed compliance with the suggested standards. 

Evidently we cannot stop the evolution process that directs these systems, but it is 

not yet late to analyze how we will make this transition and how we will ensure total 

control and use of it, currently, values are inverted and not given due importance to 

issues that really matter such as the extent of security and vulnerabilities. 

 With the forms of prevention discussed in-depth and maneuvers that would promote 

an incredible advance in the current situation, it is possible to have smart cities that only 

offer optimized services and a better quality of life without the blatant concern of the 

greatest risks of privacy and security, as long as more and more importance is given to 

the security and privacy of the citizens, with the several rigorous criteria being applied 

to each stage of the development of a system of this magnitude, it is possible to believe 

that someday we will have this new help that technology would bring to the daily life 

of each one of us, in the current and future days. 
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Abstract. During what it seems like a big revolution in our lives marked by the 

presence of this whole new pandemic, each and everyone’s life is being put to 

the test! The covid-19 pandemic had a huge impact in the world and not a single 

person was able to escape the need to adapt facing this new reality. In continuous 

and accordingly to what was mention above, this paper will focus on reporting 

the changes brought by the virus SARS-CoV-2 into our personal and professional 

lives. The goal is to emphasize the new lifestyle implemented and the conse-

quences it brought, specifically in terms of the dramatic increase in cyber-attacks.  

This paper will be based on real facts in order to contextualize the main theme 

and it will also put-on display impressive and unbelievable number data regis-

tered during this pandemic, focusing on its impact. 

The covid-19 rebound in society caused a great threat in the cyber-security 

levels and for that motive this paper aims to elucidate the importance of good 

security methods and describes ways and procedures to avoid and react to the 

majority of cyberattacks that continue to take place during the outbreak of corona 

virus. 

Keywords: Cybersecurity, Security Methods, COVID, Type of attacks during 

Pandemic, attack prevention 

 

1 Introduction 

During this trouble time, cyber security had one of the greatest challenges and it 

promptly carried out to become the most significant impact in the technological world 

in the present year. Security in its more informatic meaning was always an essential 

Proceedings of the Digital Privacy and Security Conference 2021      10.11228/dpsc.03.01

10.11228/dpsc.03.01.002

24



area in the enterprise and companies world, as well as in peoples private lives but due 

to confinement this topic is now more present in our day-to-day lives than ever. 

The goal is to emphasize the new lifestyle implemented and the consequences it 

brought, specifically in terms of the dramatic increase in cyber-attacks. Sarcastically 

and with a touch of humour and wordplay we could even say that this new virus allowed 

a great number of “virus” into our computers. We can surely assume that the pandemic 

and the lockdown created a huge culture shift in which people have become increas-

ingly relaxed about screen time hours in comparison to life previous to covid-19.  

During what seems to be a great revolution in our lives with the presence of this 

whole new pandemic, the lives of each and every one are being put to the test! 

Not only is our health in danger, but also our personal data because during confine-

ment time people spent more hours in front of their computer and the majority of them 

without any formation in the area. People used computers in order to stay in touch with 

friends and family but also for work purposes. 

This tremendous mobilization to the front of the computer screen, gave the oppor-

tunity and the means for those with malicious intensions to launch more cyber-attacks. 

With workplaces closed and all the employees working from home in the context of 

teleworking, the Security department of public companies and big enterprises had to 

set this operation in a quite rapidly manner by configurating the operations in a remote 

way. In general, nowadays people are working with unsafe devices which means the 

hackers can easily get access to companies information. In addition to this, the in-

creased stress felt by the system and the gaps in the collaborative tools intensify the 

vulnerability to such attacks. 

The increase number of cyberattacks happened inevitably because a great amount of 

companies and organizations didn’t have any kind of preparation able to fight off and 

resist this pandemic. The strategy implemented by these major companies was to 

simply transport the computers from a safe workplace with the right configuration to 

their employees personal houses in order to allow them to work safely. Unfortunately, 

most of the companies focused only on the goal to keep the profit up and keep the work 

going, they didn’t pay attention to the most important factor, the area of security, which 

has led to the action of several hackers who have managed to obtain much inside infor-

mation which has put many institutions in danger. 

During the course of this year the pandemic challenged, in an unmatched way, the 

health services and cybersecurity. As result of SARS-COV-2 the number of incidents 

was the highest ever seen, culminating with the loss of privilege information by several 

companies, putting them in risk not only in an economical way but also causing mental 

exhaustion. 

Because of everything mentioned above my paper is going to focus on digital secu-

rity in times of pandemic. It is a very actual theme with a worldwide reach that it is 

worth discussing in order to improve in the future. To make it more credible I am going 

to use scientifical references and real-life cases to bring in the humanity factor to high-

light the must needed gain of awareness.  
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2 Pandemic and impact in world 

The covid-19 pandemic had a huge impact in world, and nobody was able to live 

indifferent to that. The public health consequences of the pandemic have led to a sudden 

and significant gap in teleworking. Unexpectedly, millions of people and businesses 

around the world have radically changed their lifestyles by adopting the teleworking 

regime. 

After a few months some people and companies revealed that teleworking was here 

to stay. We might say that this change brought both advantages and disadvantages. 

We will start with the advantages of teleworking, which from a business point of 

view has reduced operating costs (employee travel, consumption, electricity). The com-

pany has achieved exponential environmental gains due to the reduction in traffic and 

the increase in the number of employees. 

On a personal level the advantages of teleworking consist on having facilitated au-

tonomy, flexibility and better work-family reconciliation. The increase in productivity 

has also been highlighted in analyses as there are no interruptions or distractions that 

occur while not in the workplace. 

Regardless of this, not everything was a sea of roses when it comes to teleworking. 

The disadvantages began to be revealed as the days were passing and it emerged in an 

alarming way. 

Remote work led to the disappearance of the boundaries between work and family 

life leading to abusive working hours. Social isolation and individualism at work have 

occurred in recent months and people have been deprived of face-to-face contact be-

tween friends, colleagues and family. This has led to an increase in communication 

electronics tools such as (Zoom, WhatsApp, Microsoft Teams). 

In line with what has been mentioned above and according to what will be addressed 

more comprehensively in this paper, we will be concluding that the major disadvantage 

that was brought by this pandemic was in the area of security. 

 

Teleworking has caused thousands of people to start working from home and it has 

made it easier for them to communicate and for organisations to keep the business go-

ing. Unfortunately, it is mandatory to look at the other side of the coin, which refers to 

the increase number of cyber-attacks. Especially, the remote regime brought more de-

mands for closer monitoring. Like the pandemic if we are not careful, there is a constant 

exposure. The user, by being unprotected, makes it necessary to be in a constant obser-

vation regarding the integrity of the equipment that connects him remotely to the cor-

porate infrastructure. 

What happened with teleworking and what was evident in several companies were 

the vulnerabilities and threats duo to the present situation, which was impossible to 

predict, appearing unexpectedly. In a way. we can draw a positive balance from this 

pandemic which has made people more concerned and brought up a number of com-

puter security issues to users and companies. 

 

Organizations have achieved as much as possible in order to have their employees 

working efficiently from home, but in terms of security the biggest challenge falls on 
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the employees themselves. They connect to non-secure Wi-fi networks, that most likely 

have no security measures at all, due to the fact that they probably never give it much 

thought and it actually makes it easy for the hacker to get on the network.  

With several people teleworking and students learning online, this year 2020 has 

been marked by this pandemic. The confinement and intensity of the news coming to 

the TV and the excessive research made it difficult for people to distinguish the real 

from the so famous fake news. As a result, and because of the age we live in, people 

cling more than ever to the internet as entertainment/leisure and work time, causing 

Internet traffic to increase intensively. 

The security landscape around the world has changed. The COVID-19 effect has 

been to decree social isolation in several countries in order to mitigate its spread. This 

adaptation was not guaranteed by many companies because they were not prepared both 

in terms of equipment and security. 

As the days and months went by, it was noted that the gradual increase in contagion 

from the pandemic led to an exponential increase in malicious activity. Hackers began 

to take advantage of several people working at home, publishing advertisements in or-

der to deceive users as they worked remotely and began to spend more time connecting 

to the internet and carrying out activities and looking for information. 

Table 1. Most used platforms for attack 

 

Tools Features Website 

Zoom Easy to use https://zoom.us/pt-pt/meetings.html 

Google Meet Secure video 

meetings 

https://meet.google.com/ 

FaceTime Best for iPhone, 

iPad, or other iOS 

users. The app is 

only available on 

the App Store for 
iPhone and iPad. 

https://apps.ap-

ple.com/us/app/facetime/id1110145091 

WhatsApp For international 

chats: Voice and 

video calls for up 

to 4 users. 

https://web.whatsapp.com/ 

Google Duo Best for Android: 

video calling app 

https://duo.google.com/ 

Skype No sign ups, 

downloads. 

https://apps.ap-

ple.com/us/app/facetime/id1110145091 

 

Many students had a great exposure to security due to the need to use tools to hold 

meetings in a virtual way such as "Microsoft Teams" or "Zoom". The growth of this 

platform has led to some security problems and cybercriminals have taken advantage 

of it by creating malicious campaigns. However, it was noted that during this pandemic 

there was an increase in phishing campaigns as part of Social Engineering.  
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3 Security Threats 

As society has become more and more dependent on technology, it has also become 

increasingly vulnerable to cybercrime. Cyber security threats are estimated to cost the 

world $6 trillion a year by 2021, doubling from $3 trillion in 2015[1]. One of the main 

reasons cybercriminals thrive during pandemics is because heightened emotional states, 

such as fear, make victims more susceptible to falling into fraud [2]. According to the 

World Health Organization (WHO), the number of cyber-attacks launched increased 

fivefold during the COVID-19 pandemic [3] 

Since the first cases of COVID-19 in Portugal and the implementation of the new 

containment measures, there has been an increase in cyber-attacks that use social engi-

neering to take advantage of the fragility of the victims. The most reported attacks dur-

ing the pandemic were: 

 

Fig. 1. Ten Deadly Cyber Security Threats [5]

 

 

 

 

3.1 DDOS Attack 

Most of the government and healthcare organizations have seen a rapid increase in the 

Distributed Denial of Services (DDoS) [4]. DDOS attacks are those carried out by cy-

bercriminals against websites or web services, with the aim of stopping them and mak-

ing them offline. A recent example of this happened when a DDoS attack targeted the 
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website of the Department of Health and Human Services (DHoS) in the U.S. by flood-

ing millions of users at a time [5]. 

3.2 Malicious domains 

The impact of this pandemic has also caused a lot of fake news and fake applications 

that circulate through social networks and messaging applications, which only generate 

disinformation. That is why several major social platforms such as Facebook, Google, 

LinkedIn, Microsoft, Twitter, Reddit and YouTube have joined forces in the fight 

against misinformation and the scams surrounding the pandemic. The words "corona-

virus," "corona-virus," "covid19," and "COVID-19" have appeared in a wide number 

of registered domains on the internet recently, and daily more and more increase has 

been witnessed. These domains are used to carry out different scams, or they are used 

to act as a honeypot for the target users. Hackers get personal data through this proce-

dure and then use it for their intended purposes. One of the main sources to lure the 

user into clicking on the link or downloading the malware are spam emails, for which 

the user becomes victim through mobile device or computers [6]. 

3.3 Malware and Ransomware 

The covid-19 pandemic has accelerated the digital transformation in the world. From 

day to night, companies had to review their work models and offer their employees 

ways to enable remote work, thinking about the health and safety of their teams. This 

high number of professionals working from home and, at least at first, without adequate 

protection for companies access, networks, data, and intellectual property would natu-

rally draw the attention of cybercriminals. Several surveys on digital threats have been 

published during this period and all point to an exponential growth of ransomware at-

tacks, which are malware created and disseminated with the aim of blocking access to 

files or systems to release them after payment of a specified amount as if it were a 

virtual hijacking. The ransomware infects the system via email attachments, links, or 

through working employees whose credentials are already compromised by exploiting 

a vulnerability in their systems [6]. 

3.4 Spam emails 

Another piece of true news during this time of pandemic was the amount of Phishing 

attacks that are usually detained two or three dozen people a year, but in the face of the 

pandemic. This social engineering attack, as we can see from the figures described 

above, has been highly used and efficiently. 

Phishing is nothing more than a fraudulent attempt to acquire the other persons data 

by means of a disguise, which means trying to pass yourself off as a trustworthy person 

or entity, so that the person to be attacked has no problem in providing any kind of 

personal data due to their legitimate appearance. 

This attack takes place mostly in the form of a message through e-mail forgeries or 

even through instant messaging if the hacker already has the persons phone number. As 
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a rule, this attack always has a reliable format as legitimate looking websites, offers not 

to be missed or even pretending to be a non-profit company to make the person feel in 

the scope of help. 

Table 2. There have been numerous cases in which the intruders pretend to be from legit organ-

izations such as WHO. They use domain spoofing to fool the victim that the email is coming 

from WHO and ask them to donate in bitcoins. For instance, the end of the email address normally 

ends with the organizations website, and people can know from there whether they are communi-

cating with the right person or organization. The intruders use an email such as corona-

virusfund@who.org. The WHO official website www.who.int ends with "int" and not with "org." 

Any user who did not confirm this email may become a victim [7]. 

3.5 Malicious Social Media Messaging 

Nowadays, social media is very common and is almost in the reach of every individual. 

Hackers find it a great opportunity and tend towards the various social media platforms 

such as Facebook and WhatsApp. The attempts to obtain confidential information 

through fraudulent messages), spam (unsolicited email) and targeted attacks on social 

networking platforms. The scams typically lure victims into free subscriptions such as 

Netflix premium free account. When the victim clicks on the link, it redirects them to 

their social media phishing website. In some cases, it may ask to enter the credentials 

of their accounts. 

From what has been described we can see that during the pandemic this was one of 

the most used attacks and with great efficiency, however, how to prevent such attacks. 

Unfortunately, we cannot simply install a software program or have the usual antivirus 

for prevention. Because we live in an age where there is great social exposure it is very 

easy for anyone or hacker to get their email, name, mobile phone. Because of this it is 

inevitable not to receive phishing emails. 

 

The new pandemic landscape has shown that several companies have been forced to 

accelerate digital transformation processes. Digital transformation brings with its secu-

rity considerations regardless of flexibility. Most users were working remotely as a re-

sult of the pandemic and it was also noted that the company, they were working for did 

not provide the necessary security tools to do the work remotely. 

Although some companies had already adopted mechanisms to carry out the digital 

transformation process, many others ignored the three basic pillars for saying that a 

computer system is secure that it is: Confidentiality, Integrity and availability. But it is 

not the companies fault either because of the comfort of the home, some people ignored 

some care that we would have in the workplace. As a result, some workers pay less 

attention to cyber-security issues. 

One of the big reasons for this is because employees use their own home equipment 

as a working tool. Working from home made it sound like a nice idea to many people, 

but it might bring some problems for companies because of Security. People have ended 

up neglecting security measures, which leads to compromising sensitive company data. 

From another point of view, it is reported that because there is more pressure on tele-

work, employees ignore the recommended security measures. 
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4 Possible attack prevention 

Companies and organizations need to prepare for the risks of cyber security. In recent 

months the threat called "sars-cov2" has made the area of security difficult due to the 

need to spread as much information about the virus as possible which has caused phish-

ing emails to grow. 

In this area it is necessary to understand the main risks that need to be faced and 

measures that we can take to ensure the privacy of companies and hacker personnel 

trying to take advantage of the vulnerabilities in this sector.  

With the implementation of containment there was the idea of teleworking as men-

tioned above in this paper, companies enabled employees to take equipment that was 

in a business environment home. This led to a great danger of integrity due to the fact 

that most homes did not have a secure network. A recommendation in this environment 

will be to protect this equipment with data encryption, strong passwords so that it can-

not be accessed by third parties and good practices of use such as blocking / logging 

out. 

Another important measure will be the investment of a separate camera from the 

device and of good quality. With the containment the participation of teleconferences 

and video calls became important. However, it is need to be aware of the attacks that 

can be made these days. It is easy for a hacker or even an ordinary person to "hack" a 

camera and in order to be able to prevent this kind of attacks we should cover the cam-

era whenever we are not using it and if the camera is separated from the device simply 

disconnect it.   

Another procedure to keep in mind is the use of a VPN if employees need to access 

the companys internal network. It is recommended to do it inside the company or that 

the IT team creates a VPN so that employees at home can access the necessary resources 

in a secure way. This measure is quite clever as it ensures the privacy of any remote 

worker including this method ensures strong authentication and high encryption meth-

ods. 

A good practice and investment will be in protecting the home network that ensures 

enhanced protection when working at home. Some methods to increase the security of 

the home network would be: 

1. Create a unique strong password. 

2. Changing the SSID name. 

3. Limit MAC address access 

4. Update the firmware  

Companies should implement training to inform company employees of the dangers of 

cybersecurity is to conduct awareness campaigns to help combat cybercriminals who 

often try to exploit vulnerabilities. 

In order to avoid this kind of attacks we must be careful with e-mails to which we 

are asked for personal data, usually reputable companies and banks do not make this 

information requirements of personal data. 

We should try to avoid opening embedded attachments or links, as they may be 

loaded with malware. Usually, this kind of attacks may have unmissable offers and 

Proceedings of the Digital Privacy and Security Conference 2021      10.11228/dpsc.03.01

10.11228/dpsc.03.01.002

31



grammatical errors and when we receive e-mails of this kind, we should be cautious 

and check if we are dealing with a legitimate company and if the link redirects us to a 

real link, one way to understand if we are in the presence of a real link is to pass the 

cursor on that same link and see the information in the bottom left corner that will show 

the real link. Unfortunately, in the face of the pandemic the great volume of attacks was 

not only phishing. 

With the changes caused by the pandemic, hackers have adjusted new strategies so 

that they can profit from radical changes in the lives of people and companies. 

 

 

5 Conclusion 

In conclusion, we can see that the scenario is not at all favorable, either from a health 

point of view or from a safety perspective. If we think about the future in a positive 

way, people and companies may now pay more attention to safety and the risks behind 

it. That said, users are now more aware and aware of security risks and companies will 

be better prepared for when it is necessary to go back to remote work. With the recent 

outbreak of the coronavirus pandemic, there have been 

A huge increase in the number of users interacting with each others working online. 

Taking advantage of the situation, the hackers IT is increasing daily, with the same 

ratio, there is an increasing cyber-security threats and privacy issues as well. There has 

been a considerable increase in the record of malicious attacks, websites, and spam e-

mails. Intruders are targeting individuals, government officials and even doctors and 

health care workers care systems. This paper presented what happened during the pan-

demic and how people and businesses adapted to the new lifestyle derived from Covid-

19 as well as the most commonly used hacking links. These cyber-security threats have 

led to some serious questions and concerns about personal data and the future of tele-

work. 
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Abstract. Our present is marked with the corona virus appearance, which lead to 

a worldwide pandemic situation declared by the world health organization. This 

situation leads to several different measures to prevent the virus from spreading, 

which includes online classes from schools and universities, homeworking in 

various organizations among a lot more of other measures. The data security and 

privacy are a matter that always concerns organizations and all the general public 

who uses internet. In these days that matter worries double or triple because most 

of this organizations were not prepared for this situation and most of them had to 

rush and made changes on their network to keep working and keep making 

money. For hackers this is a great opportunity to strike, make damage and profit 

from that. This paper will present several risks that the pandemic brought along 

in terms of cybersecurity. This paper will also show some possible preventions 

to these risks and responsibilities from several organizations that provides 

important services, that will keep our privacy and the data safe from intruders. 

This paper will also see some examples that happened during these times and 

what learn from those examples. 

Keywords: Pandemic, Cybersecurity, Riscks, Preventions, Data security, 

Privacy. 

1 Introduction 

The coronavirus impact on the world was so big that the world health organization had 

no other options then declaring pandemic situation. This happen on 11th March 2020 

[1] and forced governements and organizations to take measures, that include closing 

countrys, citys and curfew measures. Organizations and the population had to adapt to 

this measures wich revealed some vulnerabilities and opportunities for hackers to strike. 

Since the appearence of internet and it’s integration on our lifes,work and in pretty must 

everything, the data security and privacy has been a consourne. This consournes 

increased because organizations were not prepared to make this changes, and were 

forced to maked them quickly in addiction this virus is new and the information about 

it was not transperant and a lot of wrong information was circulanting on the internet. 

Data security means protecting our digital data, from those who, without access,  get 

our information, stored on the digital world, commonly known as hackers. This is a 

responsibility from the companies where we store our data, but it’s more our 

responsibility then them, because most of the times we are the ones who give access to 
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that people without realising it. This happens because people don’t take serious this 

matter and facilitate, thinking that the problems envolving this subject only happens to 

others. When we talk about data security problems, we talk about cyber attacks and 

data breachs. Data security is linked with privacy, because if we don’t take data security 

serious and we see our information leaked this affects our privacy. On this report, will 

be analyzed the trend of cyberthreats during the covid-19 pandemic, defining the most 

common threats, showing some examples about them and how to prevent it. Further on 

this report will be explored the teleworking subject, the concerns and measures to 

improve cybersecurity. 

 

2 Most common cyberthreats during covid-19 pandemic 

A cyber attack is an attempt to change or disturb the three principles of cyber security, 

confidenciality, integrity, availability. Confidenciality means restricting access and 

share of the information on the system. Integrity means protecting the information from 

being changed or destroyed. Availability is keeping the system available for those who 

have access to it and unavailable for those who don’t have access or not logged into the 

system. Inevitably, the pandemic lead to an raise on the use of computers and internet, 

this was a gold opportunity for hackers. This is a challenge for engineers who are 

responsible to keep systems safe, increasing data security, and people, by protecting 

their privacy.   

 

2.1 Trend of cyberthreats 

On the previous years, this cyber security challenges were already tough for engineers, 

because tecnology keeps changing, hackers keep evolving and it keeps being an 

exhaustive task with hackers only needing to find one vulnerability and engineers need 

to try find all vulnerabilities and keeping it from becoming a threat. Currently the 

challengs are even harder due to this virus and the necessaries measures that lead to an 

increase and change to the trend on the cyber attacks. According to the FBI  Internet 

Crime Complaint Center (IC3) cyber attacks have increased with the pandemic [2]. The 

best way to protect from cyber attacks is to work from the organizations with strong 

security policies, but the best way to protect from the virus is to stay home where the 

security policies are weaker [3]. This balance is hard to manage and makes a big 

vulnerability for the organizations who saw their systems very vulnerables for hackers 

to strike. 
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Top cyberthreats 2019-2020 Trend 

1. Malware 
--- 

2. Web-based attacks 
 

3. Phishing 
 

4. Web application attacks 
 

5. Spam 
 

Table 1. Top cyberthreats 2019-2020 [4] 

Following this report the covid-19 pandemic had direct impact on the changes from the 

previous years [5]. As mentioned this crisis lead to several changes, this changes alone 

are already significant and have a big impact on making systems vulnerabels to 

strangers. But this changes came with other problem, time, systems had to be adapt 

quickly because the covid-19 doesn’t wait and every day more and more cases were 

detected. Making this changes quickly are risky because the probability of bringing 

other vulnerabilities to the table are big, also mistakes could happen and the impact 

won’t  be only on the system, this could implate all the organization. Phishing was one 

of attacks that went up on the ranking from the previous years [5]. The miss information 

and the fast appearance of the virus made an opportunity for hackers to profit from this 

social engineering attack. Hackers impersonated hospitals and other entities/business 

using possible fake cures to the virus [6], for example. Even the world health 

organization was impersonated by hackers on the hunt for information. These hackers 

have multiple intentions but the major one revealed on the report was for financial 

matters [4]. 

2.2 Definition and examples of the most common cyberthreats 

To prevent a cyber attack is important to know all the different attacks, knowing how 

they work is the first step to prevent them from happening and affecting our systems. 

2.2.1 Malware 

 

Malware is the most common cyberthreats out there it comes in form of malicious 

software. On malware we include cryptominers, viruses, ransomware, worms and 

spyware. Hackers have a lot of intentions on attacking a system but the most common 

objetives are information or identity theft, espionage and service disruption [4]. The 

main inicial point for this attacks are steal the e-mail protocols, but due to covid-19 was 

noticed an increase of malware embedded in interactive coronavirus maps and 

websites[7]. In the malware family the ransomware was one of them that increased with 

the pandemic. Ransomware is an attack that target multiple directories encrypting the 

information on those directories. The encryption methods are very complex taking 
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years to unencrypt the information. Usually hackers send an email to their victims 

asking for money in exchange for the password to unencrypt the directory. The problem 

with this malware type is that hackers keep asking for money threatening to encrypt 

data again. The coronavirus made more preassure on hospitals, health centers, 

education and public institutions. Hackers toke this opportunity and lunched 

ransomware attacks to this organizations since they can’t afford to be locked out of 

their systems. Hackers thought that these organizations would pay due to this reasons 

[7]. According to ENISA malware report [4] 71% of organizations experienced 

malware activity that spread from one employee to another, 46,5% of all malware in e-

mail messages found in ‘.docx’ file types, 50% increased in malware design to steal 

personal data and 67% of malware were delivered via encrypted HTTPS connections. 

The following chart shows the numbers of successful attacks using URLs that include 

the terms “COVID” or “coronavirus”.  

 

 

Fig. 1. COVID-19 Malware and Phishing Sites Visited [8] 

Analysing the chart there is an exponential increase on the numbers on March 11, that 

was the day that World Health Organization declared the outbreak pandemic [1]. After 

that day, and has the trending line confirms, the number of successful attacks increased 

as the world population were searching for informations related to the pandemic. 

2.2.2 Web-based attacks 

 

On the past few years, the usage of web services have been increasing, due to the 

various advantages, including the no need to install software to have the same functions. 

The increased usage of this type of systems lead hackers to explore, find more and 

sophisticated ways to explore vulnerabilities on this systems. Web-based attacks are an 

attractive method since the increased usage of this kind of systems. There are multiple 
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attacks envolving this systems, for example malicious URLs or malicious scripts that 

directs the victim to a malicious website or even to download malicious content. 

Another common attack is to inject malicious code into a legitimate but compromised 

website to steal information, and other data. Other concern with these systems are the 

web browsers, although the browser are continuous updating and improving security 

measures, hackers always manage to find vulnerabilities. Different than previous years, 

the brute force attack increased on login systems in order to get on other users accounts. 

This kinda of attack affect the availability of web sites, APIs and could compromising 

confidentiality and data integrity. The most common attacks that happened on this 

systems are formjacking to steal user data, browser extentions and using online 

converters to download malicous software. 

 

Description of the differents kind of attacks [4]: 

• Formjacking - is an attack that injects code into legitimate websites. This attacks 

happen mostly on payment forms whos objective is to capture banking and other 

personal informations from the victims. When a victim is introducing their 

information on this infected forms, the injected code will also send this information 

to the attacker. The problem is that the original website works as intended, making 

it hard to know if this attack happened. With the pandemic the online shopping 

increased, making this type of attack a common one, taking advantage of the 

pandemic situation on the world. 

• Browser extensions – There are several extensions, a lot of them are used because 

they help the users with functions that are not native on the browser. Anyone can 

make extensions, inclusive hackers making them with second intentions with the 

porpose of steal personal data and another types of attacks. 

• Online converters – this is a common tool used by a lot of users, in most cases this 

tools ask the users to download the final data, converted. They use this to trick users 

and make them download malware to their computer. Hackers use this method to 

download various types of malware, but in the most cases ransomware is the most 

used type of malware [4]. 

 

During this pandemic another new cyber-attack was found, hackers used victims router 

more specifically the Domain Name Server(DNS) settings on D-Link or Linksys 

routers [7]. This attack opens the victims browser automatically, showing a notification 

from an malicious app. This notification tricked the victims to download an app called 

“COVID-19 Inform app”, this malware intended to steal browser cookies, stored 

passwords, browser history, transaction information and other data. 

2.2.3 Phishing 

 

Social engineering attacks on the past few years have been growing, becoming one of 

the most used attacks in the world. This kinda of attacks different than the others, it 

attacks the systems through the people instead of finding vulnerabilities and exploiting 

them or through very sophisticated and technical attacks. Phishing is the most common 
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attack on the social engineering family attacks. This attack is a fraudulent attempt to 

steal user data such as login credentials, credit card informations and other types of 

personal data. The majority of this attacks happens through e-mails, impersonating 

other entities or even the institutional e-mail of the organization. The objective with 

this e-mails is to persuade users to open malicious attachment or click on malicious 

URLs. For these tecniques make success hackers need to make a previous search to 

make appear the messages more authentic. This attack is based on emotional responses 

from victims. Even though most of the attacks use e-mails to connect with the victims 

the trend has been changing, appearing more and more cases using social media 

messaging for example via whatsapp. The methods are also changing and becoming 

more sophisticated, for example with the adoption of adversarial Artificial Intelligence 

algoritms to prepare and send messages. This attacks leads most of the time to 

unintentional insider threats. According to ENISA phising 2020 report, 26.2 billion of 

losses in 2019 with business e-mail compromise attacks, 42.8% of all malicious 

attachments were microsoft office documents, 667% increased in phishing scams in 

only 1 month during covid-19 pandemic and 32.5% of all the e-mails used the keyword 

‘payment’ in the e-mail subject[4]. 

 

Fig. 2. Number of coronavirus-related-spear-phishing attacks in 2020 [9] 
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Fig. 3. Example of phishing scam related to the covid-19 pandemic [9] 

This example is one of the many e-mails that were sent to inumerous of people trying 

to delude people to make donations that are allegedly to help an found rasing program. 

2.2.4 Web application attacks 

 

This attacks are similar to the one explained above. Web application and technologies 

become a part of our reality by adopting different uses and funcionalities. This 

applications through the years are becoming more complex, consequently growing the 

challenges to keep this applications safe and protecting the tree principles of 

cybersecurity. The common motivations with this attacks are financial or reputation 

damage and theft of critical or personal information. This services depend mostly on 

databases to store information. There are two big types of attacks on this systems, SQL 

(responsible for data bases) injection and Cross-site scripting (XSS) [4]. 

• SQL injection – This is a type of an injection attack, making it possible to execute 

SQL statements. These statements control a database server and this vulnerabilities 

bypass the application security measures. Hackers most commonly uses forms to 

input SQL statements, and possibly returning a complete database, compromising 

the confidenciality and integrity of the information [10]. 

• Cross-site scripting (XSS) – This is a client-side code injection attack. The hackers 

aim is to execute mailicious code on the victims browser, including the malicious 
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code in a legitimate web application. The common objective of this code injection is 

to steal the victims cookies, that has stored sessions, that can be used to get on the 

victims accounts [11]. 

According to ENISA Web applications report 20% of  companies and organizations 

reported DDoS attack on their application services on a daily basis, 52% increase in the 

number of web application attacks in 2019 compared with 2018 and 84% of observed 

vulnerabilities in web applications were security misconfigurations [4]. With the 

pandemic hackers used the applications made to inform and give statistics to attack and 

profit from this world situation. 

2.2.5  Spam 

 

Spam consists of sending unsolicited messages in bulk. This is considered a cyber 

attack threat when used as an attack vector to distribute or enable other threats. 

Receiving spam is inconvenience, but it may also create an opportunity for a hacker to 

steal personal information or install malware. The most used way to send this messages 

is through e-mails. The difference between phishing and spam is that phishing is a social 

engineering technique that aims to steal user information and spam is just sending 

unsolicited e-mails to a bulk list. Phishing campains most of the times use spam 

techniques to distribute the messages. According to ENISA Spam report 85% of all e-

mails exchanged in April 2019 were spam, 13% of data breaches were caused by 

malicious spam and 83% of companies were unprotected against e-mail-based brand 

impersonation. The covid-19 opened new doors, in middle February 2020 only a few 

hundred covid-19 attacks per day were reported, but on March 2020 more than 2500 

attacks were happening per day [4]. One organization that was very inpersonated by 

hackers was the WHO (world health organization), the attackers used an e-mail such as 

coronavirusfund@who.org. The official website of the WHO is www.who.int , it ends 

with an .int different than the .org used by hackers. 

2.3 How to prevent this cyberthreats 

Every case is a case and for that reason there are different measures to prevent this 

cyberttacks from happening. But there are some common measures to prevent this 

attacks, this measures should be adopted on organizations and also on a personal level 

to secure and protect the information. One vulnerability that every organization has in 

common are the people, the system could be well protected but the people is always a 

concern because if one person is not responsible, hackers could exploit that and bypass 

security levels, even if the system is well protected. To prevent this from happing 

organizations and governements should countinue with formation lectures and 

campains to teach and show what this attacks can do and what precautions should they 

take. A most common problem is that people don’t take this matter serious and keep 

doing the same mistakes, until something bad happen. 
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2.3.1 Malware 

• Implement malware detection for all inbound/outbound channels, including email, 

network, web and application systems in all applicable platforms. 

• Inspect the SSL/TSL traffic allowing the firewall to decrypt what is being 

transmitted to and from websites, email communications, and mobile applications. 

• Establish interfaces between malware detection functions and security incident 

management to establish efficient response capabilities. 

• Use the tools available for malware analysis for sharing malware information and 

malware mitigation. 

• Develop security policies that specify the process to be followed in the event of 

infection. 

• Understand the capabilities of various security tools and develop new security 

solutions. Identify gaps and apply the defence-in-depth-principle. 

• Employ mail filtering for malicious e-mails and remove executable attachments. 

• Regulary monitor the results of antivirus tests, and keep those up do date. 

2.3.2 Web based attacks 

• Update internet browser and related plugins to keep them up to date and patched 

against known vulnerabilities. 

• Make sure that endpoints and installed software are updated, patched and protected. 

• Isolate applications and create a sandbox to reduce the risk of drive-by-compromise 

attacks. 

• Websites owners, should hardening servers and services to mitigate web-based 

attacks. This includes controlling the version of the content scripts as well as 

scanning locally hosted files and scripts for the web server or service. 

• Restricting web-based content is a technique to protect against this attacks. 

Facilitating tools such as ad blockers or javascript blockers will decrease the 

possibility to execute malicious code. 

• Monitor web e-mail and filter content for detecting and preventing the delivery of 

malicious URLs and files/payloads. 

2.3.3 Phishing 

• Educate staff to identify fake and malicious e-mails and stay vigilant. 

• Consider the use of a security e-mail gateway with regular maintenance of filters. 

• Apply security solutions that use machine-learning techniques to identify phishing 

sites in real-time. 

• Disable automatic execution of code, macros and preloading mailed links at the 

email clients and update them. 

• Implement one of the standards for reducing spam e-mails, such as SPF, DMARC 

and DKIM. 

• Use secure e-mail communication using digital signatures or encryption for critical 

information. 
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• Do not click random links, especially short links, checking always the domain name 

of the websites. 

• Activate the two factor authentication to protect the accounts. 

2.3.4  Web application attacks.  

• Use input validation and isolation techniques for injection type attacks. 

• Implement web application firewalls for preventive and defensive measures. 

• Incorporate application security processes into the application development and 

maintenance life-cycle. 

• Restrict access to inbound traffic for required services only. 

• Deploy traffic and bandwidth management capabilities. 

• Perfom vulnerability and risk assessments before and during the web application 

development. 

• Conduct regular penetration testing during implementation and after deployment. 

2.3.5  Spam 

• Implement content filtering to locate unwanted attachments, mails with malicious 

content, spam and unwanted network traffic. 

• Regular update the hardware, firmware, operating system and any driver or software. 

• Avoid logging into new links received in e-mails or SMS messages. 

• Use a secure e-mail gateway to regulate and automate maintenance of filters. 

• Disable automatic code execution, macro enabling, preloading of graphics and 

mailed links. 

• Regularly update whitelists, reputation filters and the real-time blackholeList. 

• Use AI and machine learning for anomaly detection checks. 

 

3 Teleworking and cybersecurity 

There were inumerous measures taken by the governments across the world, according 

to the covid-19  numbers on their respective countries. But among all the measures 

there was one that almost every contry used, all the population needed to be in 

confinement. This lead to a major economy problem to pretty must every country if the 

population needed to stay home, how did the organizations work ? The organizations 

had no choice and as recommended by the WHO people had to start working from 

home, teleworking. The term teleworking before the pandemic was becoming popular 

but lot of organizations had issues implementing it. Most of organizations 

administrators have concerns letting their employees working from home, because it is 

hard to supervise and keep track on worked hours and satisfaction. Administrators had 

to put uncertainties aside and implement this measure. Another problem with the 

teleworking were the systems, if before the pandemic a lot of organizations were 
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already attacked, with teleworking the probability to be vulnerable was even higher. 

This implicates, private documents, messages, and other informations to be on the 

internet in order to communicate with other employees and with the applications. If it 

is hard to protect the information inside the organization with complex cybersecurity 

policies, engineers had a bigger problem in their hands to make this work without 

compromising cybersecurity. Information technology devices at home are generally 

perceived to be poorly configured compared to the work environment IT devices hence 

the IT devices at home are highly prone to cyber attacks especially due to these 

measures [12]. With employees on their homes, their network and their personal 

machines hackers can take advantage of the unsecured off-site routers, modems, 

unsecured network devices and poorly configured home network devices to exploit the 

vulnerabilities associated with teleworkers and compromising the security of the 

organization. That said its fair to say that organizations and people where not ready for 

these measures and because of that data security and privacy could become 

compromised.  

 

3.1 Major security concerns with teleworking 

As mentioned the teleworking presented IT engineers a lot of challenges, like those 

below, in order to protect the organization information [13]: 

• Lack of physical control; 

• Unsecured networks used for remote access; 

• New threats for organizations through allowing external unsecured access to 

sensitive resources; 

• Teleworkers may be using their own unstructured and unsecured resources to access 

their organizations valuable resources; 

• The security measures assumes individuals uses computing devices from their 

employers wich is not applicable in all cases; 

3.2 Measures to ensure data security and privacy with teleworking 

To protect the organization from intruders and keep working using telework, the 

organization should take some measures like the ones below [13]: 

• Developing and enforcing a telework security policy, such as having tiered levels of 

of remote access; 

• Requiring multi-factor authentication for enterprise access; 

• Using validated encryption technologies to protect communications and data stored 

on the client devices; 

• Ensuring that remote access servers are secured effectively and kept fully patched; 

• Securing all types of telework client devices, such as desktop and laptop computers, 

smartphones and tablets against threats; 

• Train employees on cybersecurity in order to protect the organization; 
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4 Conclusion 

Before the covid-19 pandemic data security and privacy were already a battle between 

hackers and engineers, the battle was not easy and the appearance of this virus was bad 

for the general world population health but also bad for the data security and privacy, 

with a lot of new attacks possibilities for hackers to explore. Helped wih the little time 

that engineers had do adapt the systems to the measures taken by governments and 

organizations, hackers profited a lot from this situation. Important now is to keep 

improving the security policies and hoping for this situation to end. It is also important, 

when this ends, to make more studies about the real problems that this situation brought 

and analyze what could be done better and learn from that and hopefully if something 

similar happens again we are prepared to face these kind of challenges. 
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Abstract. Social engineering is the procedure of fooling someone to act or give 

information. The attacker tries to take advantage of the victim preferences, ne-

eds or emotional state.  

In the past some people practiced social engineering, going door-to-door, 

trying to lure people to give them money or information in exchange for pro-

ducts/services that they supposedly needed. In some, if not most cases, it was a 

scam. Nowadays this technique evolved and its mostly used online. 

This study will show the tactics used by the attackers and how they execute, 

the risks involved, how to prevent getting caught in one of these situations and 

if some type of intervention can reduce the effects. By the end of the paper, it’s 

expected to understand how social engineering is executed and some ways to 

prevent it with security policies and security training awareness, for example. 

In our fast-evolving reality, the population needs to get/maintain informed 

and updated about this problem and learn how to evade it. 

Keywords: Social engineering, Persuasion, Prevention, Risks, Awareness,  

      Vulnerabilities, Countermeasures, Security, Phishing 

1 INTRODUCTION 

 

The technological world is evolving at a significant pace with the growth and 

availability of technologies making this one of the main reasons for the fastest and 

powerful growing of brands, markets and companies [1]. These companies work with 

online transactions, social networks and have loads of data and information stored on 

the internet. This stored information looks appetizing for the cyber-criminals and 

while technology evolves, the number of cyber-criminal attacks and their complexity 

evolve as well, causing cyber security to play an important role [2].  

To prove and demonstrate the cyber-attacks evolution and money involved, on the 

2018 Internet Crime Report, the Federal Bureau of Investigation (FBI) received a total 

of 351.937 complaints with an estimated loss of $2.7 billion [3] and, just a year later 

on the 2019 Internet Crime Report, received a total of 467.361 complaints, an average 

of nearly 1,300 every day, with an estimated loss of $3.5 billion [4], showing an in-

crease of at least 100.000 complaints and an estimated loss increase of $800 million in 

just one year. The data mentioned above are only related to the United States of 
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America.  According to Cybersecurity Ventures, in 2021, it’s expected a monetary 

loss of $6 trillion worldwide (more profitable market than all major illegal drugs 

combined), while, in 2015, the real cost was only $3 trillion. These numbers tend to 

increase annually due to the access to technologies and the internet all over the world 

[5]. 

The information systems safety doesn’t solely depend on technological counter-

measures, the human factors are a huge problem too when it comes to security. Social 

engineering attacks explore the human factors in order to obtain information and/or 

access to something. This type of attack succeeds because of human flaws, like the 

human’s natural helpfulness, psychological weaknesses and the underestimating of 

value of the information they possess [6]. The human component is indispensable for 

the operations of every company and its also the most vulnerable component to at-

tacks in a company [7]. 

This paper will focus on the social engineering type of attack. Section 2 will focus 

on the definition and origin of the concept “Social Engineering” and its subsections 

will approach types of social engineering attacks, vulnerabilities and countermeas-

ures. At the end of this paper, on section 3, will be a demonstration on how to create a 

social engineering attack (email phishing attack) on the SET (Social Engineering 

Toolkit) that comes previously installed on Kali Linux. 

  

2 SOCIAL ENGINEERING 

 

The concept of “social engineering” on the cyberspace field has been around since, 

at least, 1995, when it was used in the article “Cracking a Social Engineer” by Al 

Berg, but it has been practiced on other fields (social and political) for much longer 

[7]. The term was found at the early 20th century on the political field related to social 

problems, but, at that time, it had a positive connotation. That positive connotation 

started to change since World War II, when politicians started using this technique to 

gain electoral advantage [8]. 

According to [9], social engineering is defined as “influence and persuasion to de-

ceive people by convincing them that the social engineer is someone he is not, or by 

manipulation” and its acknowledged as being one of the greatest threats to the securi-

ty of businesses. 

As stated in [10], social engineering is an act “to manipulate people, by deception, 

into giving out information, or performing an action”. 

 In short, social engineering refers to humans as the weakest link because people 

can be manipulated and persuaded into providing information to attack computer 

systems or to perform actions that furnish network access to the attacker [11][12]. 

The attacks on the social engineering field can be classified into two groups (hu-

man based and computer based), as represented in Figure 1 [8][13]: 
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Fig. 1. Classification for social engineering attacks. 

 

Human-based attacks consist in attacking in person (face-to-face) in order to obtain 

information. This can be achieved by impersonating a real or fake person.  

Computer-based attacks are performed using devices. This type of attack can strike 

multiple victims in seconds. They can occur via text, voice or video. 

It’s possible to reconcile the two types of attack in one single attack [8][13]. 

  

2.1 Attack Phases 

Social engineers use a set of techniques to gain the confidence of their victims. 

While there are several social engineering attack techniques, Kevin Mitnick [9] creat-

ed a common methodology to all of these attacks, composed by 4 steps on how to 

establish a trust relationship with the victims, represented on Figure 2 [12][13][14]: 

Fig. 2. Attack phases for social engineering attacks. 
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In the research stage, the attacker chooses the target and tries to gather all the in-

formation he cans to create a connection with the victim, while trying to establish 

some attack possibilities. Next comes the trust phase, also known as relationship de-

velopment phase, where the attacker starts creating a relation with the victim. Is 

known that people tend to give away information when they trust someone. In the 

play/exploitation phase, is expected that the victim already trusts the attacker. The 

attacker then, tries to exploit the victim to provide private information or to do certain 

actions through manipulation. In the final step, exit phase, the attacker terminates the 

interaction with the victim, without raising suspicion preferably, and uses the gathered 

information to procced to the objectives of the attack [12][13][14]. 

 

2.2 Risks 

Risk can be perceived as “the possibility that something unpleasant or unwelcome 

will happen”, also known as an attack. For a risk to exist, it must have an associated 

impact and probability. Impact can be understood as damage, and probability is the 

chance of the risk happening. If there is no probability of happening, then it’s not a 

risk [10]. 

2.2.1 Human Based Attacks.  

2.2.1.1 Impersonation.  

Impersonation consists on the attacker assuming a false or real identity (employee 

from a targeted company, for example) to keep his real personal identity safe while 

carrying out an attack to gather information or manipulate someone. It’s easy to exe-

cute this type of attack and it requires little preparation. Usually is combined with 

other attacks like tailgating, piggybacking, pretexting and/or reverse social engineer-

ing [8][14]. 

2.2.1.2 Tailgating.  

Tailgating is following an authorized person to gain access to restricted areas. It can 

be considered legal or illegal based on the circumstances. This attack is getting easier 

to execute because of public databases like LinkedIn, that reveal the organization 

positions and the name of the people who occupy these positions. [8] 

2.2.1.3 Pretexting.  

Pretexting can be simply explained as obtaining information under false pretense. 

For that is necessary a good, fake and convincing story to be able to collect the de-

sired information. Normally is necessary to impersonate an important entity to carry 

out with this attack, and that requires a lot of preparation [8][13][14]. 
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2.2.1.4 Reverse Social Engineering (also known as quid pro quo).  

The attacker impersonates as a person with authority and manipulates the victim to 

ask the questions instead of the attacker. One approach, for example, used with this 

type of attack is to previously compromise the network of an organization and then 

appear with the solution to solve the problem he created, assisting the company in 

question and gaining trust from the employees. Then he asks the victim to log into the 

network, achieving his final goal [8]. 

2.2.1.5 Eavesdropping.  

Eavesdropping is when sensitive information is being talked out loud, thinking that 

only authorized personnel are listening while the attacker is also listening. It can also 

occur through telephone lines and e-mails [14][15]. 

2.2.1.6 Dumpster Diving.  

The attacker gathers information through the targeted organization’s trash. Often-

times, companies dispose the garbage with documents and even old hardware that 

contains sensitive information [13][14]. 

2.2.1.7 Shoulder Surfing.  

Shoulder surfing consists on watching the victim writing sensitive information or 

authentication data [13][14]. 

2.2.1.8 Piggybacking.  

Piggybacking is when an authorized person allows an unauthorized one to enter in 

a network or physical place (intentionally or unintentionally) [16].  

2.2.2 Computer Based Attacks.  

2.2.2.1 Phishing.  

Phishing is the act of disguising as a trustworthy entity to acquire private infor-

mation or authentication. This attack is mainly executed through e-mail [8]. Usually 

this type of scam creates a sense of urgency on the victim in order to manipulate them 

to act without judging the situation properly [17]. 

2.2.2.2 Pop-Up Windows Attack.  

Pop-Up Windows attacks are windows that appear when visiting a website or when 

the machine is infected with a malware, that ask for login credentials under the excuse 

of loss of connection with the server, for example. This attack can also deceive the 

target under the premise that they won some sort of contest or prize, asking, then, for 

credentials and personal information or injecting malware on the device [13][16]. 

2.2.2.3 Baiting.  

Baiting, as the name implies, consists in creating a bait, like leaving a USB drive or 

external disc containing a malware in a public place to be found by the target, that 

later on, will plug to the computer infecting all the network. Normally the malware 
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attacks on the background, so the victim doesn’t know that it’s being attacked 

[13][14][17]. 

2.2.2.4 Watering Hole.  

This attack consists on knowing the legitimates websites that the victim visits often 

and afterwards search for vulnerabilities in it, infecting the website and waiting for 

the victim to fall into the trap [14]. 

2.3 Vulnerabilities 

As mentioned before, humans are the weakest link on an organization. Companies 

could invest millions of dollars on technical security but still have their data compro-

mised, because people need to get educated and informed about the risks and how to 

proceed on these types of situations [17]. 

According to [10], there are five flaws of the human psychology that make them 

vulnerable to social engineering attacks: Follow Instructions, Ignorance, Gullibility, 

Desire to be Liked and Being Helpful. 

2.3.1 Follow Instructions.  

Humans tend to think that they decide if they will follow instructions or not. But, 

in reality, lots of people are getting manipulated every day to do things without ques-

tioning. The military, for example, is trained from day one to follow instructions and 

orders without questioning their superiors. The same can happen when an employee 

thinks he’s talking with some authority entity or superior. 

2.3.2 Ignorance.  

People, when feeling ignorant, are more open to follow instructions. The IT (In-

formation Technology) field is vast and isn’t known by most people and social engi-

neers know that and take advantage of it. If the victim senses he’s talking with an 

expert, they will believe everything and do what they say. This doesn’t mean that only 

people considered less intelligent fall for social engineering attacks. 

2.3.3 Gullibility.  

When people are offered attractive benefits, their naivety increases. One famous 

example is the “Nigerian prince” scam. People would receive an e-mail from an al-

leged Nigerian prince saying that the receiver was a legitimate heir to his inheritance. 

It was a social engineering attack, where the attacker tried to steal money and infor-

mation. 

2.3.4 Desired to be Liked.  

Everybody wants to be liked. In the past, some people connected romantically with 

foreign diplomats in order to obtain private information. 
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2.3.5 Being Helpful.  

Individuals are encouraged to be helpful in a business environment. Social Engi-

neers use masquerading techniques to impersonate new employees, asking questions 

about private information, with the excuse that they only need help.  

 

2.4 Countermeasures 

Before everything, it’s necessary to understand that social engineering attacks can 

occur to any individual, from executives to cleaning employees. It’s important, as 

well, to perceive that it is impossible to reduce social engineering attacks to zero. 

What can be done, in that aspect, is mitigating risks and possible damage to infra-

structures and data [18]. 

A good solution to reduce the success of social engineering attacks in an organiza-

tion, is a multi-layered/multi-level approach, composed of five levels: Foundational 

level, Parameter level, Fortress level, Persistence level and Offensive/Gotcha level 

[18][19]. 

2.4.1 Foundational level.  

The roots of information security are the policies. A security policy defines the 

standards and the level of security of the network and provides procedures and guides 

for the data and system protection of an organization. It also makes the employees 

aware of the importance of information’s value. Some of the policies that can be 

found in that document to prevent social engineering attacks are: access approval, 

password changes and the destruction of confidential documents and old hardware, 

for example [6][18][19][20]. 

2.4.2 Parameter level.  

Parameter level is the second level and consists in training all users about security 

awareness. The security policy should be used as a training complement, providing 

guidelines and motivation. In this level, users will learn about information that can be 

used by social engineers and types of conversations that they use [19]. 

2.4.3 Fortress level.  

The third level, fortress level, consists in the resistance training of the core staff. 

Core staff includes everybody that needs to help or talk with the public, for example 

customer service, help desk and receptionists. The objective of resistance training is 

to make harder to persuade the key employees, preventing information leaks. This 

level can be complemented with punishment for employees that break the security 

policy rules and reminders of the security policy itself [18][19]. 
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2.4.4 Persistence level.  

At this level, all the users are reminded, through ongoing reminders, about the ne-

cessity of information security. The reminders must be creative and exposed regularly 

[18][19]. 

2.4.5 Offensive level/Gotcha level.  

Finally, the last level occurs when an attack is happening. The victim will have 

procedures in place if he suspects that he is experiencing a social engineering attack. 

To do that, the employee can create traps, called Social Engineering Land Mines 

(SELMs), that will be able to expose and stop the attackers advance. There are a lot of 

traps that can be implemented, being the most-known call backs by policy, key ques-

tions to the suspect and centralized security logs [18][19].  

 

3 Phishing Attack Example 

As previously described, phishing is the act of masquerading as someone in order 

to scam victims for information or money.  People are constantly being victims of 

phishing and one way to prove that is by visiting the spam folder of their personal e-

mail, for example. 

Fig. 3. Spam folder example. 

As shown on figure 3, there are a lot of e-mails claiming that the addressee won 

money from some supposed bank or fake entity. A way to forge this type of attacks is 

through a toolkit called Social Engineer Toolkit (SET), that comes pre-installed on the 

Linux distribution Kali Linux. 

Kali Linux is a Linux distribution based on the Debian GNU that helps companies 

auditing and penetration testing their IT security systems. This project started back in 

2012 when Offensive Security (creator of Kali Linux) wanted to upgrade their last 

Linux project (BackTrack Linux) that could only be manually updated. This distribu-
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tion was specifically created to help security professionals and IT administrators [21]. 

Social Engineering Toolkit is a product created by TrustedSec and was developed on 

the language Python. With SET is possible to test a large variety of social engineering 

attacks making it come in handy for every penetration tester and security professional 

[15].  

Fig. 4.  Pre-installed social engineering tools on Kali Linux. 

When opened, SET will provide a menu with seven options. Since this study will 

exemplify a phishing attack via e-mail, the first option was selected (Social-

Engineering Attacks), that will open the attacks type list. From there we can choose 

the desired attack from the list as shown on figure 5. 

Fig. 5.  List of SET attacks 
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Phishing attacks can be done in two ways on this toolkit: through Spear-

Phishing Attack Vectors (focused on website phishing) and Mass Mailer Attack 

(focused on e-mail phishing). In this case, the Mass Mailer Attack was chosen be-

cause the demonstration is about e-mail phishing (Fig.5). After entering the Mass 

Mailer Attack menu, two options appear: “Attack Single Email Address” and “At-

tack Mass Mailer” (Fig.6). For the sake of simplicity and demonstration, “Attack 

Single Email Address” was selected since it only attacks one victim.  

Fig. 6. Mass E-Mailer menu. 

After that, some questions will be prompted, asking the receiver email and the 

sender email, password and “from name” (Fig.7). It will also be possible to flag the e-

mail as high priority and to attach files (attackers can attach infected files/malwares). 

Then the attacker can write the subject and the body of the e-mail and send the attack 

(Fig.8). 

Fig. 7.  E-mail related questions. 

Fig. 8. E-mail content related questions. 

Finally, the result will appear on the victim e-mail inbox or spam folder (Fig.9).  
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Fig. 9. Attack result.   

This attack was executed only on one victim, but if the number of target e-mails is 

bigger, the chance of success increases immensely. 

 

4 CONCLUSION 

The expression “Knowledge is power, data is money” [22] couldn’t be more rele-

vant nowadays and on this matter, because that’s what attackers try to do illegally, 

steal data for their benefit. The access to the world wide web facilitated that process, 

due to the availability of tutorials and software online that teaches and helps the at-

tackers how to forge an attack, making it even easier to execute one. On that matter, 

social engineering is one of the most dangerous attacks currently, because it doesn’t 

require a lot of computer knowledge to be successful which reinforces the idea that is 

necessary to teach and inform people about the dangers that this type of attacks can 

cause for companies and even personally and the best ways to prevent it from happen-

ing. In conclusion, studying social engineering should be one of the principal focus on 

the cyber security field, paying special attention to better and more efficient counter-

measures, since it’s evolving to be one of the most dominant attack vector in the fu-

ture and organizations and people in general should be better prepared when that hap-

pens.  
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Abstract. Never before was the Internet the ground for communications and 
social interactions. The world is now a digital expansion of our lives, and the 
way we think and communicate. As digital interactions take ever more space in 
our personal life, the information given by the users to these platforms are in 
great jeopardy due to the inherent vulnerability of attacks. It is not uncommon 
to hear about attacks happening in companies, but it is something that is not 
taken into account by the common user, because it doesn’t affect them. But if 
cybersecurity isn’t taken into consideration, the next attack could be directed at 
us. Social Engineering should not be avoided or downplayed, and the discussion 
must be brought to the public eye, and discuss the risks, vulnerabilities, attacks 
and countermeasures. Attackers can easily take advantage of these vulnerabili-
ties and exploit them for personal gains. Norms have been taking place such as 
cookie and privacy policies so the websites and corporations are clearer in their 
practice. The public must be aware of the risk they’re facing, and put into prac-
tice ways to be safe online. This paper will explain the risks, vulnerabilities and 
ways to prevent these attacks. 

Keywords: Social-Engineering, Cyber-Security, Internet Safety, Awareness, 
Countermeasures. 

 

1 Introduction 

Cyber security has become a new concern in the 2000s. Companies and private indi-
viduals are concerned with the leaking of information. The communications channels 
have widened, even at the workplace, being more popular the BYOD (bring your own 
device), in which these mobile devices carry around corporate information and have 
no way to be totally in the control of the companies [1]. Social media is too a great 
concern, being generally used by all ages and cultures. A study on “User characteris-
tics that influence judgment of social engineering attacks in social networks” show for 
example, that perceived risk and perceived severity of threats vary between genders, 
being the women more aware than men [2]. Social engineering isn’t only an online 
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problem. Even before the advent of the Internet, there were social engineering attacks 
going on. Now it just took to another level. The focus of this study will be on defining 
Social-Engineering, it’s Categories, the hacker’s motivations for attacks, the attack 
phases, types and vectors, to highlight the prevention and some methods anyone can 
apply to mitigate the problem. The objective is to bring awareness to the problem, and 
give some insight into what is Social-Engineering. 

 

2 Social-Engineering 

“Social engineering is the art of getting users to compromise information systems. 
Instead of technical attacks on systems, social engineers target humans with access to 
information, manipulating them into divulging confidential information or even into 
carrying out their malicious attacks through influence and persuasion” [3]. The Hu-
man factor is maybe the greatest threat to cybersecurity. If a software has program-
ming errors, it is attributed to the Human not programming it correctly, and if there is 
a breach in security, it is because humans didn’t take it into account when designing 
its defenses. Most of the issues come from people downplaying the importance of 
knowledge and awareness, trusting the website or application their using, and believ-
ing they’re good at detecting such attacks [3]. In this chapter will be explained the 
categories, motivations, phases and types of social-engineering attacks. 

 
 

2.1 Categories 

Hunting. “This approach seeks to execute the social engineering attack through min-
imal interaction with the target. Once the specified objective is achieved and the secu-
rity breach is established, communication is likely to be terminated. This is the most 
frequently used methodology to support cyber-attacks and as a rule, the modus op-
erandi involves a single encounter” [4]. 

Farming. “Social engineering farming is not often practiced, nevertheless this tech-
nique may be used for situational purposes. The attacker aims to establish a relation-
ship with the victim in order to extract information for a longer period of time. 
Throughout the process, the interaction can change, the target may learn the truth and 
the social engineer may attempt to bribe or blackmail the target, thus resorting to tra-
ditional criminal behavior” [4]. 

 
 

2.2 Hacker’s motivation 

For any crime, there is a motive worthy of pursuing. Being it the thrill of the moment, 
or financial games, there are various motives for attacks to take into consideration [5]. 
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Research Hook Play Exit

Self-Education. Can be only for the thrill of gaining knowledge and beating the 
system [5]. 

Financial Gain. Maybe the most thought of motive, blackmail and organized crime 
[5]. 

Revenge. Some ex-employees can exploit their known weaknesses of the system to 
get back at the corporate entity or an individual in the organization [5]. 

External Pressure. The social engineer can manipulate someone to break security 
protocols, by blackmailing, ransoming, exploiting moral dilemmas or extremist 
beliefs. Since there are no victims, just ones and zeros, the victim can be persuaded to 
commit a crime they wouldn’t have in normal conditions [5]. 

Terrorist and Political Motivated Groups. Attacker can act on religious beliefs or 
activist values to break havoc and attack a financial and critical information 
infrastructure [5]. 

 
2.3 Social-Engineering Attack Phases 

“Any criminal act has a common pattern. Such a pattern is evident with social engi-
neering, and it is both recognizable and preventable.” [6] When planning an attack, 
the social engineer plans his actions ahead. While the target doesn’t know, the attack-
er can have already planned out who the target is, and how to get the information. 
Attacks of this nature, typically consist of four distinct phases: research, hook, play 
and exit, as shown in Fig. 1 [4]. 
 
Research. This involves gathering information on the target. A variety of techniques 
can be used to achieve this, and be used to create a relationship [5]. An experienced 
social engineer can exploit chance encounters too [4]. 
 
Hook. This is when the attacker builds a relationship with the target. This relationship 
will be exploited an explored to capitalize on the created trust. Sometimes masquerad-
ing as a senior member of the organization or as a friend [5]. 
 
Play. Here is where the attack takes place, using the information gathered, the attack-
er performs the attack per se, to disclose or compromise the system [4][5]. 
 
Exit. The social engineer has completed his task, preferably without arising suspicion, 
because these attacks aren’t easy to track down [4]. 

Fig. 1. Social Engineering Phases (4). 
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2.4 Types of Social-Engineering Attacks 

Social Engineering attacks can come from two Operators. One being the Human, and 
the other Software [3]. Since the dawn of humanity, social engineering tricks have 
been occurring, especially with street performers and con-artists, but in the digital era, 
these tricks have taken another form, sometimes more indirect, through channels like 
e-mail, instant messaging, telephone, social networks, cloud services and websites [3]. 
Fig. 2 shows the various ramifications of this, branching from Type, Operator and 
Channel. 
 
2.4.1 Physical 
These are physical interactions, such as eavesdropping, over-the-shoulder and dump-
ster diving. Can sometimes be the most practical and available method since no IT 
knowledge is needed to intercept conversations, check on passwords or steal an au-
thentication card [3]. 
 
2.4.2 Social. This is the basis for all Social Engineering attacks. From even before the 
digital era, con-artists would use tricks to persuade into his biddings. These persua-
sion techniques are used to manipulate and address the curiosity of the victim, even to 
the point of developing and maintaining a relationship with their future victims, being 
the most prevalent attacks performed by phone [7]. Can lead to attacks such as baiting 
and spear-phishing attacks [3]. 
 
2.4.3 Socio-Technical. This is an approach that relies on technical knowledge for 
social engineering attacks. The best example would be the attacks via e-mail or in-
stant messaging. These classic attacks like phishing are not lucrative, being aimed at a 
large number of people indiscriminately [8]. That is why these Socio-Technical at-
tacks evolved to Spear-Phishing or Wailing, that target specific individuals [3]. 
 
2.4.4 Technical. Tools are used to gather and harvest information on future victims 
through malware or search engines to gather personal information about future vic-
tims [3]. 
 
2.4.5 Reverse Social-Engineering. There’s still this often-overlooked type of attack. 
In this reverse take on social engineering, the attacker makes the victim think they’re 
a trustworthy entity instead of making the first contact. That could be done by adver-
tising and then assisting previously sabotaged victims [9]. Doors can be opened, and 
passwords can be given to the attacker directly from the victim, with the objective to 
help her [3]. 
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3 Attack Vectors 

Attacks can take on many forms. From waiting for any unaware victim as a trap, dis-
guised as another person or website, or from directed spear-headed attacks on multi-
millionaire corporations for financial or political gains, the creativity and genius of 
these attacks are ever evolving, always finding new ways to swindle the victims or 
breaching into high-security websites, as shown in Fig. 3. It does come to show the 
attackers will always be one step ahead. 
 
3.1 Phishing 

The act of illegally accessing to the information of the target, often masquerading as a 
trustworthy entity. Usually targets a large group of victims indiscriminately through 
various mediums [3]. 

 
3.2 Spear-Phishing 

Is a targeted Phishing attack, used to hit specific individuals or companies after gath-
ering the victim’s information. Usually is meant to hit high-profile victims, with the 
intent to access the victim’s system, to gather for example, company/military/personal 
secrets. It is highly effective, due to the preparation and focus involved [10]. 

 
3.3 Spy-Phishing 

Is the act of spying on a victim through unauthorized installed software. The attacker 
installs a malicious software called spyware, by exploiting website fragilities, trojans, 

Fig. 2. Social Engineering Taxonomy [3]. 
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or via Freeware and Shareware. waits the victim to access a predetermined website to 
steal log in information [10]. 

 
3.4 Dumpster-Diving 

Is the act of going through the victim’s trash. Has a man’s trash can be another man’s 
treasure, often the victims don’t realize the problem imposed by their trash. The at-
tacker can find login passwords, security footage, signatures, memos, personal con-
tacts or e-mails [3]. 
 
3.5 Shoulder Surfing 

The simplest method of gathering info, the eavesdropping. It is the easiest way to 
gather information, just looking at someone’s phone or computer screen [3]. 
 
3.6 Advanced Persistent Threat 

Refers to long-term, mostly Internet-based espionage attacks conducted by an attacker 
who has the capabilities and intent to comprise a system persistently [3]. 
 
3.7 Reverse Social Engineering 

Trust is pre-established between the attacker and the victim. The attackers create a 
situation in which the victim requires help and then present themselves as someone 
the victim will consider someone who can both solve their problem and is allowed to 
receive privileged information. Of course, the attackers try to choose an individual 
who they believe has information that will help them [3]. 

 
3.8 Baiting 

Is an attack during which a malware-infected storage medium is left in a location 
where it is likely to be found by the targeted victims [3]. 
 
3.9 Water Holing 

Describes a targeted attack where the attackers compromise a website that is likely to 
be of interest to the chosen victim. The attackers then wait at the waterhole for their 
victim [3]. 
 

Fig. 3. Classification of social engineering attacks [3]. 
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4 Social-engineering Attack Risks 

These are some of the greatest examples on how social-engineering attacks have 
damaged corporations, and brought to the frontline the notions of cybersecurity and 
its necessity. Not only the corporations are impacted, but also the people affiliated 
with these companies can have their data stolen. These are some of the risks a breach 
in security can have [11]. 

 
4.1 Yahoo Customer Account Compromise (2013) 

Through a semi-privileged worker, 3 billion accounts were compromised, going up 
for sale on the dark web, being probably the biggest security breach ever [11]. 
 
4.2 Sony Pictures Hack (2014) 

Due to a movie release satirizing North Korea, allegedly, north Korean hackers aimed 
to hurt the movie publisher, released several other pictures and a considerable amount 
of employee data online, making Sony suffer substantial financial losses [11]. 
 
4.3 Department of Labor Watering Hole Attack (2013) 

A server of the Department of Labor was hacked, through a remote access Trojan 
named Poison Ivy. The hackers were never found, and it is hard to know the victims 
unless those victims come forward, because watering holes are websites or resources 
that look official but are traps set up by the attackers [11]. 
 
4.4 Ubiquiti Networks Scam (2005) 

Attacker impersonated employees from the companies Hong Kong subsidiary, regard-
ing instructions to changes in payment account details or new vendors to be credited, 
which, unverified, led to the $47 million in damages, recovering only $8 million, 
being the rest lost to the hackers [11]. 
 
4.5 RSA SecurID Phishing Attack 

Attackers sent email with a spoofed address to four employees, purporting to be at a 
job recruitment website, with an Excel attachment. The files were opened, and a zero-
day Flash exploit installed a backdoor access which stole the company’s SecurID’s 
two-factor authentications [11]. 
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5 Prevention 

The methods, motives and channels of attack are endless, and the battle between at-
tackers and defenders is ongoing. “Most people do not realize just how much infor-
mation they reveal about themselves, or the organizations that they work for, in the 
course of their daily discussions” [5]. The importance for cybersecurity is still down-
played, being the costs and complexity high, it is hard to insist on its importance. 
Sometimes, only when someone or a corporation is attacked, that the awareness. 
There are a wide range of tools nowadays to prevent against social engineering at-
tacks, but despite these software applications, the number one factor to consider, is 
the human factor. To be well protected, one must first acknowledge the problem, 
“know thy enemy” and then act on the issue [12]. “The defense must have several 
layers of protection so that even if a hacker were able to penetrate one level, there 
would be other levels at which he/she would be stopped”, and this can be accom-
plished, among other things, by having software, human, and policy resources on the 
task [13]. There are three ways to defend against social engineering attacks, according 
to Douglas Twitchell: Education, training and awareness; Policies; Enforcement 
through auditing. 

 
 

5.1 Education, training and awareness 

It is not enough just to enforce policies and audit, because if the individuals aren’t 
taught why they must follow them, it remains hard to enforce it [14]. All staff must 
understand the necessity of cybersecurity at home and at work, especially when 
BYOD, and most importantly, their responsibility. Any breach can compromise their 
personal info or corporate info. This training should begin starting at employment all 
the way until the end of the employment. This training will make the individual aware 
of the risks, so he will be reluctant to disclose personal or corporate information, and 
be on the lookout and alert in case of social engineering signs like rushing processes, 
name-dropping, intimidation, small mistakes and requesting forbidden information or 
accesses. Another method could be having a website dedicated to security [12]. 

 
5.2 Policies 

 
“The security policy sets the standards and levels of security that can be applied to 
any network, system or environment” [5]. The anti-social-engineering documenta-
tion’s standards cannot be unattainable. Must have a brief and concise list of what 
they should do, and not what they shouldn’t do, so they aren’t turned off by the poli-
cies, and don’t waste too much time reading [12]. Policies must be too reviewed regu-
larly and stay relevant with the times, as security is constant evolving battle between 
attackers and defenders. 
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5.3 Enforcement through auditing 

 
An audit is conducted internally or by a specialized entity, with the purpose of making 
a risk assessment, identifying the people involved, the hardware and software, vulner-
abilities, risks, and plan countermeasures accordingly. “Any audit team has either the 
options to perform a full audit for all cybersecurity domains or by selecting specific 
domains to audit certain areas that need control verification and hardening” [15]. Au-
diting will have considerable impact not only in cybersecurity and data protection 
against hackers, but in increased performance, identifying gaps in the defenses, high-
lighting and addressing weak spots, delivering an in-depth analysis of internal and 
external security practices, adding reputational value to the company and assuring 
employees, clients and vendors [16]. 

6 Countermeasures 

 
6.1 Use secure and complex passwords 

A good password is a password that uses a mix of numbers, capital and lower-case 
letters, symbols and with no repetitive patterns as these can be cracked easily by brute 
force [12]. 
 

6.2 Use Two factor authentication 

Something you have, something you are, and something you know. This is a method 
where various means are applied simultaneously that only the user has, is and knows, 
like a card and a password, or a card and a retina scanner [12]. 
 
6.3 Remove info from public information databases 

The more information someone has on the Internet, the riskier it is. There are ways to 
disclose private information through previously uploaded data through sites like Fa-
cebook or Instagram that depend on their cybersecurity, so the least information you 
have, the safer you’ll be [12]. 

 
6.4 Monitor your data 

Look for identity theft and credit card dubious movements. You need to be vigilant to 
breaches [12]. 

 
6.5 Never reveal passwords 

Due to dumpster diving and shoulder surfing, it is easy to know someone’s password, 
but easier it is if someone knows your password. Don’t tell your password to anyone 
nor dispose of written passwords without destroying them [12]. 
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7 Conclusion 

 
The information gathered in this article was collected to bring awareness to the cyber-
security paradigm. Not only as a study on social-engineering, but on the ways to pre-
vent it, taking into consideration the various attack vectors, motives, phases and types 
of attacks, and acknowledging the results these breaches had in some of the greatest 
corporations in the world in the past. From all the new technologies and advances in 
software and hardware, the most vulnerable component and the one that cannot be 
changed is the human being. In order to “upgrade” the human factor, one must only 
learn and be aware, as it is the first barrier between being at risk and being safe. Only 
then can countermeasures be put into practice to protect from attacks. There are mul-
tiple ways to be attacked, and the inevitability of attacks is certain. Only one breach is 
needed to break a system, but all fronts must be protected. 
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Abstract. In plain twenty-first century, technology has exploded and exponen-

tially grows everyday bringing innovation and commodity to the human being. 

One aspect where technology was revolutionary was in the automotive industry. 

Themes like artificial intelligence supercharged cars with the capabilities that we 

know today. With innovation comes an increase in complexity and thus increases 

the concerns related with cybersecurity. 

In this paper we will talk about the vulnerabilities and the effects that those have 

to the end consumer, also we will discuss some mitigation techniques that can be 

implemented both at manufacturing and software development level. 

We will start by introducing the actual picture of the automotive industry and 

what advancements have been made till now. Here it will be discussed not only 

the actual techniques used and their vulnerabilities but also the reason behind 

such security threats in a world where we have achieved some high security 

standards. 

Then will breakdown vulnerabilities in means of access (physical and remote). It 

will be described and explained the methodology applied to the different parts of 

an autonomous vehicle as well as some techniques and technologies that can help 

mitigate these vulnerabilities and contribute to a better and safer automotive fu-

ture. 

In the end will be presented a cyberattack example to round up the concepts dis-

cussed along the paper. 

Keywords: Cybersecurity, Autonomous driving, Vehicles, Data Security, Com-

munication 

 

1 Introduction 

Automotive industry has been revolutionizing herself lately. With the increasing ad-

vancements in technology, automotive brands started to adopt the benefits and the com-

modity that comes with terms like artificial intelligence consequence of the exponential 

growth when it comes to technological developments. 

 

According to [1] “autonomous driving, connected cars, electric vehicles, and shared 

mobility have dominated the agenda of automotive industry leaders in recent years. 
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These innovations, built on the digitization of in-car systems, the extension of car IT 

systems into the back end, and the propagation of software, turn modern cars into in-

formation clearinghouses.” 

 

The main problem related with the increasing automation and “intelligence” of this type 

of vehicles is that to achieve this type level of complexity there is a growing need in 

adding lines of code. Every year cars get more complex and thus their ECU´s (Engine 

Control Unit) get a bigger number of lines of code. Has we know, every time we add 

code, we are increasing debug time and clearing room for possible vulnerabilities. Has 

stated by [2], “the average modern high-end car software is 100 million lines of code, 

to be compared with Windows 7 (39.5 million in 2009) or a Boeing 787 (13.8 million).” 

 

This statement shows the complexity and the humongous amount of terrain to be cov-

ered by manufacturers and their counterparts. 

 

This paper will focus on the “who” and “how” of those vulnerabilities and what im-

provements can we implement at the different manufacturing levels to achieve safer 

vehicles in the future. 

 

On section 2 we will start by describing and contextualize the current picture in auto-

motive industry. 

 

On section 3 will be discussed sources of vulnerabilities and exploits on modern vehi-

cles and some techniques to mitigate those vulnerabilities. 

 

Then on section 4 we will see the importance of  human behavior in cyberattacks suc-

cess together with some examples that illustrate those same behaviors. 

 

Finally, it will be presented an example of a real cyberattack to understand some of the 

concepts talked about along the paper as well as some recommendations regarding 

those vulnerabilities and exploits. 

2 Current Picture in Automotive Industry 

Today when we are looking for our next car, we look for some key aspects: fuel con-

sumption, comfort, performance, and pleasure to drive. 

 

These aspects are overrated by car manufacturers because these are the ones that sell 

their product. This is not a concern when it comes to the traditional vehicles but when 

we talk about cars with ever growing complexity when it comes to technology and 

automation, this can be considered a security threat. “This measure of quality is under-

pinned by regulatory activities that impose minimum standards for managing cyberse-

curity risks and require OEMs” (Original Equipment Manufacturer)  “to have the ability 

to fix security issues via software updates.” [1] 
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Nowadays the most used methodologies in automotive security practices are security 

management, penetration testing and dynamic security testing (DAST)[3]. 

 

According to a study made by [3], from all the participants that answered the study only 

(61 percent) apply security patch management and (56 percent) made penetration test-

ing to ensure vehicle security. Figure 1 below exposes adoption rates for the various 

security practices used nowadays. 

 

Fig. 1. - Adoption Rate of Cyber Security Practices in the Car Industry [3] 

 

Secure architecture design stays at (15 percent) and code review (29 percent), two major 

steps to ensure a safe and less prone to breaches software. In contrast system debugging 

is quite high when compared with the previous two, sitting at (48 percent). This proves 

that the focus is on making it just work and ready from a consumer perspective, not 

making it work the right way by checking all the outcomes and variable in place. 

 

This allows us to conclude the veracity of the statement made on the second paragraph 

on this section. Although there is plenty of countermeasures and practices that can re-

duce the risk of these vulnerabilities seems that manufacturers lack the ability to under-

stand the need of investing in security. 
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3 Vulnerability Sources and Exploits 

In this section we will breakdown vulnerabilities in current automated vehicles, but first 

let´s look at some factors that can increase the probability of these vulnerabilities being 

exploited: 

• Implementation of software and hardware including apps, services and every form 

of communication offered by the vehicle 

• Backend data and infrastructure which provide OEM firmware and OTA (Over-the-

air) software updates 

• Third party parts manufacturing and designing 

• Driver behavior and knowledge 

These factors will be described and broke down according to means of access in the 

next subsection: 

 

 

Fig. 2.- Smart Vehicles Ecosystem [4] 
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3.1 Physical Access Exploits 

Physical access exploits have been one of the key aspects when it comes to whatever 

type of crime associated with vehicles. Along the years we have seen themes like theft 

and parts manipulation based on vehicle access and with the introduction of autono-

mous vehicles that vulnerability persists. 

3.1.1  CAN (Controller Area Network) bus and ECU´s 

Autonomous vehicles rely on CAN bus to control very important functions such as 

steering, acceleration and braking. This is considered the highest feasibility vulnerabil-

ity at a physical access level since it controls the core aspects of a car. 

 

A possible methodology of attack would be directly accessing the cables of the buses 

and manipulate them [5]. The risk underlying here sets on the nature of the ECU’s and 

some of their purposes. One of the functionalities of this part is the capability of allow-

ing service centers and authorized personnel to access the vehicle for diagnosis or mod-

ifications. Having direct access to the ECU’s would allow hackers to have the same 

capabilities but with other intentions allowing for control over key functions of the ve-

hicle. 

 

Some examples of types of attacks achievable by targeting this unit: 

 

CAN fuzzing attack-This attack bases itself in sending random data to CAN bus in 

[6]. The methodology sets behind listening and sniffing CAN messages over time. 

 

CAN bus frame falsifying attack-This attack inserts incorrect data in CAN messages 

payload in order to falsify information [6]. 

 

CAN bus injection attack- Injecting data into a CAN bus can be used to send messages 

at an abnormal rate. “The purpose of this attack is to change frequency and amount of 

CAN frames.”[6] This attack is achieved by manipulating vehicle´s decisions by over-

flowing the CAN bus with information. 

3.1.2  Onboard Diagnostic ports 

OBD or (Onboard Diagnostic) ports share a similarity with the methodology of attack 

described above. Here instead of physically manipulate the ECU and his counterparts 

the attacker takes advantage of the access to the service ports. By using these ports 

assigned to diagnose the vehicle during service, attackers can “eavesdrop on messages 

over these networks, send malicious messages, communicate with ECUs, and update 

ECU firmware using standard and low-cost off-the-shelf data logging and programming 

equipment.”[7] 

 

Such thing can be achieved by using the vehicles diagnostic port, if the target bus has 

pins that allow access to them, access can be achieved by swapping wires between the 

standard pins and target bus pins [8]. 
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Methodologies to mitigate this type of attacks can be as follow: 

• Parking vehicles in safe places and allow access only to authorized and trustworthy 

personnel [5] 

• Implement software that monitors CAN inbound messages content and rate to detect 

abnormal behavior and control which messages are safe or not [5] 

• “Implementing firewalls, whitelisting, and blacklisting of ECU messages to prevent 

unsafe commands” [5] 

 

3.2 Remote Access Exploits 

Most conventional cars nowadays have infotainment systems which allow to connect 

multiple devices to your car. Autonomous driving and connected vehicles are no dif-

ferent , in fact they are even more advanced in that matter. Unlike most of conventional 

vehicles, autonomous ones start to have OEM channels where telematic information 

and OTA software updates are available through those channels. All this connectivity 

allowance opens space for vulnerabilities at a remote level. 

 

Now we will break down some common scenarios that explore vulnerabilities: 

3.2.1  GPS and Cameras 

This is considered a severe vulnerability when compromised since they are responsible 

for guiding the car. GPS tracks where the car is located at geographic level and camera 

reads the surroundings.  

 

The most common exploitation on the GPS side is jamming. Here the attacker tries to 

falsify the location of the vehicle and provide wrong information to the driver. This 

type of attack is particularly difficult to detect due to environmental constraints. 

 

When it comes to cameras, the methodology of the attack consists in blinding their 

vision. This can be made using high brightness IR LEDS or IR lasers [9]. 

 

This type of attack is on everyone´s reach since it uses components easily found online 

at a low price. 

3.2.2  Onboard Sensors and devices 

Onboard sensors can be incapacitated by an EMP (Electromagnetic Pulse) discharge. 

This type of attack generates an electromagnetic field to damage in-vehicle devices. 

Although this can be dangerous for the driver, not enough power can be generated to 

incapacitate a full vehicle [9].  

 

Another type of attack is creating a ghost vehicle by using a digital radio frequency 

repeater, here the signal is replicated and retransmitted. Since this copy is very con-

vincing the radar will interpretate it as an obstacle [9]. 
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3.2.3  OTA Updates 

Over-the-air updates are another source of vulnerabilities when it comes to remote ac-

cess exploits. “remote OTA ECU firmware updates become increasingly important and 

expected, which increase the chances for malware to infect vehicles from remote 

sites.”[7] The attacker just needs access to the back-end server and from there it requests 

execution of an OTA firmware update for a fleet of vehicles [4]. 

 

After that the process is just like a normal firmware update where the user accepts it 

and then the hacker uploads the modified firmware update which contains a backdoor 

and from that point on he has now access to the vehicles that installed that modified 

firmware [4]. 

3.2.4  Vehicle Infotainment 

In-vehicle infotainment systems present multiple connection resources like Bluetooth, 

Wi-Fi, Zigbee or universal serial bus [9]. 

 

Most of these systems are based on well-known distributions that we use on our com-

puters. This familiarity with operating systems like Linux, Green Hills, Windows CE, 

and QNX, allowing hackers to implement and reuse the knowledge that they already 

have from computers [5]. 

 

Other key aspect is reutilization. Manufacturers want to use software in as much vehi-

cles as they can so that is easier to maintain and reduce costs on development which 

takes the same vulnerabilities to a wider range of vehicles. 

 

Methodologies to mitigate this type of attacks can be as follow: 

• Require authentication for both the user, OTA updates and services that directly in-

fluence important parts of the vehicle so integrity and availability can be maintained 

on core services and functionalities of the vehicle [5]. 

• Run infotainment communications on a different channel from the one that handles 

all the data related with operations and safety management [5]. 

• Encrypt OTA updates and allow to reverse them in case of a severe security breach 

[5]. 

4 Human Behavior and Vehicle Cyberattacks 

Despite all the vulnerabilities and methodologies described in this paper, there is one 

more key intervenient when it comes to cyberattacks in vehicles and their success. 

 

Drivers are one the most vulnerable parts on a vehicle cyberattack simply because is 

very easy for hackers to get access to the car by luring the driver into doing some type 

of action that triggers malware or other type of malicious implementation. 
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This is one of many examples of an ever-growing source of cyberattacks, social engi-

neering. Simple events that at first site seem unharmful like opening a link sent through 

an email or message or opening a suspicious website can lead to malware injection in 

the same way it happens in our laptops, phones, and such. After all current autonomous 

vehicles are real computers where you can do everything that you would normally do 

on a laptop. 

 

All the scenarios talked above are possible because of human behavior and lack of cy-

bersecurity awareness. 

 

Risky cybersecurity behavior is connected to the over-trust of automated technologies. 

“When the driver trusts their car too much, it is more prone to attack.”[10][11] This 

happens because people misunderstand or are not well informed about the limitations 

of an autonomous driving vehicle or simply because they use technology on a daily 

basis and think they know all about it. 

 

4.1  How Behavior Patterns and Skills Affect Vehicle Cyberattacks Sucess 

Numerous studies have been made related with the relationship between human behav-

ior and vehicle cyberattacks. According to those studies “people are prone to behaving 

in a more risky fashion towards cybersecurity if they are more extraverted, addicted to 

the internet, impulsive, and less conscientious.” [10][12] 

 

This fact allies to other human behavior variables such as the capability of assess a 

problem, reacting under pressure and multitasking. The capacity of problem assessment 

varies from people to people, ”23% of people correctly handle less than half of cyber-

security scenarios; only 4% can handle more than 90% of scenarios.” [10][13] 

 

Other aspect is distraction. This one is common to automotive industry in general, nev-

ertheless distraction plays a major role when it comes to abnormal behavior detection. 

Paying attention to other events or multitasking can prevent, for example, the driver 

from reacting to an unexpected turn caused by a remote attack. 

 

Distraction can be paired with capability of reacting under stressing circumstances. An 

unexpected switch in a car behavior can make the driver stress and thus affect his deci-

sion capability leading to disaster. An attack success rate increases when the driver 

realizes he is not in control anymore, here the driver starts behaving irrationally and 

making untaught judgements opening space for unwanted events [10][14]. 

 

What was described in this subsection represents another source of cybersecurity vul-

nerability, one that is more abstract since it depends on the human mind. Nevertheless, 

manufacturers should invest in awareness as a way to mitigate cyberattacks since the 

driver plays such an important role in preventing them as we saw. 
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5 Jeep Cherokee Hack - A cyberattack Example 

Now we are going to discuss an experiment presented in [15]. The objective with this 

discussion is to understand how the vulnerabilities and exploits talked above are ex-

plored in a real situation with a vehicle. Although the vehicles targeted in this study are 

not autonomous, the principle behind it remains the same. 

 

We will start by describing which parts of the vehicle were explored to conduct the 

different types of attack achieved in the experiment. 

• Explore infotainment system WIFI connection 

• Exploring the link between CAN bus and a V850 Controller (cellular network) 

The first type of attack consists of exploring the hotspot WIFI feature present in the 

infotainment system. The problem with this approach for who wanted to hack the ve-

hicle were two factors. 

 

First hotspot Wi-Fi is a paid service which on a long run would be costly for most 

people so it wouldn´t target a big audience, second you would still need to figure out 

the WPA2 password to connect to Wi-Fi which will be discussed next. 

 

Now let´s take a look at the way WPA2 passwords are generated. 

 

The system presents in the vehicles used in this study calculated the password by using 

the time/date which normally is acquired through the v850 controller by cellular net-

work, so it is similar to the way our phones acquire the same time and date. The problem 

is that at boot time the system does not know time/date yet, so it uses a default time 

plus the time Wi-Fi service takes to boot. The combination of these two variables give 

us the password of the device, then you just need to convert it to UNIX epoch time, and 

you have the WPA2 password. 

 

Obviously, the way passwords are generated makes it easy to guess since it results on 

a relatively small number of combinations if we would use a brute force attack. Experts 

estimate that it could take as low as one hour to discover the password through a brute 

force attack. 

 

The focus of the attack relies on a specific TCP (Transmission Control Protocol) active 

port, the one used by D-bus. D-bus is an inter process communication mechanism that 

handles the data share between processes. 

 

This mechanism allows to have access to the services and methods used to control sev-

eral aspects of the infotainment and other features like ac and radio. Normally this D-

bus has authentication implemented so that only authorized credentials can have access 

to those services. Nevertheless, Jeep didn´t have any authentication constraints so you 

could just declare yourself as Anonymous and have access to everything inside it. This 
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added to the fact that D-bus ran as root would allow to execute any commands with 

administrator privileges if a shell could be used. 

 

5.1 D-bus Command Line Injection 

Now that they granted access to all services, they had access to all services, during their 

research they found one service in particular that had a vulnerability, this vulnerability 

allowed the execution of any line of code or instruction that we wanted including chang-

ing volume or ac temperature. From this point on , they had access to the vehicle head 

unit where they could control every aspect except car essentials such has braking and 

steering. 

 

5.2 Connection to CAN bus: The Challenge 

So, until now, access to infotainment system has been totally granted, but the way it 

was designed prevents the infotainment system from connecting directly with the CAN 

bus so that the infotainment system cannot control physical parts of our vehicles such 

has steering. 

 

Nevertheless, experts found that another unit, the v850 controller actually connects di-

rectly with the CAN bus. Although originally this was designed not to allow execution 

of code, just listen to CAN bus. This limitation was overridden has we are going to see 

later on. 

 

Now that they knew the relationship between the v850 module and the CAN bus it was 

time to access this unit trough cellular network because not everybody would pay for 

hotspot WIFI connection, so that methodology was only useful to a minority of cases. 

 

In order to do that experts bought femtocells which they used to connect a phone with 

cellular data from local carrier to the car. This allowed them to list IP addresses on the 

network and also find, not only the local IP address of the car they had, but multiple 

cars connected to the same carrier. 

 

5.3 V850 Firmware Flashing 

So up until moment experts were not still capable to connect to the CAN bus and actu-

ally affect the physical parts of the vehicle. So, the solution was to turn the attention to 

the v850 chip. The v850 chip was the only component accessible externally that had 

contact with the CAN bus. 

 

In order to get over this limitation experts wrote their own version of the v850 controller 

firmware and flashed it. 
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Since once again firmware packages are not signed and flashing them did not require a 

signature either all they had to do was reflash the v850 controller with their firmware. 

 

By flashing modified firmware to the v850 chip they overcame the initial challenge of 

sending messages to the CAN bus. 

 

Now all that was left was to send shell commands to control key functions of the car 

such as steering, proximity sensors and such. 

 

5.4 What can we take from this cyberattack? 

This cyberattack is an example of the lack of investment in security by car manufactur-

ers. 

 

There were some barriers and security concerned design in some aspects till some ex-

tent. Nevertheless, a lot of vulnerabilities were found, and shortcuts were taken. 

 

Some ways of improvement would be increasing the complexity of Wi-Fi WPA2 pass-

words generating algorithm, using a hash function to generate a unique signature to 

validate firmware updates and fix memory corruptions. These are some of the improve-

ments that could be implement in first place. 

 

Is also important to have in mind that to execute this attack physical access and time 

were needed. Firmware flashing involves a USB stick and direct interaction with the 

vehicle infotainment making this attack more difficult. Still, this vulnerability was pre-

sent in approximately 1.4 million vehicles. 

 

This proves the importance of manufacturers investing in safer methodologies and im-

plementations as cars automation and complexity grows. The cult of a laid-back ap-

proach from manufacturer side resulted in many other studies and cyberattacks that 

happened exactly by the same reasons. 

 

Luckily, most of this cyberattacks are not harm targeted and so we can learn more about 

how they happen and how to mitigate them. 

6 Conclusion 

Along this paper we presented numerous vulnerability and exploitation sources. These 

vulnerabilities and exploitations are the result of administrative decisions, priority hi-

erarchy, software development lifecycle nature and security awareness between car 

manufacturers and their counterparts. 
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Nowadays security has evolved, and some manufacturers already see it has a threat and  

a feature worth investing. Nevertheless, there is still plenty to do, mainly when it comes 

to awareness and build the importance of security in people´s mind. Only that way we 

will end with laid back approaches both at manufacturing level and software develop-

ment wise allowing vehicle industry and technology to grow together. 

 

With the increase of customer awareness, new methodologies of mitigation and studies 

are in the works, futureproofing the viability of the ever-growing technology influence 

in vehicles. 

 

This is a great opportunity to revisit and forward develop this subject evaluating which 

new threats evolved and how those are being threated, compare it with the current sit-

uation and even develop a case study based on those aspects. 
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Abstract. In a world where technology has taken over most aspects of our daily 

lives, the financial sector is not an exception. In the same way that our infor-

mation and data can be stolen, intercepted or even tampered with, the financial 

sector is subject to a much higher cybersecurity risk than any other sector. From 

banks to the stock market, even insurance companies, no one in this sector is 

immune to attacks in the technological department. On this paper, we will be 

focusing on the cybersecurity threats to the financial sector worldwide, and then 

we will focus on the case of Portugal. We will also discuss the risks, vulnerabil-

ities and the means to prevent attacks and intrusions to promote cybersecurity. 

Keywords: Technology, Financial sector, Cybersecurity risk, Stock market, 

cybersecurity. 

1 Introduction 

With the invention of the computer and the exponential technological advances 

that followed it, most industries and services were able to implement such advance-

ments, that provided them with certain advantages such as the automatization of cer-

tain tasks and serving as an aid in others. These advancements proved themselves 

incredibly useful. 

They were followed by another invention that would change the way we go about 

our daily lives, a way to connect all our computers and many of our devices, the in-

ternet. With an impact reminiscent of the industrial revolution, these new discoveries 

launched us into the cyber era and changed business and life altogether. 

One of the biggest profiteers of these technological advancements was the financial 

sector in general. From banks, ATM’s (Automated Teller Machine) and even the 

stock market all relies on cutting edge technology. [1] [2] 

With these new opportunities, came new means of to carry out criminal activities, 

relying on the communication between these systems. Either for espionage in order to 

gain advantage over the competition or even theft, given that these systems handle 

monetary transactions, with the digitalization of the financial sector, a door was 

opened for those with knowledge and criminal intentions, making these new ad-

vancements as damaging as they are rewarding. [3] 
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2 Cybersecurity threats to the financial sector 

2.1 Definition of the financial sector 

The financial sector is a section of the economy made up of firms and institutions 

that provide financial services to commercial and retail customers. This sector com-

prises a broad range of industries including banks, investment companies, insurance 

companies, and real estate firms. [4] 

2.2 Cybersecurity threats that target the financial sector 

Being one of the biggest sources of income in multiple countries, the financial and 

the insurance industry are also one of the most desirable targets for hackers and cyber 

criminals [5]. For this reason, this sector is subject to several threats, such as: 

• Malwares: short for malicious software, a malware consists of a harmful 

computer program that aims to get access to privileged information. A 

malware is essentially a program design to cause harm to a system and 

can do so in several ways [6]. In this case, it is common the use of infor-

mation stealing malwares, such as key loggers able to steal passwords [5]. 

• Phishing: phishing consists of a fraudulent message, in form of a text 

message or an email, that tries to trick the receivers into believing that 

they are going to win something or that they have debts to pay, and will 

try to convince them to download an attachment or click on a link. What 

makes these attacks particularly effective is the fact that the attacker dis-

guises himself as someone who the victim trusts or might even do busi-

ness with. It is one of the oldest forms of cyber-attack [7]. This results in 

the disclosing of financial and personal information, identity theft, identity 

fraud and theft of personal information [5]. 

• Theft or loss of proprietary or confidential information or hardware: 

A data breach, harmful to the company who suffered it both financially 

and in terms of reputation, that can be divided into two categories, physi-

cal breaches, when using, for example, stolen data storage devices, and 

non-physical breaches, such as network intrusions [5]. 

• Insider abuse of access: This happens when someone who has authorized 

access, use their knowledge of the business’s vulnerabilities to carry out 

illicit or malign activities, such as theft, eavesdropping, modification of 

information or even for their personal advantage by selling the infor-

mation to the competition or using it for their personal advantage [5]. 

• Denial-of-service: The denial-of-service consists of an attack directly up-

on the computer or system that one aims to render useless. These attacks 

are made by flooding a system with requests, making it so that normal 

traffic cannot be processed, thus denying services to its users. These can 

be divided into two categories, buffer overflow attacks, which is when an 

overflow consumes all the hard disk space, memory, or even CPU time, 
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and flood attacks, when a designated server is flooded with packets, thus 

saturating the server, and rendering it useless [8]. 

2.3 Measures to prevent cyberattacks 

Within the financial sector and when it comes to cybersecurity threats, attacks 

share one of two natures, being either internal or external.  

The internal attacks are known to be more dangerous and damaging, and according 

to the 2014 U.S. State of Cybercrime Survey [10], 37% of organizations have suffered 

an insider attack and 32% go as far to say that these attacks were more damaging than 

the outsider attacks. In 82% of the cases, sensitive or private information was released 

to the public unintentionally and in 72% of the incidents, confidential data was stolen. 

In 71% and 63% of these incidents, respectively, customer and employee records 

were compromised or stolen.  

These numbers, while worrying, are only referring to the known cases of insider at-

tacks, since most of these transgressions usually go unnoticed. They are mostly han-

dled internally and very rarely they involve legal actions, mostly due to the lack of 

evidence usually attributed to these cybercrimes and the difficulty to prove malicious 

intent. [9] 

These attacks happen mostly due to lack of awareness and the negligence of basic 

security measures such as password sharing practices, unlocked devices, unsecure 

Wi-Fi networks and weak passwords. 

Some of the best ways to prevent insider attacks are: 

• Educating employees – By showing employees the importance of cyber-

security and the correct practices, resources and measures for safe net-

working. 

• Encrypting data – Making our data unreadable and useless to those who 

access it without permission. 

• Implementing proper password managing practices - Enable two-

factor-verification and use complex passwords to add a second layer of 

security and reconfirm a user’s identity every time they log in. Change 

passwords every six months and make sure they contain upper and lower-

case letters, numbers and symbols. 

• Installing antivirus software – Antivirus scan the whole system in 

search of malicious files or even virus and in most cases can even handle 

spyware and malware. 

• Updating all devices – Outdated devices are usually more vulnerable to 

all types of unauthorized accesses. [11] 

Outsider attacks however are when individuals or group tries to steal protected data 

or more, by infiltrating the system or organization in question. They can be individual 

hackers, organized crime groups or even government entities. The attack itself can 

also be divided into active or passive. An active attack generates packets or partici-

pates in the network while a passive attack is eavesdropping the network or tracking 

users. The motive behind these attacks can be Cyber Espionage, Cyber Warfare, and 

Hacktivism. [12] 
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The following measures may reduce the risk of suffering an outsider attack: 

• Using multi-factor authentication – This system makes it so that more 

than one factor is required to access our data. If the only mean of protec-

tion we have is a password, it can easily be compromised through phish-

ing attacks for example. If the system is protected with more than just a 

password, but also a card, or an email verification it becomes harder to 

access it without authorization. 

• Responsibilities of third-party security – if it is crucial that third parties 

must access our systems, such as vendors or other companies, it must be 

done in a safe way. In this case, it is necessary to monitor the networks, 

creating tight security controls and to identify potential cyber threats. 

• Educating employees – this measure is important for both outside and in-

side threats. Employees may be victims of scams, phishing attacks or 

many other schemes, that may be avoided if they are prepared to face such 

issues. This can be done through seminars, or even annual training ses-

sions. 

• Creating data backups – creating data backups is essential to assure that 

the business in question maintains its productivity, even in the wort case 

scenarios. this prevents us from losing our data and even helps with some 

ransomware cases. 

• Keeping the systems updated – Outdated systems are usually easier to 

access. For this reason, keeping the systems updated, even if there is some 

financial cost attached to it, is crucial to the security of the business. Up-

dates patch vulnerabilities that previous versions might have had and pro-

tect against potential security threats. 

• Installing antivirus and firewalls – Possibly the most important step in 

what comes to protection from outside attacks, is to install antivirus soft-

ware in every system that accesses the private network of a business and 

regularly update it. And for further protection a firewall should also be in-

stalled, in order to prevent threats from the outside. [13]  

3 The cyber risk to the financial sector in Portugal 

3.1 Financial institutions in Portugal  

According to a study by Banco de Portugal [14], in 2018, financial institutions 

were the victims of 25,7% of all malicious cyberattacks, in the first three months of 

2019, the number of credit card thefts increased by 212%. There was an increase of 

129% of client’s credentials being compromised and there was an increase of 102% of 

malicious apps, including bank related apps for mobile devices. 

In a country where the financial sector grows daily, cybercrime is still one of the 

most damaging factors to the economy, almost as much as geopolitical uncertainties 

and NPL’s (Non-Performing Loan).  
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Figure 1 – The growth of cybersecurity risk as a concern to the global economy. 

[15] 

 

Cybersecurity incidents may be responsible for the following impacts: 

• Financial risk – Cybercrime results in major monetary losses, it may in-

volve judicial costs, expropriation of funds, the costs associated with the 

safety of the damaged systems and taxes or sanctions for non-

compliances of contractual obligations. 

• Reputational risk – Companies and service providers will lose the trust 

of their clients for the mediatic exposure associated with security issues. 

The non-compliance of security measures may lead to sanctions and even 

further defamation of the business in question. Critical data may also be 

exposed to the public. 

• Operational risk –  The company may be unable to provide essential 

services to the public. Inability to integrate systems and networks in out-

sourcing.  

• Legal risk – Non-compliance of deadlines, inability to comply with legal 

and contractual obligations. Inability to obey the AML/CTF (Anti-Money 

Laundering, Counter-Terrorism Financing) legislation. Loss of data integ-

rity and confidentiality. Possible occurrence of disputes. 
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These risks all lead to monetary lost and to the disruption of services, and all may 

lead to financial instability. 

Due to growing threat of cybercrime, Portugal has qualified authorities that assist 

those who have been victims of these crimes. The CNCS (Centro Nacional de Ciber 

Segurança), is the national centre of cybersecurity, and is the entity to whom all types 

of cybercrime must be reported by law. And the UNC3T (Unidade Nacional de Com-

bate ao Cibercrime e à Criminalidade Tecnológica), the operational unit that helps 

prevent and overall fight cybercrime. This unit handles prevention, detection and 

investigation of cybercrime. 

Banco de Portugal divides authority approach in three fundamental pillars: 

• Regulation  

• Supervision 

• Cooperation 

3.2 Report obligations 

If a financial institution was to fall victim of a cybercrime, the incident must be re-

ported to legal authorities. Once it occurs, we must evaluate first if its impact was 

relevant. In order to evaluate it, we must answer questions such as: 

• How many users did it affect? 

• Was it damaging economically? 

• Was it damaging towards the business’ reputation? 

• Did it activate the crisis management mechanisms? 

• Was it attributed internal relevance? 

• Were there any legal or regular non-compliances? 

• Is it a systemic risk? 

By answering these questions, we can determine if an attack was relevant or not. If 

the attack was considered relevant, it should be reported to the CNCS in three phases: 

• Initial (< 2 hours) – A brief notification and description of the attack.  

• Intermediate (< 10 days) – Details and relevant actualizations. 

• Final (> 30 days) – Causes and corrective measures applied. 

If the attack wasn’t relevant however, then, the CNCS does not need to be in-

formed of the transgression or should be notified voluntarily. [14] 

 

4 Denial of Service (DoS) 

A denial of service attack is a type of cyber-attack where a malicious individual or 

group tries to render a computer or any other system unavailable and therefore, use-

less to its intended users by interrupting the device’s normal functioning. They usual-

ly function by flooding or overwhelming the targeted system with requests until nor-

mal traffic can no longer be processed, resulting in denial of service to the users. In a 

DoS attack only one computer is used to start the attack. These attacks usually target 

the infrastructure layer; however, they may also target the application layer. 
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Another attack of the same nature as DoS is the DDoS which stands for distributed 

denial of service. It consists of a DoS attack that comes from multiple sources. 

DoS attacks are usually divided into two categories: 

• Buffer overflow attacks – It is an attack in which a memory causes the 

system to consume all available hard disk space, memory or CPU time. 

This attack usually results in system crashes, sluggish behaviour and other 

inconveniences that ultimately lead to denial of service. 

• Flood attacks – These attacks work by saturating a targeted server with 

an overwhelming number of packets, saturating server capacities, and 

causing denial of service. For these attacks to work, the attacker must 

have a wider bandwidth than the victim. 

Some of the biggest DoS attacks so far have been: 

• Smurf attacks – Attacks where an individual utilizes the broadcast ad-

dress of a vulnerable network by sending spoofed packets resulting in the 

flooding of the targeted IP address. 

• Ping flood – A simple form of DoS is based on flooding the target with 

ICMP (ping) packets. By feeding the target more pings than it is able to 

respond, we may cause denial of service. This attack can be qualified as a 

DDoS. 

• Ping of death – Often confused with ping flood, the ping of death con-

sists in sending the targeted system a malformed packet, that results in 

harmful behaviour, such as system crashes. [16] 

4.1 Real cases of DoS in the financial sector 

On September and October 2012, a group by the name “Izz ad-Din al-Qassam 

Cyber Fighters” attacked several financial institutions. On December that same year, 

the group attacked six banks in three days, by causing severe slowdowns and blocking 

access to the banks. Luckily, the previous attacks encouraged banks to prepare them-

selves for future attacks, thus making the attacks less impactful than they might have 

been. [17] 

More recently, a series of Hungarian banks and telecommunication companies 

were also attacked by powerful DDoS attacks, launched from servers in Russia, China 

and Vietnam. [18] 

4.2 How to prevent DoS attacks 

In order to reduce the risk of suffering a DoS attack, the following measures should 

be implemented: 

1. Reducing the area of the attack surface – By minimizing the surface 

that can be attacked, we limit the attackers’ options and allows us to focus 

our protection in one place. We do this by making sure that our devices 

don’t communicate with doors, protocols or apps that are not supposed to 

communicate with it. 
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2.  Planning – The two main aspects that should be planned are bandwidth 

and server capacity. In terms of bandwidth, we must make sure that the 

provider offers a broad connectivity that can handle great volumes of traf-

fic. In what comes to the server capacity, since DoS attacks are meant to 

consume resources, it is important that we can control our resources when 

needed. We do this by running larger computing resources or those that 

have features like more extensive network interfaces or enhanced net-

works that support larger volumes. 

3. Knowing the difference between normal and abnormal traffic – 

Whenever an excessively large amount of traffic is detected, the host must 

process it without affecting the system’s availability. Advanced protection 

techniques are able to accept only the legitimate traffic by analysing indi-

vidual packages. 

4. Implementing firewalls – Firewalls can protect us from all sorts of at-

tacks, namely SQL injection or request forgery between sites, which at-

tempt to exploit a vulnerability in the application itself. Firewalls can fil-

ter packages by country, by size or even IP, which makes us able to 

choose the traffic that we will receive. 

5 Conclusion 

Without any doubt, the market and industries will continue to grow with the aid of 

networking and technology in general. The exponential evolution we’ve gone through 

over the last decades brought over numerous advantages but on the other side, it also 

cursed us with other ways to damage, steal or harm us.  

The financial sector is no exception, as it is the sector that is the most subject to all 

cybersecurity threats, whether they come in the form of unauthorized accesses, phish-

ing scams or even the much-dreaded DoS attacks. 

While writing this paper I gained a more serious notion that cyber security is not 

just something that is advised, it is essential in order to safely benefit from all types of 

networking, namely when handling monetary transactions or large monetary amounts. 
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Abstract: Smartphones have become a standard in modern times, almost every-
one has one, and some even require one to do their work. These devices have 
much personal information on them. They can have anything from our text mes-
sages, call records, bank logins, and any other accounts that we use, be it from a 
social network or otherwise. In recent years, as technology evolved, we started 
noticing a rise in privacy concerns and security features. As a result, mobile ap-
plication forensics has become increasingly complex, and the trend shows no 
slowing down in sight. The implementation of encryption on storage or commu-
nications, more strict permission systems, and protected system partitions makes 
the forensic process more complicated and time-consuming. Forensics is a vital 
part of law enforcement work because, many times, it is necessary to analyze the 
device of a suspected criminal as part of the investigation. The purpose of this 
paper is to evaluate how mobile application forensics has evolved and what com-
plexities can arise from the process. Firstly, we will review the steps of examining 
a device, what methods the analysts use, and each one’s advantages and disad-
vantages. Finally, we will evaluate how this process has changed, what compli-
cations have emerged from security measures implemented by device manufac-
tures or users, and what strategies were created by analysts to overcome these 
problems. 

Keywords: Smartphones, Mobile Applications, Forensic Analysis, Technical 
Complexities, Forensic Techniques Evolution. 

1 Introduction 

Mobile forensics, a digital forensics branch, is defined as the science of recovering dig-
ital evidence from mobile phones under forensically sound conditions using accepted 
methods [1]. 
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Table 1. Number Of Smartphone & Mobile Phone Users Worldwide (Billions) [2] 

Year Number of smartphones Number of mobile phones 

2019 3.2 4.7 

2018 2.9 4.6 

2017 2.7 4.4 

2016 2.5 4.3 

As we can see in the table above (Table 1), there are many phones globally, but we also 
use them for everything. They became our preferred way of digital communication [3]. 
We make calls, send text messages or instant messages, take pictures, record video or 
audio, read email, browse the news, login into our bank, the list goes on forever. When 
dealing with smartphones, besides de data on the device itself, it is almost sure that we 
might leverage some credentials to access further information stored in the cloud, like 
social media or email accounts. Maybe cloud storage was syncing with the device [4]. 

This data can usually be recovered and analyzed to redact a report, summarizing the 
recovered information more comfortable to read and accessible format [1]. The recov-
ered data is crucial for law enforcement, as it can be useful in an ongoing investigation 
or as evidence in a court of law. As with other forensics procedures, specific guidelines 
and conditions must be fulfilled for the data to be considered valid evidence [1],[5]. 

Previously, obtaining the device’s data was easy. The first generations of mobile 
phones had practically no security measures, and permission systems were lax. Nowa-
days, it is a whole different story [6]. Nowadays, device manufactures have imple-
mented file-based encryption [7], sometimes even full disk encryption [8], more restric-
tive permissions [9], complex password requirements, fingerprint readers, and many 
more security and privacy-related features. There is also a plethora of new applications 
for communication with enhanced security features, as opposed to the classic text mes-
sage or phone call [10],[11],[12]. 

 To better understand how mobile forensics works and how it evolved to overcome 
new problems, we will examine the procedures involved in smartphone forensic anal-
ysis. We will talk about the necessary steps, the different methods available, and the 
guidelines to ensure that our data is valid. After we understand how it all works, we 
will review what complications have appeared in recent years, how they affect the fo-
rensics process, and what solutions have analyst came up with to overcome them. 

2 The Forensic Analysis of Smartphones 

2.1 Device Seizure 

There is a crucial moment in smartphone forensics before the device even reaches the 
lab. When the court issues a warrant, law enforcement detains the suspect and immedi-
ately confiscates any electronic devices called a seizure [13]. The devices are physically 
seized and isolated from any radio signal, mainly if found in an on-state during a raid 
[4]. 
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The objective of isolation is to preserve as much evidence as possible from the de-
vice. We accomplish it by blocking network access to prevent network-related anti-
forensics countermeasures implemented by the suspect [1] or any data from being over-
written [14]. There are a variety of isolation methods, but these three are the most pop-
ular ones: 

• Enabling “Airplane Mode” – requires physically interacting with the device. There-
fore, it is not always an option, and we also risk losing data or locking the device 
because of some security measures put in place by the owner [1]. 

• Turning off the device – will block it from connecting to any network, but there is a 
very high chance that it locks the device [1]. 

• Faraday containers – using these is the best option, as we are not required to interact 
with the device. They use a unique material that attenuates, not block, radio signals, 
but they deplete the battery faster [1]. 

These isolation measures are temporary, and now the seized devices must be taken to 
the lab, where there is a permanent isolation solution [14]. We are also required to keep 
the devices charged to prevent a lockdown [14]. 

2.2 The Forensic Analysis Process 

When the devices arrive at the lab, we place them in permanent isolation. It can range 
from a little shielded container to an entire room [14]. The latter is preferred as it allows 
analysts to work freely. 

We will now review the process of smartphone forensic analysis using the Harmo-
nized Mobile Forensic Investigation Process Model [15], comprised of seven layers or 
phases: 

1. Preparation. 
2. Preservation. 
3. Data Acquisition. 
4. Examination. 
5. Analysis. 
6. Reporting. 
7. Presentation. 
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Fig. 1. Harmonized Mobile Forensic Investigation Process Model [15] 

Preparation. This phase refers to creating a clean and isolated forensic environment to 
conduct the investigation. A clean environment is vital to guarantee that our evidence 
is not contaminated with evidence from another investigation, while the isolation is 
crucial to prevent any data loss. We also define what verified forensic techniques we 
will use and how the device will be isolated [1],[15].  

Before we do anything to the device, we must first correctly identify it and catalog 
it. This way, we can avoid any mix-ups and choose which techniques and tools we use 
more efficiently. 

Preservation. This phase refers to the process of preserving the integrity of the device 
and its data [15]. This phase is significant, as any tampering, be it accidentally or inten-
tionally, can compromise the validity of the evidence on the device [1],[14]. 

We calculate the hashes0F

1 of all the files present on the device to later compare with 
those from extracted files, ensuring data integrity. We also take note of all the file 
timestamps for later comparison. 

Data acquisition. This phase refers to acquiring, sometimes called extracting, the de-
vice’s data, and any digital identifiers [15]. This phase is the most crucial in the whole 
process [14], and there are various techniques and tools available to analysts. 

It is also vital to ensure a tool is compatible with the device and has a consistent 
output, and we do this by using it on another device of the same make and model [14]. 
The tool must block the operating system from updating any file timestamps or any 

 
1  Bit string with fixed size calculated using one-way hashing algorithms 
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writing operation. Otherwise, we would compromise data integrity or overwrite some 
crucial information, invalidating the evidence. 

Examination. This phase refers to examining the acquired data to ensure its authentic-
ity and not being tampered with in any way [15]. We compare file hashes and 
timestamps with the previously calculated ones to guarantee that any tampering has 
occurred and that file integrity remains unviolated. 

Analysis. This phase refers to analyzing the examined data from the previous phase. 
We usually use special forensic tools to reconstruct the device’s activities and recover 
who, when, and where these activities happened.  

In modern devices running Android or iOS, this usually means sifting through many 
SQLite databases [14], [15]. These are the preferred method to store application data, 
including system ones like messages, calls, and contacts, which nowadays run on top 
of applications. Even though databases can have many lines, they have the advantage 
of providing access to deleted data sometimes.  

Other file types such as images, videos, and documents may be significant for inves-
tigations and serve as direct evidence in court, but log files more often than not repre-
sent a treasure chest of past activities [4],[16]. These log files can include user authen-
tication events, permission changes, unique identifiers generated by applications, ap-
plication usage telemetry, geolocation information, network activity, deleted file 
names, and many other useful data. The best thing about log files is that everything has 
a timestamp. 

The forensic tools are a huge help in sorting, filtering, and searching through all this 
data, sometimes even alert analysts of any interesting information. 

Reporting. This phase refers to documenting or reporting all investigation steps 
[1],[15]. This phase has two feedback processes: the examination feedback and the 
analysis feedback [15]. 

In the examination feedback, we re-integrate and re-evaluate the information to re-
vise any discrepancies or update the examination process [15]. In the analysis feedback, 
we re-analyze the information outputted from the examination feedback [15]. 

If we find any discrepancy in any of these feedback processes, we must repeat the 
process chain from the point we returned to [15], as shown in the flowchart represented 
in figure 1. 

Presentation. This phase refers to the process of presenting our findings to law en-
forcement. As previously stated, these findings can be used as evidence in a court of 
law or to help in an ongoing investigation [1],[15]. This phase is the final one in a 
forensic investigation. 
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2.3 Data Acquisition Techniques and Tools 

The data acquisition phase is the most critical part of the forensic analysis process [14]. 
We will examine what techniques are available to analysts and what tools they can use 
in each one. 

The first technique is the simplest one, but it is usually only used when there is a 
need to access any stored information immediately. It is called manual acquisition, and 
this technique involves physically interacting with the device like in a standard opera-
tion scenario [17],[18]. 

The second one is called logical acquisition, a technique that involves making a bit-
by-bit copy of the device’s logical stored objects [17]. This technique is also the most 
used when performing forensic investigations, but it has some limitations [18]. Unfor-
tunately, we cannot access deleted data, bypass security locks, or recover any infor-
mation from damaged devices [18]. As for the tools available to conduct a logical ac-
quisition, there are many options, but we will give only a few examples, as other prod-
ucts in the market do the same thing: 

• ADB1F

2 – This tool can be used with the Android operating system and only if we can 
enable USB debugging on the device. Another problem is that we have limited ac-
cess to the device’s data, like not accessing applications that use restful encryption, 
meaning that the application stored data is encrypted [17]. 

• Backup analysis tools – There are third party tools out there capable of creating an 
image of the device in an external location that we can later open and analyze [17]. 

• AFLogical – This is a free tool available on GitHub to extract data on content pro-
viders, like SMS/MMS, call logs, contacts, or calendar [17]. 

• Commercial tools – There are many commercial tools by companies like Cellebrite, 
MOBILedit, viaForensic, MSAB, and many more [17]. Because these tools follow 
the same principles as the free ones, they suffer from the same caveats. The ad-
vantage of these tools is that they automate most of the process, are updated more 
frequently, and present the retrieved information in a much more organized manner. 

The third technique at the disposal of analysts is the physical acquisition, and with it, 
we can make a bit-by-bit copy of the whole device, including system partitions [15]. 
With this technique, we can bypass security locks, recover from damaged devices, or 
even access deleted data since the operating system does not erase it but instead marks 
it as available space for overwriting [17]. As with the previous technique, this one pre-
sents a limitation, and that is the requirement to have admin or root privileges on the 
device [17]. For this technique, analysts can use hardware-based methods or software-
based methods, in contrast to the previous technique where only software-based meth-
ods are available [17]. The methods and tools we can use for physical acquisition are: 

• JTAG – This is a hardware method that relies on specifications for PCB2F

3 testing and 
debugging developed by the Joint Test Action Group. With this method, we can 
create images of the device’s chips and retrieve their content [17]. 

 
2  Android Debug Bridge 
3  Printed Circuit Board 
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• Chip-off – This is a hardware method that involves removing NAND3F

4 chips and 
resoldering them into another device, but this method can easily damage the chip’s 
connectors [17]. This method is useful when extracting data of a damaged device or 
to bypass security locks [18]. 

• Software acquisition – There are multiple applications on the market to make a phys-
ical acquisition through software, both free and paid. However, we must root and 
enable USB debugging on Android devices or jailbreak iOS devices [17]. We can 
achieve this using exploits develop by security researchers, the same exploits people 
use for device customization or to run homebrew4F

5, and involves typically unlocking 
the bootloader and flashing a custom recovery or some other form of firmware ex-
ploiting [19]. The main difference between free and commercial products is that the 
paid solutions vendors often automate getting those admin privileges and displaying 
the retrieved information in a more organized manner. 

3 Complications and Evolutions of the Smartphone 
Forensic Process 

We will now talk about problems analysts face and solutions they come up with for 
those problems, some of which we have already mentioned in this paper. We will also 
be able to see the evolution of this process. Nowadays, both consumers and companies 
are more concerned with their privacy and security, so device manufacturers start in-
corporating more security measures [6]. It is important to note that these measures were 
implemented with security in mind, not to hinder forensic analysis purposely. The ex-
ploits used by forensic analysts are also available to hackers or any other threat actor 
for that matter. 

The first complication worthy of mention is the implementation of security locks, as 
they effectively block the amount of data acquisition in most cases [17]. To overcome 
this problem, forensic analysts started exploiting privilege escalation vulnerabilities to 
perform physical acquisitions, thereby making a full copy of the device’s memory and, 
consequently, bypassing the security lock [18]. 

 In response to the bypasses mentioned above, some developers started making their 
security locks and encrypting the applications’ stored data. However, as seen in recent 
news regarding Signal, forensic software vendors can sometimes bypass the encryption 
[20]. If this is possible, it can be because of poor coding of the encryption algorithm or 
improper storage of encryption keys, leading to possible brute-force attacks or key ex-
traction. 

To prevent privilege escalation by modifying the device’s firmware, manufacturers 
started 006Cocking down partitions and making the user environment less permissive. 
One security measure was to lock the bootloader5F

6, preventing the overwriting of system 

 
4  Nonvolatile flash memory 
5  Software produced by hobbyists and amateur developers targeting proprietary hardware plat-

forms 
6  Bootloader is a piece of code that runs before any operating system is running 
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partitions [21]. We must exploit the bootloader somehow to be unlocked [19], as the 
normal unlock procedure, even with an unlock code provided by the manufacturer, usu-
ally erases the device. After the bootloader is unlocked, it is required to flash a custom 
recovery, only after we can proceed with the physical acquisition [17]. Furthermore, it 
is worth mentioning that recently it was disclosed an iOS vulnerability at the hardware 
level, the now-famous checkm8 exploit [22]. A vulnerability of this severity means that 
any device with this specific hardware configuration and chip firmware can be ex-
ploited and is impossible to patch. 

Following the same line of thought of application developers, device manufactures 
started implementing full disk encryption [8] or file-based encryption [7]. The use of 
encryption complicates things, even when using a physical acquisition technique, re-
quiring further brute-forcing of the encryption keys. 

As described in the section about device seizure, we can prevent security locks and 
device encryption if we seize them in an on-state [1]. By capturing a device while the 
user is using it, w can prevent it from being locked, and because it is operating normally, 
the data is currently unencrypted. Now that the device is in the authorities’ hands, it is 
essential to keep it isolated from any network [1], and the battery charged [14]. 

The last complication we will talk about is anti-forensic countermeasures. To pre-
vent any data from being overwritten or remotely erased, it is crucial to implement 
isolation measures on the seized devices [1] and to ensure that the battery never dies 
[14], basically the same solution described in the paragraph above and in the device 
seizure section. 

4 Conclusion 

In conclusion, we can see that smartphone forensics is a robust and well-defined pro-
cess, but as with everything in science, still lacking some improvement and optimiza-
tion. We learned how we conduct this process and how it has evolved, clearly seeing 
how increasingly complex it became for analysts. We also learned what complications 
we can encounter when performing a forensic investigation and what strategies analysts 
have created to overcome them, even though some problems still have no answer. 

In summation, as with everything in the field of cybersecurity, smartphone forensics 
is a never-ending cat and mouse game. When someone discovers a new exploit, the 
manufacturer quickly comes up with a solution to prevent that exploit. It is up to the 
perfect coordination between law enforcement and forensic analysts to create new strat-
egies and tools to solve these problems and keep the cyber world safe while not under-
mining everyday users’ privacy. 
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Abstract. Cybersecurity is the practice of protecting computers, networks, pro-

grams and electronic information there is against intruders or any type of virus. 

It also consists of recovering and fast action after an attack to avoid additional 

loss of information. In the medical area, all citizens that have healthcare have 

their personal information yielded to the hospital. Many patients don't know 

how they process this data and who can access it and what type of exposure 

they will have with a security breach.  

The study of the information systems in the healthcare has the objective of 

understanding how electronic data of the patients are treated, used and how of-

ten the security of the systems are updated, also if the patients give the permis-

sion to use their information with another goal then what they know. To achieve 

this objective will be analyzed a hospital's computer system, through the re-

search of information about this subject. System failures and possible solutions 

will also be presented. 

Keywords: Cybersecurity, Hospital, Information, Patients, SONHO 

 

1 Introduction  

Nowadays, it is almost impossible to live without some kind of technology, which is 

used daily. As for health services, they have begun to evolve and adopt new technolo-

gies to make their work more practical and efficient, eliminating various problems 

associated with old methods (e.g., paper). However, the ease of access to some type of 

technology and the possibility of connecting with other devices in a network has 

brought several advantages, such as greater ease of obtaining, storing and sharing 

information, but it has also brought disadvantages, such as cybercrime attacks.  
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To protect a network or system it is essential to know the threats and attack tech-

niques used by the attackers, to then implement the measures and tools needed to 

protect these resources. Information security is the protection of the integrity and 

privacy of data in databases and when they are in transit over networks. In order to 

use digital media in the best way and in security, it is necessary to develop and ensure 

their security. Digital security can be summarised in three principles [1]: 

- Confidentiality of data, i.e. information is only accessed by those authorised to do 

so. 

- Integrity, data cannot be modified and altered in an unforeseen way and the truth-

fulness of the information is guaranteed. 

- Availability, access to information must be available to those authorised and ac-

cessible whenever requested. 

Due to the little knowledge by health care users about how their personal data are 

treated, this work aims to understand how the information and security of health care 

systems in Portugal are handled. To this end, this work is composed of an analysis of 

security and data protection in health care facilities, as well as the Integrated Hospital 

Information System (Sistema Integrado de Informação Hospitalar - SONHO), which 

is one of the most widely used hospital information systems by the National Health 

System (Sistema Nacional de Saúde - SNS) in Portugal. 

In addition to the present introduction section 1, the work will have 6 further sec-

tions, divided as follows: 

Section 2 - discusses the concept of "Cybersecurity" and its relationship with the 

health institutions, reflecting on cybercrime and the ways it is celebrated in these 

institutions. 

Section 3 - focuses on information systems and their security, emphasizing the im-

portance of authentication, access control, standards and auditing and patient consent. 

Section 4 - presents the SONHO and SONHO V2 system, its features and func-

tionalities. 

Section 5 - then identifies problems related to the SONHO system, as well as pro-

posals for its improvement. 

Section 6 - is composed of the conclusions and reflections obtained after the work 

was carried out. 

Section 7 - presents all the references used and consulted for the present work. 

 

 

2 Cybersecurity 

Cybersecurity is concerned with protecting computer networks and the information 

they contain from accidental or malicious penetration and disruption. There is a grow-

ing concern that health information security is not sufficient, and this has already 

resulted in the lack of confidentiality of medical information and data integrity [2]. 

The Academy of Shared Services of the Ministry of Health (Serviços Partilhados do 

Ministério de Saúde - SPMS) with the help of the Coimbra Hospital and University 
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Centre (Centro hospitalar e Universitário de Coimbra - CHUC) initiated a protocol for 

the creation of the Centre for Development and Training in Cyber-security in Health. 

This is intended as an important basis for research on the safety of clinical devices, 

both in software and hardware. It is expected to contribute to the dissemination of all 

cybersecurity trials with the NHS, cybersecurity best practices, promote knowledge 

and training of health professionals on cybersecurity and innovation and development 

of cybersecurity in relation to risks to health systems. Thus, SPMS and the CHUC 

will establish a cooperation network, with the aim of improving the qualification of 

health professionals integrated in the NHS and increasing the competitiveness of the 

services provided [3].  

2.1 CyberCrime 

Cybercrime attacks range from identity data theft to more serious threats to health 

infrastructure and even patient security, so these attacks do much more than steal data, 

even hindering the daily operations of hospitals [4].  Cybercrime against health issues 

has manifested itself in four specific threats: data loss, theft of money, attacks on 

medical devices and attacks on health infrastructure. Many of these criminals are 

motivated by financial issues, hacking, obtaining intellectual property or consumer 

information to damage the institution's reputation [5]. So the best way to protect our-

selves from cyber-attacks is to invest and work on the security services of healthcare 

institutions with robust security architectures. 

Cyber-attacks, in the hospital context, can occur from several vectors [6]: 1) Inter-

net access, if there is an Internet connection; 2) wireless network, if active wireless 

medical devices are used; 3) internal threat; 4) direct access attack, through physical 

access to a medical device; 5) removable slides such as USB, CD, PEN; 6) E-mail 

(e.g., phishing, Trojans); 7) other networks, access to medical slides through connec-

tion to corporate network; 8) installation or improper use, as deliberate or inadvertent 

activity. 

 

3 Information System 

After defining the requirements and what the institution's system should do, a number 

of security steps need to be taken to ensure a smooth functioning and prevent threats 

in the future. 

3.1 Authentication 

Authentication serves to identify the user and restrict access to his/her information by 

unauthorised persons. It is the first step in accessing the system. Authentication is 

essential to promote and strengthen the security of information systems. It refers to 

the successful identification, by some means and in some system, of a user and certi-

fying this same identification, i.e. the system, in a controlled way, proves that the user 
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is who he says he is [7,8]. In most cases, the identity is proven by a cryptographic 

entity using a user password, which should only be known by the user. For this pur-

pose, the security of a hospital information system is mainly based on cryptography 

and its authentication [9]. Thus, the computational complexity of using cryptography 

is used to ensure the security of all stored information is very large [9]. 

3.2 Access control 

Another process to prevent unauthorised third-party access is to establish an access 

control policy. It consists of a logical entity that identifies the user who is trying to 

access a certain resource in the system and whether or not to allow access based on its 

attributes in the system. This point is central to health care information systems in 

order to prevent access to privileged and private information for users. 

3.3 Standards and Auditing 

An audit consists of a thorough analysis of the functioning of a company or organi-

sation, assessing performance and identifying possible shortcomings that compromise 

its operation. In information systems, the audit goes beyond the computer function, 

focusing on all the information systems that belong to the organisation, whether they 

are computerised or not. In this way, the audit focuses on the analysis and evaluation 

of planning processes, developments, tests and system applications, and also exam-

ines the logical, physical, environmental, organisational, data protection and security 

structure [10]. 

ISO 27000 is a code of practice for information security and also provides security 

for human resources [11]. This standard address information security vocabulary and 

is where the ISO 270001 standard is inserted. The ISO 270001 standard is the interna-

tional reference standard for Security and Information management. This standard 

aims to address information security management and has been improved over the 

years. In this way, the adoption of the ISO 27001 standard leads organisations to 

adopt an appropriate model for establishing, implementing, operating, monitoring, 

reviewing and managing an Information Security Management System, with the aim 

of appeasing and adequately managing the organisation's risk. Some organisations 

therefore require their suppliers to hold ISO 27001 certifications, as a guarantee of 

compliance with the principles established by ISO 27001, providing security for their 

customers and partners [12].  

 

3.4 Patient consent 

When a patient enters the hospital, an electronic clinical record is made, which will 

contain their personal data as well as data on their health status. This information can 

be changed and visualised by health care providers such as doctors and nurses. Clini-

cal information systems can, for example, assist in health care delivery, clinical deci-

sion making and assess the quality of care provided. It also helps in health care man-
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agement and planning. It is important to emphasise that patients have power over their 

access data, and thus need to give permission to access, and that they need to give 

their consent to those who are allowed and entitled to access that information. Patients 

can access their data, and health professionals, in order to securely accept patients' 

medical records, must use their professional identification card, and must have the 

patients' consent [7].  

4 SONHO System 

4.1 Concept 

In health care in Portugal, a system was needed to store patient data and manage the 

financial accounting of income during their stay in hospital. To meet this need, a 

software was uniformly adopted in 1994 to manage the administrative data of pa-

tients, this system is called Integrated Hospital Information System (SONHO) [13], 

and the Central Administration of Health System (ACSS) is the institution responsible 

for it [14]. SONHO is the dominant information system in public hospitals in Portu-

gal, as it has been used in a major part of SNS institutions over these years. This sys-

tem is now responsible for the production control, invoicing and management of ad-

ministrative data that includes clinical data such as clinical history, diagnosis and 

benefits. It should be noted that it is possible to export the system information for 

statistical indicators and to share clinical information between hospitals or even with 

health centres, provided they use the same information system [15]. However, in a 

gradual manner, SONHO is being replaced by SONHO V2, this version being more 

up to date according to current needs [16]. Thus, the SONHO V2 is being created as 

an updated and improved form of the SONHO, in order to respond to technical prob-

lems experienced by hospital units and to improve the quality and accessibility of 

users, health care and the improvement of working conditions for health professionals 

[17]. The System is connected to RIS (Rede Informática de Saúde – Health Informat-

ics Network), a private network that interconnects several public health institutions to 

allow the exchange of information and services between them. 

4.2 How it works 

According to Pedro, V. [18], a hospital information system is developed to support 

administrative and clinical management with the aim of improving the equity of care 

provided to the user. SONHO consists of 8 modules: integrator, emergency, outpa-

tient, inpatient, operating theatre, day hospital, archive and billing. This system incor-

porates three main functionalities: 1) Clinical register; 2) International classification 

of the patient; 3) Homogenic Diagnostic Group. At a structural level, its main objec-

tive is to create the minimum infrastructure to encompass new modules/applications 

interconnected with existing ones and also to ensure that the implemented standardi-

sation criteria are naturally taken over by the new applications. On a functional level, 

this system focuses on controlling the flow of hospital patients. All data is collected at 
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hospital care points when the user accesses the entity for any type of medical act (e.g. 

emergency, examination) [14].  

 

Fig. 1. Example physical architecture SONHO + PCE [16] 

The first version of the SONHO revealed some difficulties in its handling, the 

SONHO V2 was created with the aim of combating these limitations and expanding 

its functionalities. The new version of SONHO V2 presents several improvements 

and functionalities compared to the previous version, namely [19]: a) Online help, 

which is a help tool that allows the user to have support in using the system; b)Upload 

/ Download documentation, which makes it unnecessary to archive paper documenta-

tion and allows better administrative management; c) The creation of reminders for 

treatment, which ultimately improves the care process, d) The access to global infor-

mation of each user, and the search for it quickly, e) Management of Moderator Fees, 

which allows access to information on the payment of moderator fees of each user; f) 

Use of the citizen card, which allows the identification of the user more quickly; g) 

Generation of Daily Maps and Statistics, h) Simultaneous scheduling of appoint-

ments, examinations and analysis; i) Consultation of several agendas simultaneously 

(consultations, exams and analyses); j) Visualization of a calendar with the vacancies 

for appointments and appointments made; k) Colour coding to identify the situation of 

the interned user. 

4.3 LIGHT middleware 

Middleware is software that is placed between an operating system and the applica-

tions that run on it. Functioning essentially as a hidden translation layer for infor-

mation, middleware enables communication and data management for distributed 

applications. The SNS uses LIGHT (Local Interoperability Gateway for Healthcare) 

to mediate the exchange of information between SPMS products and external custom-

ers. It is a solution that goes beyond integration: it is an open source interoperability 

platform that addresses the 4 layers - legal, organisational, semantic and technical - 

rewarded and developed for SONHO [20] 
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Fig. 2. LIGHT platform [20] 

5 Proposals for improvement and safety for the SONHO system 

5.1 Problems 

As the SONHO V1 System is old, it encounters several problems: 

• maintenance level as each hospital has its own autonomous system and is checked 

one by one. 

• It uses the same interface from the day of its creation, little oriented to the medical 

activity  

• Poor ability to communicate with other systems which compromises the exchange 

of information with other health establishments using another system. 

• Allows for the creation of WEB shortcuts which may compromise patient data 

The personal data of the patients in the hospital information system are a funda-

mental and most important part, and all this information is stored in its database. As 

the SONHO system is an information system, it is more prone to computer attacks of 

the disclosure type that have the objective of stealing information. Disclosure is the 

unauthorised access to the information contained in the systems, and this can be di-

vided into three types: 1) exposure, where a user or software discloses personal data 

to unauthorised persons; 2) interception, where a device connected to the same net-

work can create a copy of the data when it is sent, or else have access to data transfer 
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traffic and intercept the information (eavesdropping); and finally, 3) intrusion, i.e. 

obtaining the data while ignoring the access protections to the system. 

 

5.2 Possible solutions 

To make the SONHO system more secure an authentication system could be imple-

mented so that only authorized persons can access it. One method would be through a 

username and password with different access to the system depending on the status of 

the user in the healthcare entity. 

Carrying out regular audits, this practice aims to evaluate the performance of the 

system and propose improvements to it, as well as possible security flaws and how to 

avoid them. 

Protect the hardware from any possible intruder, for example by using a dedicated 

server room with current surveillance. 

Verify the usability of the system with questionnaires to health workers using the 

system, with your help it is possible to orient its interface to be more interactive and 

easier to use, making it even more efficient. Despite all the aspects mentioned as posi-

tive in relation to SONHO V2, there are aspects that could be interesting to consider 

in order to further enrich and improve this new hospital information system. SONHO 

V2 has developed a colour coding system that allows access to the situation of hospi-

talized patients, however, in order to make this system more inclusive, it is important 

to develop other identification methods, such as the use of symbols, as there may be 

colour blind users with difficulties in identifying colours. Another aspect to be im-

proved is the impossibility to digitise documents, which would be quite relevant as 

this would not require reference documents to be made available in several services. 

Another improvement would be to integrate the Light middleware into all SNS in-

formation systems, since during the month of January 2017, around 1,932,619 events 

passed through LIGHT, with 97.82% of success cases [20]. 

6 Conclusion 

 The evolution of technologies and their great impact, influence and importance in 

information has become indispensable for many organizations and services provided 

today. However, the ease with which everyone can access the Internet has increased 

the number of hackers trying to obtain private information by illegal means, often for 

money. Since the beginning of the year, more than thirty public bodies have been 

targeted by hackers [21]. As a result, healthcare establishments that have personal 

data on their users in information systems databases may be the target of computer 

attacks from someone trying to obtain this information.  

In order to prevent this loss or theft of information, it is necessary to be vigilant 

and carry out risk analyses periodically in order to keep up with the best solutions and 

improve the security of the systems. In this paper, I have explained how the SONHO, 

an information system used by SNS, is used to help hospitals in their administrative 
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part as well as to make clinical records of patients. Is also made up of a billing part 

that includes the costs of patients during their passage in the clinical establishment. I 

have presented some of its features and flaws, as well as possible improvements to 

make it more efficient and interactive for users, such as the use of symbols in addition 

to colours in the identification of patients in order to facilitate the visualisation of 

these for people with colorblind vision. I have had the opportunity to research and 

learn how healthcare institutions store their patients' information and share it among 

other facilities, for example, the RIS network. This has been a very important work, 

as it allows to know and explore a hospital information system, to identify its possible 

problems and to develop solutions to them, as well as to highlight the importance of 

personal data and the care that should be taken with them. 
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Abstract. Cybersecurity is nowadays required by any company or service, 

anywhere in the world. Every day this sector has a high investment in order to 

improve its technology and the techniques applied to it, in that same context 

several companies pay services and professionals that offer guarantees to 

maintain the security of your business and thus avoid any breach for an attack, 

besides to offer training to various professionals in all areas in order to avoid 

possible threats or vulnerabilities in the daily use of computer equipment, from 

simple e-mails to access to confidential information. 

Similar to the growth of this area, there is a growth in the sector of serious 

games, these with varied purposes, in the case of this paper, we will deal here 

with serious games aimed at developing skills related to cyber security and 

privacy, where they will have a fundamental role in the professional development 

of the user. Currently, serious games are seen and used as tools for the 

development and correction of behaviors that can compromise the security of a 

system and help to correct them. 

This paper aims to investigate how effective the use of serious games can be for 

training from ordinary users as well as even cyber security professionals, thus 

being able to portray the positive points and analyze the changes generated after 

their use. 

 

Keywords: Games, Serious Games, Training, Security, Privacy 

 

1 Introduction 

 

As soon as we talk about cybersecurity the first thing that crosses our minds are the 

different types of viruses, types of attacks, information leaks and other aspects related 

to this, most of them linked to more serious matters. When we talk about games, we 

have a contrast, we associate the term with aspects related to leisure, fun, entertainment, 

all in a more pleasant and fun tone. However, unlike the tone addressed for games in 

general, we also adopt a more serious tone when we talk about the serious games theme, 

a theme that will be addressed in this article. Serious games are games that focus on a 

specific goal and not only on entertainment, these games seek to pass a different 

experience to the user and are mostly intended for purposes such as training, education, 

developing a skill, etc. At the moment there are already several sectors that make use 

of serious games for the purpose of learning, thus, games are used as tools for 
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assimilation of concepts and developments in general. It is common to see some of 

these sectors use serious games as a fundamental part of training, examples of which 

are training of students in the field of medicine that use simulation as a way to apply 

the concepts studied, develop decision skills among other factors. One of the areas that 

also make use of serious games is Cybersecurity, mostly applied with the purpose of 

training professionals, workers, students or even ordinary users. According to [1] “20% 

of the organizations who took part in the survey are using games or simulations as part 

of their learning solutions”. 

Next in the paper we will see the following topics: 

 Serious games and their importance 

 A brief review about cybersecurity 

 The context of serious games within the cybersecurity environment 

 The development of privacy skills through serious games 

 Conclusion 

 

2 Serious games and their importance 

 

We already know that serious games are used as tools to give your player a “serious” 

content, which can aim at a form of training or development, however, this does not 

remove the fact that it is still a game, even with “serious” content being played, the 

game itself can be fun. They are formatted with game elements, there may be scenarios, 

characters and other aspects commonly seen in entertainment games, the difference 

here is the fact that the whole game is developed with a learning purpose, the whole 

focus of what is developed and presented within that game it was done with the same 

purpose towards the player and he must be able to convey his message. According to 

[2] “Playing can be part of the learning process because the subject to be learned is, at 

least in some respects, essentially playful. The use of serious games in the learning 

process therefore illuminates the fundamental nature of the subject being taught ”. 

Games have been used for educational purposes at least since the 20th century, they 

became popular in classrooms in the 60s and 70s, however, the term “serious games” 

only came to be used decades ahead, where the term was applied to electronic games 

that passed some form of learning. These games became subjects of study for some 

years and when they realized the advantages they brought, they started to use games 

with learning purposes in different sectors. 
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Fig. 1. Statistics about serious games (SymVision Education) 

 

3 A brief review about cybersecurity 

 

Given the current scenario where cybercrime is becoming more and more “common” 

and the forms of attack are developed in order to be more effective, the tendency is that 

these attacks do not stop, and with all companies and organizations being their potential 

targets it is necessary there are methods and policies to be adopted that can prevent 

these attacks from existing. 

As a way of responding to these cyberattacks cybersecurity arose, acting as an active 

defense practice that works to avoid possible risks existing in the system and network 

environments, there are several ways to adopt cybersecurity, be it via antivirus 

software, and other tools or via hardware with firewall protections and equipment. 

Cybersecurity practices aim to protect against malicious attacks, avoid possible 

vulnerabilities and so on. It is important to note that, over the years, new forms of 

attacks emerge, so cybersecurity cannot be left behind and must always have its defense 

practices, software and hardware updated in order to try to prevent and prevent these 

attacks. 

With all this, the cybersecurity sector is a “new” sector in the market, however there is 

already a large investment on the part of companies, considering that it is something 

essential today. According to [3] “the industry's overall growth is expected to be 12% 

a year through 2024, going from $ 120 billion a year in 2017 to more than $ 300 billion.” 

And not only software and hardware make up the cybersecurity sector, this is also an 

“educational” sector, to consider what as [4] said “The biggest threat is within 
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organizations”, referring that the company's users can adopt practices that leave the 

system vulnerable. 

In research released by [5] “Investing in employee security training and awareness can 

significantly reduce security-related risks from anywhere between 45 and 70 percent” 

and “there is an 80 percent chance that organizations with $ 200 million in annual 

revenue will have to pay up to $ 2.5 million a year due to insecure employee behavior. 

There is a 20 percent likelihood the costs from inappropriate employee behavior surpass 

$ 8 million “. 

 

3.1 Internet use around the world and cybercrimes 

 

Everywhere in the world you can see the growing trend of using the internet as an 

essential part of everyday life, in addition to computers, today we have Smartphones, 

SmartTVs, tablets, among other devices that make constant use of the internet. 

 

Fig. 2 Statistics about internet [6] 

Together with ordinary users, companies and professionals from all over the globe use 

the internet in the most diverse ways for the purpose of work. 

Going hand in hand with the increasing use of the internet we have cybercrime, where 

as the internet and its technologies advance, cybercrime develops more effective and 

less detectable techniques of invasion, data theft and confidential information, among 

other types of attacks. 

The practice of cybercrime has become so common that according to [7] “about 65% 

of internet users have already been victims of some form of cybercrime.”, When talking 

about cybercrime [8] said “We believe that data is the phenomenon of our time. It is 
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the world’s new natural resource. It is the new basis of competitive advantage, and it is 

transforming every profession and industry. If all of this is true - even inevitable - then 

cybercrime, by definition, is the greatest threat to every profession, every industry, 

every company in the world.” 

With the rise of cybercrime and the growing number of attacks, according to [9] 

“Global Analysis organizations that suffered at least one breach in 2016 lost an average 

of $ 4 million.” 

As an example of consequences generated, we can see a famous case of a cybercrime 

that was reported by [10] “For a period of two years, ending in early 2015, a group of 

Russian-based hackers managed to gain access to secure information from more than 

100 institutions around the world. The cyber criminals used malware to infiltrate banks' 

computer systems and gather personal data. They were then able to impersonate online 

bank staff to authorize fraudulent transfers, and even order ATM machines to dispense 

cash without a bank card. It was estimated that around £ 650 million was stolen from 

the financial institutions in total. 

 

4 The context of serious games within the cybersecurity 

environment 

 

Given the cybersecurity contexts, we know that this is also a training sector, with the 

aim of passing user policies on use, avoiding vulnerabilities, forms of defense, all to 

minimize the chances of a possible attack and to know how to protect themselves, and 

it is the from that we make use of the Serious Games. 

Serious games when applied in the context of cybersecurity are used as training tools, 

thus having a more interactive form of learning than other more “conventional” 

training, these games aim to transmit a message of awareness about cybersecurity and 

thus pass on knowledge about the subject for these people, one of the examples of 

games that make use of this training mechanics involving cybersecurity is the 

“CyberCIEGE” of [11]. 

According to [12] “Development of CyberCIEGE was sponsored by the US Navy, the 

Naval Education and Training Command, the Office of Naval Research, the Biometrics 

Task Force, the Office of the Secretary of Defense, and the National Science 

Foundation.” And about the game “CyberCIEGE enhances information assurance and 

cyber security education and training through the use of computer gaming techniques 

such as those employed in SimCity ™. In the CyberCIEGE virtual world, users spend 

virtual money to operate and defend their networks, and can watch the consequences 

of their choices, while under attack.” 
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At the moment there are games that cover different groups of users, as both 

professionals and home users need to have knowledge about cybersecurity, an example 

of a game that can be given to both groups is the “Anti-Phishing Phil” developed by 

[13] and that according to [14] “Anti-Phishing Phil is an engaging online game that 

teaches you how to identify phishing URLs, where to look for cues in web browsers, 

and how to use search engines to find legitimate sites. Play for 10 minutes and learn the 

basics of how to spot phishing attacks. Anti-Phishing Phil is hosted by Wombat 

Security, and requires you to login with your CMU credentials.” 

There are currently several studies that portray how efficient it is to use game elements 

in the learning context, regardless of the age group in which the user is found, the 

benefits are clearly seen, thus providing positive effects and results mostly, both for the 

user, whether a home user or a professional, both for the company that will have an 

environment with safer use of its employees. You can see in the Table 1 some examples 

of case studies of some games and the results they generate. 

Table 1 – Papers about CyberSecurity Training Games [15] 

Paper Game Name Game 

Type 

Methodology Results 

[16-

20] 

Anti 

Phishing Phil 

Mobile 

application 

training 

safety of 

link URLs 

Think aloud, 

pre-test & 

post-test 

experimental 

vs. control, 

SUS usability 

questionnaire 

 

Positive 

impact on 

learning, 

awareness 

and phishing 

susceptibility 
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[21-

27] 

CyberCIEGE 3D virtual 

world 

(sims 

style) 

Unclear ([22]) 

Experiment & 

selfassessment 

([23]) 

Theoretical 

review of 

cognitive 

principles 
([24]) 

Sufficiently 

flexible to 

illustrate a 

wide range 

of topics and 

positive 

early 

indication 
([23]) 

  

Positive 

([24])  

 

Unclear, but 

there is a 

need to 

create a 

science of 

games ([25]) 

 

[28] “The 

Internet” 

Unclear Literature 

review 

A review of 

elements a 

security 

network 

game should 

have 

 

[29] Internet Hero Puzzle 

mini-

games 

Experiment 

with children 

The children 

liked the 

games 

 

[30] PicoCTF Web-

based 

Survey Positive 

educational 

experience 
according to 

students & 

instructors 
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5 The development of privacy skills through serious games 

 

It is commonly seen nowadays that the use of information obtained through users 

improves and helps to personalize their services, based on their personal tastes and in 

addition to making some actions more practical and simple, at first this may seem 

attractive to the point from the point of view of the common user, since he will mostly 

prefer the convenience adopted through the use of his information. On the other hand, 

we have a threat to the privacy of the user, where he often has no control over his own 

personal data or where they are used, it is possible that the user has personal data being 

used by third parties that not even the user had realized that he had given consent to do 

so. 

This type of "theft" of information is based on the user's naivety and lack of knowledge 

about privacy, where he provides his data by himself, and these can be used in an 

improper way. 

The term adopted for this type of action is “misuse” where it refers to the misuse of 

data, as defined when the data was initially collected. Often linked to the fact of 

inducing the user to error. 

An example of misuse reported in [31] refers to “Employees at AT&T call centers in 

Mexico, Colombia and the Philippines were found to have stolen the names and full or 

partial Social Security numbers of about 280,000 of the wireless carrier's customers in 

the United States. The workers sold that information to third parties.” 

In the same way that there are serious games to conduct cybersecurity training, there 

are also serious games that are used as a form of training in order to develop the user's 

privacy skills, they try through an interactive way to show the user the best decisions 

to be taken when they involve personal data or information and in addition to establish 

forms of safe navigation that do not compromise that same data and information. 

“Some research studies show that video games encourage the acquisition of certain 

skills and improve student comprehension of learning materials presented through a 

video game”. [32] 
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Fig. 3 Overview of the structural online privacy model [33] 

The figure 3 aims to illustrate the concept of Privacy Protection and thus demonstrate 

the existing structure of online privacy. 

 

6 Conclusion 

 

In this article we saw about serious games and their uses in the cybersecurity sectors 

and in the development of skills related to user privacy. Based on the research carried 

out, we saw that serious games can be used as interactive forms of learning and skill 

development, these are used as different ways of transmitting knowledge than more 

conventional methods. It is noteworthy that this form of learning tends to be most 

effective in its majority, since it is a much more active and rewarding way for those 

who are learning, there is satisfaction on the part of them and a desire to continue with 

the game, differently from watching classes, documentaries and other conventional 

means that are not so stimulating for those who are learning. Another advantage of 

serious games is that they are able to transmit diverse experiences to their "player", 

something that is not very possible when in training environments or classes, examples 
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of this are seen in simulations, mainly in the area of health in which these simulations 

are used to develop decision-making skills, which in real life may be able to save lives. 

In the cybersecurity scenario, serious games can be used as excellent training tools, 

considering that most users today do not have as much knowledge about cybersecurity 

and no sense of the consequences and risks that this can bring, serious games are great 

ways to engage these same users both in the corporate and home environment, where 

in addition to passing on the necessary knowledge on the subject, it tries to show safe 

ways and security policies that can be adopted by them. 

This article made me understand a little more about the cybersecurity sector and how 

important it is to have knowledge in order to have a safe environment. Together with 

that, I was also able to realize the importance of the serious gaming sector today and its 

effectiveness, bringing with it ways of learning and raising awareness, a form that 

should be more applied and distributed in different sectors, being able to transmit the 

knowledge of a pleasant and attractive way for more people around the globe and thus 

minimize the threats that reside in cyberspace. 
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