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Foreword 
ORGANIZING AND SCIENTIFIC COMMITTEES 

 
Digital Privacy and Security Conference 2022 Organization and Scientific Committees 

welcome you to the fith edition conference.  

The Digital Privacy and Security Conference 2022 (DPSC2022) went back to being 

face-to-face despite all the limitations in complete safety and in a learning and sharing 

environment. In times of pandemic, we live very difficult times, but also of learning 

and growth as a society, together we will be able to overcome. The Organizing 

Committees of the DPSC2022 Conference have worked hard behind the scenes to 

make the 2022 edition safe and successful, considering that COVID-19 is an 

extraordinary global public health problem.  

 

The main goal of a scientific event is to discuss, disseminate and create knowledge. 

Organizing this conference proved to be a challenging opportunity for us to achieve this 

goal. 

Currently, we are living in a digital world, where we share all information consciously 

and subconsciously about our life with any one. This situation puts the people in a 

worrying situation. Areas such as industry, health, finance, among others are 

addressed at the conference taking into account the problems of each sector, also of 

importance and discussed throughout the presentations were the approaches to digital 

forensics, trust in data transactions and analysis of situations that occurred during the 

pandemic. Our commitment and hard work have as aims to contribute for all 

participants to acquire tools to better protect themselves. This area is in constant 

evolution and need we improved our knowledge. 
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The young students that devote themselves to research deserve our praise for their 

efforts in the search of new knowledge and better intellectual and technical skills. For 

some of these young people, it is the beginning of a work that intends to promote 

research and a better understanding of the investigated areas. Persistence and strong 

motivation constitute the driving force which stimulates students of Security and 

Audit class the Informatics Engineering degree from the Lusofona University of Porto 

(ULP), to the creation of scientific papers related to this field of study, to the 

promotion of research, and to the knowledgeable discussion and practical 

demonstration on a variety of issues addressed, particularly in the context of computer 

science, computer networks and computer forensics. The grouping of this 

information,which takes the shape of a book, is the natural result of these principles 

put into practice. 

 

We would like to thank all those authors whose participation in this endeavor 

contributed to its success, hoping it will promote a better understanding of the issues 

that were addressed. A special thanks to all the members of the scientific committee 

who, with their contribution, allowed to raise the level of the conference. 

Thanks to all the sponsors who made the conference possible, as well as all those who 

contributed to the success of DPSC2022. 

 

 

Porto, January 2022 

Carla Cordeiro and Hugo Barbosa 
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SMS-I: an Intelligent Correlation tool for
Cyber-physical Systems⋆

Eva Maia1[0000−0002−8075−531X], Norberto Sousa1[0000−0003−2919−4817], Nuno
Oliveira1[0000−0002−5030−7751], Sinan Wannous1[0000−0002−9711−4850], and Isabel

Praça1[0000−0002−2519−9859]

GECAD - Research Group on Intelligent Engineering and Computing for Advanced
Innovation and Development, School of Engineering of the Polytechnic of Porto

(ISEP), Porto, Portugal. {egm,norbe nunal,sinai,icp}@isep.ipp.pt

Abstract. Airports, like other critical infrastructures, are an attractive
target for attackers, mainly due to the catastrophic impact of these at-
tacks on society. In addition, the cyber-physical nature of airports makes
them more vulnerable to cyber-physical threats, and makes detecting
and investigating security attacks more difficult. Therefore, it is impor-
tant to improve cyber-physical correlations and forensics investigations
at airports. This work describes the SMS-I tool that allows the improve-
ment of these two aspects at airports. Data from heterogeneous systems,
over different time frames, are received and correlated. Both physical and
logical security are unified and additional security details are analysed to
find attack evidence. Different Artificial Intelligence (AI) methodologies
are used to process and analyse the multi-dimensional data exploring the
temporal correlation between cyber and physical alerts and going beyond
traditional techniques to detect unusual events, and then find evidence
of attacks. SMS-I’s Intelligent Dashboard supports decision makers in
a deep analysis of how the breaches and the assets were explored and
compromised. It assists and facilitates the security analysts using graph-
ical dashboards and alert classification suggestions. Therefore, they can
more easily identify anomalous situations that can be related to possible
incident occurrences. Users can also explore information, with different
levels of detail, including logical information and technical specifications.

Keywords: Cyber-physical Systems· Digital Forensics · Cyber-physical
Systems Forensics· Machine Learning · Rule Mining.

1 Introduction

Airports are complex critical infrastructures composed by multiple systems that
allow the transit of thousands of people every day. Their importance and critical-
ity in today’s society makes them an attractive target for attackers. Therefore,

⋆ This project has received funding from the European Union’s Horizon 2020 research
and innovation programme under grant agreement No 832969. This output reflects
the views only of the author(s), and the European Union cannot be held responsible
for any use which may be made of the information contained therein. For more
information on the project see: http://satie-h2020.eu/.
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airports face daily challenges to ensure the business continuity and the passen-
ger’s safety. Despite the fact that airports are usually well protected against
individual cyber threats and in some cases protected against certain physical
attacks on individual systems, a remaining major issue is the vulnerability to
combined cyber-physical threats. Thus, the SATIE project aims to build a se-
curity toolkit [9] in order to protect critical air transport infrastructure against
combined cyber-physical threats, by improving the cyber-physical correlations,
forensics investigations and dynamic impact assessment at airports.

Cyber-physical systems (CPS) combine the physical and cyber worlds, which
allows an improvement of the entire operating environment by adding differ-
ent promising capabilities to these environments [10]. Therefore, CPS are being
used in several domains including manufacturing processes, healthcare, trans-
portation, and commercial and residencial smart buildings [5]. This can happen
because CPS use and integrate different technologies, from software systems,
networks and sensors to hardware devices such as microcontrollers and actua-
tors. However, this combination enabling interactions between cyber and phys-
ical components, not only brings new paths of attack but also increases the
attack impact, since an event caused by a cyber component can have a huge
impact on physical ones or vice-versa [12]. Thus, beyond damage to cyber and
physical components, a cyber-physical attack can also have major consequences
that may include human deaths and injuries, infrastructure damages, loss of
resources, and machine breakdowns or malfunctions. These damages can have
an even greater impact on critical infrastructure such as hospitals and airports.
Stuxnet worm [8], the US power grid attack [17], German steel-mill incident [3],
the Ukrainian power grid incident [11], and the recent Florida Water Treatment
Plant [7] and Colonial Pipeline [19] attacks, are some examples of security at-
tacks on CPS that have caused huge impacts on the normal operation of the
systems.

After an attack it is crucial to understand how the attack was performed, who
did the attack and why the attack happened. This will help to understand which
assets were compromised but also will allow the creation of defense mechanisms
for future attacks. For that security analysts need to analyse and investigate
several sources of information. In CPS, this investigation process becomes much
wider and complex, due to the amount of components that need to be anal-
ysed. Not only software and hardware components need to be considered but
also all interactions across all CPS. Several investigations have been done to
develop tools to secure CPS as well as techniques and frameworks to evaluate
CPS security, however CPS forensic investigation area is still in its early stage.
Mohamed et al. [14] reviewed examples of current research efforts in the field
and the types of tools and methods proposed for CPS forensics. The authors also
discussed some issues and challenges in the field that need to be addressed. One
of the issues pointed out was the need for data analytics tools to find correlations
between digital and physical evidence.

In this work we describe the SMS-I tool which deals with the analysis of data
from heterogeneous systems, over different time frames and correlates them to
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find evidence of the causes of an attack, allowing the improvement of the foren-
sics investigation at airports. It analyses additional security details, providing
contextual and semantic data, to identify causes for security events and threats.
Machine Learning (ML) methodologies have been applied for outlier detection,
exploring the temporal correlation between cyber and physical alerts, and going
beyond traditional one-class algorithms, and considering ensemble methods to
detect unusual events, taking into account its sequential nature, which may help
to find evidence of attacks. An intelligent dashboard is also part of the SMS-I
in order to support decision makers in a deep analysis of how the breaches and
the assets were explored and compromised. A first overview of this tool was
presented in [13].

2 SMS-I Tool Overview

SMS-I is a forensics investigation system that is a part of the SATIE security
toolkit. In the SATIE security environment, cyber and physical sensors are scat-
tered across the whole airport’s infrastructure collecting vast amounts of events
related to the airport system’s activity. These events are sent to the CEngine,
a pattern matching mechanism that contains expert written rules which are
periodically reviewed and updated under a strict protocol, to possibly identify
abnormal behaviour. When a set of events trigger a specific rule, an alert is
originated and sent to the incident Management Portal (IMP). In the IMP, af-
ter investigating the alert occurrence, the security operator classifies alerts as
either incidents or not, triggering a security response. SMS-I tool inspects these
incident and alert occurrences to provide a deeper analysis of an attack. For
that, the system periodically fetches data from the CEngine and the IMP us-
ing HTTP(S) requests to obtain alerts and incidents generated by the SATIE
Toolkit. This data is parsed into predefined formats and stored into specific
indexes of the SMS-I Database. This is a crucial part of the SMS-I tool since
it allows the system to keep track with the new data that is generated within
the SATIE Environment. Then, the SMS-I ML Engine gets this new data and
executes the ML models capable of determining, for each alert, the probability
of it being an incident based on its own features, features of related events and
the features of other alerts of a regarded time window. The employed models
are expected to grow smarter over time with system usage. Additionally, using
the Association Rule Mining (ARM) Engine, the SMS-I ML Engine provides an
API endpoint for executing rule mining algorithms on the SMS-I Database data
according to a set of parameters specified in the request header. It retrieves the
list of association rules to identify probable relationships between alerts for a
given timeframe. Finally, the SMS-I Intelligent Dashboard provides a Graphical
User Interface of all this data that handles the interaction with the security an-
alyst. It encapsulates Kibana dashboards and allows the operator to make use
of several functionalities such as consulting alert lists, performing filtering, min-
ing new association rules, managing association rule base and consulting alert
details. An overview of the SMS-I architecture can be seen in Fig. 1.
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Fig. 1. SMS-I architecture overview

3 SMS-I Machine Learning Engine

The ML methods present in the SMS-I can be categorized into two groups: inci-
dent probability prediction and association rule mining. For the first, supervised
algorithms were trained on the sequential data of cyber and physical alerts to
predict the probability of a given alert to be an incident based on previous oc-
currences. On the other hand, the second group of methods uses the same data
to derive new correlation rules between alerts that can be analysed to under-
stand the complex pattern inherent to such data. Both will be described in the
following sections.

3.1 Incident Probabilities

There are many approaches for building ML models that can efficiently detect
anomalies in time series data. To properly investigate and explore state of the
art methods for such task a study on public datasets was performed. One of
the difficulties of this study was to find an appropriate testbed for testing the
employed methods performance. The lack of good and reliable datasets has been
appointed in the literature as one of the main obstacles in intrusion detection
research [18]. However some datasets have been recently introduced to solve
this issue, NSW-NB15 [15], CICIDS2017 [21] and CIDDS-001 [18]. From all the
previously mentioned, CIDDS-001 was the one selected to be used for several
reasons such as the number of records, the recording period duration and the con-
sidered attack types. Therefore, anomaly detection for the CIDDS-001 dataset,
considering the AttackType label, was addressed using two different approaches:
single-flow and multi-flow. The first regards individual flows as separate records
and attempts to find differences between normal and attack related ones. The
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later, considers a given window of flows performing an analysis on the entire data
sequence to detect anomalies. For each approach three ML algorithms were ex-
perimented and compared: Random Forest (RF), Multi-player Perception (MLP)
and Long-Short Term Memory (LSTM). The results [16] shown that considering
the single-flow approach the best performing model was the RF with an F1-score
of 85.04%. For the multi-flow approach, the best f1-score value, 91.66%, was ob-
tained by the LSTM model for a window size of 70. Although the performance
of the RF considerably drops with the increase in sequence length, for a window
size of 10, it achieved a f1-score of 89.82%, which is relatively close to the best
recorded value. From the results, it can be concluded that learning sequential
relationships between flows seem to improve anomaly detection considerably.
The LSTM has proven to be a very reliable model for capturing these sequential
patterns, and its performance appears to get better for bigger flow sequences.

After the training using a public dataset, a SATIE dataset was used to
fine tune the incident probability algorithm. The normal use of the SATIE
Toolkit and the scenario simulations generated allowed the creation of the SATIE
dataset. All the alerts related to incidents, 368, were labelled as malicious while
the remaining ones, 9215, were marked as normal. Despite this dataset is not
large in terms of data volume and has a high-class imbalance since more than
96% of records are benign, these experiments were important to understand
which approaches are better for the SATIE data and how well can the algo-
rithms distinguish between malicious alerts, which were tagged as incidents, and
false positive alerts. However, these dataset characteristics made the application
of deep learning approach such as MLP and LSTM unviable. Additionally, there
were multiple challenges regarding data quality such as alerts related to incidents
that were not manually labelled in the IMP, alerts with a lot of empty fields
that were only generated to test SATIE Tools and many repeated entries due to
simulations that are executed daily. To mitigate these problems, every feature
with over 60% missing values were discarded as well as all the alerts related to
the repeated daily executions. Furthermore, an oversampling method, Synthetic
Minority Oversampling Technique was used to produce synthetic examples of
incidents to minimize the class imbalance. The data, after being pre-processed,
was split into two sets: 70% for training and 30% for test. Then, a RF model
was used as classifier (RF-1), obtaining an accuracy of 98.08%. However, the
value of F1-score, 60.94%, indicated that the model was performing poorly on
the minority class, failing to classify most of the incidents. In an attempt to
improve the obtained results, three time-based features were engineered for a
given window of time (30 minutes), the number of alerts, the number of distinct
sensors and the most common sensor. With the new features, both accuracy and
F1-score of this new classifier (RF-2) improved significantly, 98.54% and 76.60%
respectively. These results lead to believe that an approach which combines both
individual alert features and time-based engineered features can work quite well
on the SATIE data.
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3.2 Association rule mining

Apriori is a very popular algorithm for data mining focusing on association
rules, developed by Agrawal and Srikan in 1994 [1]. It identifies the items or
patterns in a transactional dataset and then relates frequent occurrences to
those patterns, generating association rules to describe them [6]. These rules
are comprised of statements that describe the relationships between seemingly
unrelated items inside a transaction. Let X = {i1, 12, . . . , im} be the set of all
items concerned in a dataset, and T = {t1, t2, . . . , tm} be a set of transactions,
where each transaction is a set of items. The association rule, noted as X ⇒ Y
indicates a certain relation between two itemsets X and Y . An association rule
X ⇒ Y is supported if the percentage of transactions that contain both itemset
X and Y in T exceeds a certain threshold, called support thresholdFurthermore,
the confidence for the association rule X ⇒ Y is defined by the percentage
of transactions that contain itemset Y among transactions containing itemset
XThe support represents the usefulness of the discovered rule and the confidence
represents certainty of the rule. Lift is a simple correlation measuring whether
X and Y are independent or dependent and correlated events. If a rule has a
lift of one, X and Y are independent and no rule will be generated containing
either event. If a rule has a lift greater than one, X and Y are dependent and
correlated positively.

To build the association rule mining for SMS-I tool, using the apriori algo-
rithm, the sequences of alerts in a mineable database were grouped by using a
certain criterion to form transactions. That criterion is a time window, and the
focus will be the name of the sensor that originated the alert. In order to compile
the transactional dataset, for each alert the selected window was subtracted to
its “detect date” field. From the obtained time range, all alerts that fell inside
that interval were joined and a list with their sensor’s name was created, per-
forming this operation to all entries, obtaining the set of transactions. Using this
set of transactions several rules are generated to be allow the user to understand
the correlation of the different sensor alerts in an attack.

4 SMS-I Intelligent Dashboard

SMS-I allows the analysis of data from heterogeneous systems, over different
time frames. To provide this information regarding the system’s events, alerts,
and incidents in a useful way, it implements a visualization tool - the SMS-I
Intelligent Dashboard. It assists and facilitates the security analyst’s work using
graphical dashboards and alert classification suggestions, which derive from the
SMS-I ML Engine previously presented. For that, two different detailed dash-
boards were accessible: alerts and incidents dashboards. Both were developed
using Elasticsearch and Kibana technologies. Elasticsearch is responsible for the
analysis, normalization, enrichment and storage of alert and incident data, as
well as data provided by ML algorithms. Then, this data is the accessed by
Kibana to create these two dashboards, which allows the user to search and
visualize airport security related data.
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The Alerts Dashboard includes all data related to airport security alerts
generated by the different cyber and physical Threat Detection Systems available
in the SATIE Toolkit. One of the main goals of this dashboard is to monitor
the quantity, nature, and severity of alerts, considering their incident prediction
probability, which is calculated by the SMS-I ML Engine. More than 70% of
security analysts feel overwhelmed with the number of alerts and incidents they
need to investigate for a day [2]. More than 50% of organizations receive over
10,000 alerts daily, which can lead to alert fatigue and neglect. So, to maintain
SOC efficiency and reduce the impact of the investigation on the responsible
personnel, it is essential to control the quantity of received alerts and incidents.
Therefore, a set of graphics and metrics were added to this dashboard (see Fig. 2)
to monitor the quantity of alerts received to help avoid a sudden overload of alerts
by monitoring the total number of cyber and physical alerts. The severity of

Fig. 2. SMS-I Intelligent Dashboard: Alert quantity monitoring visualizations

alerts is another important parameter that needs to be monitored by security
analysts, since alert’s severity defines if the alert should be ignored or if there is
a need to carry out a more thorough investigation. For the SATIE project, four
severity levels were defined: high, medium, low, and info. Besides controlling the
number of alerts for each severity level, to avoid the overburdening of security
analysts, using alerts dashboard is also possible to monitor the date of occurrence
of alerts.This is useful to perform pattern and trend identification and to study
previous incidents and preceding alerts. The results provided by the ML engine
regarding the incident prediction probability, in other words the probability of
an alert representing an incident, can also be visualized in the alerts dashboard.
The most common source and target IPs and ports are also displayed to the user
in the Alerts Dashboard. This information can be very valuable for the security
analyst, as it helps to discover information about the attacks, namely where they
come from and what the targets are.
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The Incidents Dashboard aggregates all detected incidents related to airport
security. This dashboard follows the structure of the Alerts Dashboard by mon-
itoring the quantity, nature, and severity of incidents. Thus, similar to what
happens with the Alerts Dashboard, it has similar visualizations available to the
user, displaying information regarding incident quantity monitoring and incident
severity monitoring.

SMS-I intelligent dashboard also makes available a set of different visual-
izations. Events timeline is one of them. It provides ability to security analysts
to preview a timeline of events within the system. Events are displayed in the
form of an ordered timeline, with summarized info of each event (Fig. 3). Fil-
ters can be applied to customize the timeline, such as: maximum alerts number,
minimum incident probability, and time range. A Watch List section is also

Fig. 3. SMS-I Intelligent Dashboard: Events timeline

available and allow users to preview a list of the latest alerts within the sys-
tem. Alerts in this list are being displayed in the form of aligned cards, with
summarized info of each alert within the corresponding card. The list can be
sorted by detection time or incident probability, and filtered by maximum alerts
number, minimum incident probability, and time range. Each card within the
list has highlights of the alert details. Users can click on any card to display the
full details of the corresponding alert (Fig. 4). Furthermore, cards are displayed
using indexed colours that reflect the severity level of each alert (red for High,
orange for Medium, and Green for low). When the user clicks on a specific alert
Card, the corresponding alert details will be displayed. Details include the alert
title and description, information identifying the alert, the source and target de-
tails, and the probability of this alert being an incident. If the card is a specific
incident Card, the corresponding incident details as well as the related alerts
will be displayed (Fig. 4).

Another important part of SMS-I Intelligent Dashboard is the Association
Rules functionality (Fig. 5) which allows security analysts to automatically gen-
erate rules that can help them understand, using historical data, the correlation
of the different sensor alerts in an attack. The security analyst can customize the
parameters, namely the time window, the support and confidence, to generate
different rules.
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Fig. 4. SMS-I Intelligent Dashboard: Incident and Alert details example

Fig. 5. SMS-I Intelligent Dashboard: Association rules visualization

5 SMS-I Demonstration

Three different airports from three different countries are part of the SATIE
project to ensure that SATIE security toolkit is scalable and adaptable to the
operational needs, and compliant with the emerging regulations and standards at
national and European levels. For that, the entire SATIE Solution was embedded
into a validation environments. First, a simulated environment where the SATIE
solution and the airport and ATC systems are fully virtualized was used. Then
three demonstrations at the airport sites were made, where the SATIE solution
implemented in the simulated environment was connected with the actual airport
systems (as far as possible). Five different threat scenarios were defined to be
performed in the validation environments. They were fine-tuned to take into
account the technical performances and configurations of the actual airports’
systems and operational requirements. The scenarios were also customized to be
feasible on the simulation platform and in each airport environment.
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During the two different validation phases, using the the simulation platform
and in the pilot sites, different security analysts used SMS-I tool, through the
SMS-I Intelligent Dashboard. This interaction allowed the fine tuning of the tool,
gathering more data to refine the SMS-I ML engine, but it also highlighted the
need to have tools, like SMS-I, that correlate the different cyber and physical
security alerts. IBM stated that it took an average of 287 days to identify and
contain a data breach in 2020 [20]. This detection time demonstrates how difficult
is for companies to detect and mitigate cyber atacks [22]. Moreover, the analytic
tasks conducted by security analysts rely heavily on a cognitive decision-making
process that can differ between analysts, depending on their technical knowledge
or level of experience [4]. This is why it is so important to have intelligent tools to
support security analyst decisions. In one of five different threat scenarios used
to perform validation of the SATIE Toolkit, an attacker seeks to perform cyber
attacks on the Airport Operation Control Center (AOCC) system to manipulate
the information displayed in the Flight Information Display System (FIDS) to
trigger odd passenger movements to cause an ideal hostage situation, and odd
plane movements on the platform to create a fatal collision. For that the attacker
sends a spear-phising email to a computer with administrator privileges in the
AOCC room. An AOCC employee opens the email on that computer and clicks
on the link which allows the malware to be downloaded and executed. This
malware allows the attacker to take remote control of the computer. Then, the
attacker performs a network scan to determine the network address and port
of the Airport Operation Database server – his main target. From a security
analyst’s perspective, it is important to correlate both events and understand
that they are steps of the same attack. However, during the demonstration of this
scenario the security operator reported the corresponding alerts as two different
incidents (Fig. 6). Moreover, the port scanning alert was classified as a low
severity incident, which should not be the case since it is already the second stage
of the attack. Using the SMS-I Intelligent Dashboard, after the reporting of the
incident by the security operator, the security analyst can observe that, despite
this was an incident that was reported as a low severity incident, it is related
with an alert that has a 69% probability of being an incident (Fig. 6), thus it
should be reported with higher severity. Furthermore, using association rules, the
security analyst can understand that malware alert and the network scan alert
are correlated and should be reported as being part of the same incident. This
is just a “real” and very simple example that illustrates the need of intelligent
tools that can help security analysts in their decision-making process.

6 Conclusion

This work describes the SMS-I tool that allows the improvement of the forensics
investigation at airports. It is a complex system composed by multiple com-
ponents with specific functions, namely periodic data synchronization, incident
probability, association rule mining, dashboard visualization and a several other
functionalities involving different lists and filters. Several AI approaches were
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Fig. 6. SMS-I Intelligent Dashboard: Malware Detection by Malware Analyser and
Network Scan detection by ALCAD system (part of SATIE toolkit)

used to process and analyse the multi-dimensional SATIE platform data ex-
ploring the temporal correlation between cyber and physical alerts. Supervised
algorithms were trained on the sequential data of cyber and physical alerts to
predict the probability of a given alert to be an incident based on previous occur-
rences. The results obtained suggest that the multi-flow approach outperforms
the single-flow-based one and that the LSTM is a robust algorithm to under-
stand complex patterns in sequential data, in particularly, network traffic data.
Also, several association rules can be created applying different ML techniques,
that allows the user to understand the correlation of the different data in an
attack.

All the information can be visualized in the SMS-I Intelligent Dashboard.
Several graphical dashboards, with different level of detail, can be used to easily
identify anomalous situations that can be related to possible incident occur-
rences. Also, the information provided by the ML algorithms, namely the inci-
dent probability can be analysed on SMS-I intelligent dashboard. Moreover, for
an additional insight about the association rules, a management of the associa-
tion rules by the security analysts can also be done.

SMS-I tool was tested in three different European airports: Milano Malpensa
Airport, Athens International Airport and Zagreb Airport. The tests allowed
the improvement of the AI modules and the fine-tuning of the different visual-
izations. In this work, a very simple and authentic example demonstrated the
convenience and usefulness of the SMS-I tool in the decision-making process of
security analysts. As future work, we plan to test SMS-I in other airports as well
as try to adapt it to other cyber-physical systems.
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Abstract. Nowadays technologies are an increasingly an indispensable fac-

tor for the daily life of an organization. Currently these are used to store the 

most sensitive data of an organization such as login data, banking information 

and personal data of employees, in addition to the storage function, these are al-

so used to optimize tasks, increase productivity and product quality. Therefore, 

the increase in attacks has been having an exponential growth in recent years 

because of these factors mentioned above it is becoming more profitable for the 

attacker to carry out attacks against organizations either for their own benefit, or 

to sell the information obtained illicitly to competitors or in the market or even 

just to cause damaged. This paper presents different types of cyber-attacks that 

can be carried out against organizations and will be analyzed at the World pano-

rama, in Europe and in Portugal, and later will be addressed a case of study for 

each of them, also reports the cybersecurity issues that should be addressed by 

the organizations. 

Keywords: Cyberattacks, Cybersecurity, Technologies, Organizations, 

Threats 

1 Introduction 
 

Technologies increasingly play a more important role in companies, and for many 

of them, the use of technologies is essential for the proper functioning of the organiza-

tion and, therefore, we have been witnessing an exponential increase in cases of 

cyberattacks on organizations as they stop attackers are increasingly profitable to 

make these attacks as technologies increasingly represent something of high im-

portance, but many organizations devalue security issues related to technologies as 

somehow an investment in the security area will not bring financial return and moreo-

ver it requires a possibly high investment [1]. As organizations devalue investment in 

the security area, they become vulnerable to cyber-attacks and, especially, these are 

successful. Nowadays, intruders have several techniques and tools to carry out 

cyberattacks and, therefore, companies should try as much as possible to be careful, 

that is, they should take measures to avoid suffering attacks of this kind since the 

occurrence of these attacks on a company, can be devastating for the company wheth-

er for ransom or reputation issues [1]. The purpose of this document is to investigate 

the ways most used by hackers to carry out attacks on organizations and describe how 

these attacks work, it also aims to investigate the cybersecurity policies adopted by 
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organizations and finally it will be investigated the evolution of cyberattacks and 

cybersecurity at global, European and national level. In general, this paper will de-

scribe the main objectives by which cyberattacks are carried out, then the most fre-

quent threats in the organizational environment will be mentioned, then what a securi-

ty policy should contain and the importance of cybersecurity it has i nowadays, that is 

to say, the points that must be specified in it, afterwards and related to the security 

policies, some good practices that must be carried out by the organizations will be 

described and finally the evolution of cyberattacks and cybersecurity will be detailed 

in the world, in Europe and in Portugal and a case study of a real cyberattack will be 

presented for these three. The first chapter (introduction) outlines the topics from 

which this document will be implemented. The second chapter presents the descrip-

tion of the focal terms of this paper, such as cyberattack, cybersecurity, and politics. 

The third chapter introduces the objectives of executing cyberattacks, that is, the pur-

poses of executing these crimes against organizations, since this will focus on the 

main methods of attacks against organizations and will include a description of the 

modus operandi of each of these methods. In the fourth paragraph, an effective analy-

sis of how organizations can protect themselves from the attacks mentioned in the 

previous point will be carried out, in addition to this, it will also describe the best 

practices for drawing up a correct and objective security policy. The fifth paragraph 

will scrutinize the way in which cyberattacks, and cybersecurity is evolving at a glob-

al, European, and national level, then a case study will be described for each of these 

three, that is, a case of a cyberattack will be detailed. and the way the organization 

mitigated and dealt with it. In the sixth paragraph, the writing of the document will be 

concluded, and a detailed opinion will be presented in a succinct manner on how 

cyberattacks and cybersecurity have evolved in the World, European and national 

panorama, and the opinion will be presented in line with the points elaborated in this 

document. 

 

2 Definition of cyberattack, cyber security and security policy 
 

Cyberattacks are attacks carried out in the technological context, in other words, it 

is an act of modifying, destroying, exposing, stealing sensitive information and data 

and obtaining unauthorized access to a certain medium [2]. Cybersecurity is the 

measures defined by the organization to protect its technologies against cyberattacks, 

these include the development of policies and guidelines, analysis of risk manage-

ment, awareness and training of employees and definition of the best tools and tech-

nologies to protect the organization's technology against attacks, on the other hand, 

protection measures are good practices aimed at all organizations and must be imple-

mented by them to obtain a secure organizational technological environment[3]. 

 

3 Targets of cyberattacks 

 
In short, cyberattacks have four main purposes, these being [4]: 
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Intrusion -The intrusion has the function compromise the integrity, confidentiality 

or availability of a system resource. This type of attack can irreversibly change infor-

mation. 

Access to confidential information - Towards of an attack, attackers may have 

access to certain information considered sensitive. 

Loss or theft of information Following an attack, information may be erased, or 

information may be stolen by the attacker. 

Personification- Occurs when the attacker tries to impersonate someone else. 

 

3.1 Most frequent attacks 
 

This section will present the main attacks by hackers against organizations and will 

also present the main ways to mitigate them and the main measures by which organi-

zations should be guided to protect themselves from these attacks. 

 

Some examples of the most frequently executed attacks are: 

 

3.1.1 Distributed denial of service (DDoS) 
 

DoS (Denial of Service) is an attack whose function is to interrupt a service or 

completely prevent the use of the system by legitimate users [5]. Regarding the at-

tacks themselves, there are eight attacks that are used most frequently, these are [6]: 

 

Sin Floods (SYN Flood) -This attack aims to flood the network by sending a high 

volume of packets (500-589 million packets per second). 

WS-Discovery - It is a multicast discovery protocol and therefore it is used by IoT 

devices to discover the different nodes in a network. 

Reflected and Amplified Attacks-These attacks have the method of sending a 

message to users to present the possibility of delivering a larger payload than usual. 

BIT-AND-PIECE These attacks affect the telecommunications sector and the ser-

vices that provide the internet and aim to overload a service. 

Multi-Vector DDoS Attacks - This attack combines different types of existing 

DDoS attacks to cause more impact. 

 

Some actions to mitigate these attacks are: the use of DDoS protection services, 

use of methods to quickly identify infections, use and cloud services and frequently 

carry out risk analyzes to assess security techniques, technologies and network ser-

vices [6]. 

 

3.1.2 Spam 
 

Spam is the mass sending of unsolicited messages. Spam is not itself a means of at-

tack, it is used as a means to distribute attacks such as ransomware and trojans [7]. 
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Some ways to avoid receiving spam emails are: implementing a method to filter 

content and locate existing malicious content, keep hardware, firmware and software 

up to date, not log in via links received by email, develop procedures to handle sensi-

tive data, use secure email gateway and perform filters maintenance frequently, im-

plement security techniques and finally frequently update the whitelist, reputation 

filters and blacklist. [8] 

 

3.1.3 Phishing attack 
 

Phishing is a technique used to trick people into sharing their confidential data un-

lawfully [9]. We can organize phishing attacks into two categories [10]: 

Make the attack-To carry out an attack, several ways can be used, such as email 

spoofing, sending attachments, URL spoofing, website spoofing and spear phishing. 

Collect the data obtained in that attack-The techniques used to collect the data 

obtained in the attack can be divided automatically into two groups, the collection is 

performed by filling out false forms by the victim, keyloggers (records and sends to 

the attacker the keys clicked by the victim) and manual collection which is performed 

through human observation (social engineering) and social network analysis. 

 

To mitigate phishing attempts, simply educate staff to learn how to deal with 

phishing attempts, implement standards to reduce spam emails, verify website do-

mains, and verify forms before filling in personal data [9].  

 

3.1.4 Web based attacks 
 

Services provided by the Web are subject to different types of attacks such as [11]: 

SQL Injection - This attack has the function of executing queries/changes on web-

sites in an improper way. 

XML Injection Attack - This attack's main function is to change the XML logic 

of an application/site. 

XPath Injection Attack - This attack occurs when user input data is used mali-

ciously. 

 

The most frequent attack in this category is SQL Injection. This is a technique used 

by hackers to perform improper SQL queries/changes on the database server [12]. 

 

To mitigate these attacks, developers must take into account the security of the ap-

plication while developing it, as attacks often occur due to design flaws, it is also 

important to implement web application firewalls, use input validation methods, en-

crypt communication and API binding. provide correct authentication mechanisms, 

authorization and perform vulnerability assessments on applications. [12] 

 

3.1.5 Malware 
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Malware is a general term used to describe all malicious software intended to 

wreak havoc on a computer system. [13] 

 

The best-known different types of malwares are [13]: 

 

3.1.5.1 Trojan Horse 
 

This type of malware disguises itself in the system together with a legitimate pro-

gram and so the victim installs the program thinking that he is installing something 

legitimate and after all he is installing something legitimate with a virus attached and 

once installed and given permissions can perform activities in the background. 

 

3.1.5.2 Virus 
 

This type of malware attaches itself to a legitimate program or system document 

and spreads from one computer to another via internet downloads or email attach-

ments for example. 

 

3.1.5.3 Worm 
 

Worm is very similar to a virus, it only has the particularity of spreading from 

computer to computer without human interference, unlike the virus, it can be executed 

through a keylogger or through activity monitoring programs. 

 

3.1.5.4 Ransomware 
 

Ransomware is the most prevalent type of cyberattack currently, this type of attack 

has as its main objective to hijack the files and resources of the victim's machine and 

then ask for a ransom, in order for the latter to regain access to those resources or 

files. Ransomware can be differentiated into three distinct categories such as [14]: 

 

Locker -This ransomware's main function is to block the computer's functions. 

Crypto- Crypto encrypts files on the victim's device but does not interfere with 

computer functions. This can use three different schemes to encrypt documents, 

namely: symmetric encryption, where the key to encrypt documents is included in the 

ransomware, then we have asymmetric encryption, but this has a condition given that 

it is slower than the previous one and that's why it becomes a problem to encrypt large 

files, finally we have hybrid encryption, this uses symmetric and asymmetric encryp-

tion.  

Scareware- Scareware uses pop-up ads as a means of attacking, as a way to trick 

users into downloading certain software. 

 

Some actions to mitigate these attacks are: keep backups that follow the 3-2-1 rule 

(3 copies in two different formats and one of those copies off site), have cyber insur-
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ance policy, have a security operations center in the organization, implement content 

filtering to filter out unwanted attachments, invest in employee training, and perform 

frequent antivirus tests [15].  

 

4 Security Policies for Organizations 
 

We have witnessed a growth in the importance of technology in organizations and 

therefore they must pay special attention to the care they must take and transmit to the 

organization's technology users. A security policy is intended to delineate and regu-

late the rules by which people belonging to it must obey whenever they are IT. use the 

systems. A good security policy must comply with certain requirements such as: in-

formation security policies, ie the way in which information must be managed accord-

ing to existing laws, regulations and the business, the organization of information, in 

other words, the levels of access for which a certain type of information will be avail-

able, the management of human resources that is related to the organization of infor-

mation and also contains the levels of access to computer systems, asset management, 

ie, the organization must have someone who is responsible for the computer field and 

this must be documented, physical security and environment, that is, it must contain 

the rules for the physical use of the computer components, security of operations, that 

is, rules must be defined on how the organization's network should be used and, final-

ly, the management of security incidents, that is, it must be documented how to act 

before, during and after a cyber-attack [4]. 

 

After the security policy is elaborated, it must be ensured that some measures are 

complied with, such as [16]: 

 

Assign management responsibility-Someone within the organization should have 

the role of ensuring that adequate resources are used. 

Gaining Employee Acceptance- Communication with employees about cyberse-

curity issues by administrators. 

Carry out cybersecurity audits -Audits should be carried out regularly by people 

with adequate knowledge and experience. 

Data Protection- Make employees and suppliers work in accordance with the 

RGPD 

Publish cybersecurity policies - Cybersecurity rules and policies for OS employ-

ees should be defined and published 

Provide Appropriate Training - Provide cybersecurity awareness training to all 

employees. 

Ensure effective third-party management - Ensure that all providers with access 

to data or sensitive parts of systems respect the agreed security levels. 

Develop an incident response plan - An incident response plan must be devel-

oped, this plan must contain clear and documented guidelines, roles and responsibili-

ties. 

Protect access to systems - Encourage employees to use passwords with at least 3 

random words combined in a sentence, this must be long, with upper and lower case 
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letters, must also have numbers and special characters and must not contain personal 

information. At passwords must not be reused elsewhere, cannot be shared with peers, 

and must use 2-factor authentication. 

Secure devices - Use firewalls, ensure remote access software is up to date, ensure 

remote access only to verified IP addresses, restrict remote personnel access to only 

necessary systems, and ensure monitoring and alerts are enabled to alert you to suspi-

cious activities. Improve physical security - Encourage users of company devices to 

be careful with them such as being careful where they leave them and using strong 

passwords. 

Secure backups - Backup should be done regularly and automatically whenever 

possible, kept outside the organization's environment, should be encrypted especially 

if moved between locations, and the ability to restore data from backups should be 

regularly tested. 

Working in the cloud - When choosing a cloud service, you must obtain infor-

mation about it, such as how it complies with European Union regulations and the 

type of treatment used with personal data. 

 

5 Cyberattack analysis 
 

In this chapter, an analysis of the evolution of cyberattacks in the World, European 

and Portuguese panorama will be carried out. Three real cases of executions of cyber-

attacks against organizations will also be described. 

 

5.1 Analysis of the World Panorama 
 

Regarding the global scenario, cyber-attacks have experienced an exponential 

growth in relation to the values of previous years and a lot because of the COVID-19 

pandemic, which the whole world has faced. The pandemic is indirectly related to the 

increase in cases of attacks, since the technological area, with the progression of the 

pandemic, became a very important and indispensable factor in the daily lives of or-

ganizations and, therefore, it became a profitable business for the hackers. The most 

performed attacks worldwide are through malware, ransomware, spear-phishing and 

spam emails, these attacks lead to violations of the organization's privacy, affect the 

company's reputation, lead to lost revenue, and generally lead to interruption of the 

services of the organization. company., then there is website theft, which is based on 

the hacker gaining administrative control of the website, which can lead to service 

disruption, loss of reputation, loss of customer confidence, and loss of revenue. As the 

pandemic came on suddenly and so organizations had to adapt very quickly and they 

had to make technology an indispensable factor for the proper functioning of the or-

ganization, and that is why we have been witnessing an increase in importance and 

increasing cybersecurity measures worldwide [17]. 

 

5.1.1 Cyberattack on Colonial Pipeline (USA) 
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Colonial Pipeline is a company that contains the largest pipelines in the US [18]. 

The type of attack used in this case was through a Ransomware, more specifically the 

hackers used a Trojan called DarkSide [19]. This type of Trojan is created by 

DarkSide and then sold to people interested in buying it, and a fee is charged either 

for the executed attack or a monthly fee. Darkside is a ransomware-as-service (RaaS) 

in other words, it is an organization in which they develop ransomware and then de-

liver it to cybercriminals to carry out attacks on organizations, the hackers who devel-

oped it receive an income [20]. Regarding the attack itself, this took place on May 7, 

2021, the actors of the coup encrypted the data and demanded payment in cryptocur-

rencies, they also stole 100GB of company information to use as blackmail [21]. Re-

garding the modus operandi of the attack, the hackers used a password from a VPN 

service account that was no longer in use but still had active access, this password 

was made public along with a set of other passwords on the darkweb. The data breach 

happened on April 29 and was only discovered on May 7, when it was communicated 

to the company that they had been attacked, the company decided to pay the attackers 

approximately 3.8 million euros (US$ 4.4 millions) in cryptocurrencies right after the 

attack for the attackers to return the stolen data by them [21]. In terms of impact, the 

company lost part of the money it paid, the US government was later able to recoup a 

part, but in addition to this, it restricted the availability of fuel, which led to prices 

increasing enormously at gas stations and furthermore it caused embarrassments in 

the gasoline stations. This attack could have been avoided if the company in question 

gave more relevance to security issues, given that a policy for the use of multifactor 

authentication was in place [21]. Basically, multifactor authentication involves adding 

one more level of protection to a login, as for the login to be executed, the user who 

intends to do so will have to use two pieces of information found in different places 

[22]. 

 

5.2 Analysis of the European panorama 
 

In relation to cyber-attacks that occurred in the European space between 2020 and 

2021, these increased mainly due to the pandemic state in which we live. Between 

2020 and 2021 we observe that attack through Ransomware continues to dominate the 

list of attacks preferred by attackers on the other hand, malware continues to decline 

even though in 2021 its affluence has increased compared to the year 2020, since the 

attack by DDoS became more "competent" and targeted in the year 2021. The pan-

demic forced the adoption of technology on a large scale, and so cybersecurity experts 

needed to adapt existing defenses to a new infrastructure paradigm being that the 

main objective was to minimize the organizations' exposure to cyber-attacks. In addi-

tion, specialists had to deal with the adaptation of organizations to a new modus op-

erandi as they had to adapt and modify all their work patterns, and IT security profes-

sionals had to respond very quickly to the challenges introduced by the pandemic 

[23]. 

Between 2020-2021 cyber threats did not affect a single industry, that is, attacks 

were made to systems that are used by different industries, but targeted attacks were 

also carried out, that is, attacks aimed at harming an organization in concrete [23]. 
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Fig. 1. Incidents by sector between 2020 and 2021 [23] 

 

5.2.1 Cyberattack on Oloron Sainte-Marie (France) 
 

Oloron Sainte-Marie is a hospital located in the Pyrénées-Atlantiques region and 

on March 8, 2021, was the target of a ransomware attack [24]. The attack carried out 

by the hackers encrypted the hospital's data and demanded a payment of 44120 euros 

(approximately 50000 dollars) in Bitcoin. The attack executed by the hackers en-

crypted the hospital's data and demanded a payment of 44120 euros (approximately 

50000 dollars) in Bitcoin. Regarding the attack itself, the screens went blank, and a 

message appeared on them with a ransom demand of 12000 euros (approximately 

13600 dollars), the municipality decided not to pay the ransom and a part of the data 

was erased from the disk [25]. This attack ended up affecting the proper functioning 

of the hospital because the computer system was down and, therefore, the users' data 

and prescriptions were no longer available and had to be executed on paper, this at-

tack affected the medical interventions performed to the users [26]. To mitigate this 

attack, the hospital managers conducted an audit of the hospital's computer systems 

[26]. 

 

5.3 Analysis of the Portuguese panorama 
 

Regarding the national panorama, we can say that we have been witnessing an in-

crease in threats and conflicts in cyberspace in Portugal, in 2020 the number of cyber-

security incidents underwent a large increase compared to the values of 2019, and the 

exponential growth of these incidents occurred to from March 2020, which coincides 

with the beginning of the COVID - 19 pandemic. During the year 2020 there was an 

increase in phishing/smishing attempts, but there was also an increase in other forms 

of swindling. people being more isolated and also because of the growing need for 

people to use more technological means due to the pandemic. The main attack is the 

malware infection since the fact that people have to use more technological means 
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due to the fact that they are telecommuting favored the attackers to the point that they 

were able to take advantage of the technical vulnerabilities that arose from it. Despite 

the increased risks, national cyberspace managed to increase or at least managed to 

maintain capacity in 2021 in compared to the year 2020, but it is possible to state that 

in the year 2021 threats continue with an emerging trend compared to the year 2020. 

It is inevitable to talk about cyber-attacks without mentioning the influence that the 

pandemic situation had on their increase. For this increase there are two reasons being 

these, the social confinement, and the mandatory mass adoption of digital technolo-

gies. During the period of confinement, phishing was the most used cyber-tack by 

attackers. In Portugal, the main victims of cyber-attacks are SMEs (small-medium 

enterprises), Sovereignty Bodies, Public Administration and the sectors of Banking 

and Education and Science, Technology and Higher Education [27]. 

 

5.3.1 Cyberattack on Portugal Energy (EDP) 
 

EDP Comercial is a company belonging to the EDP Group that operates in the free 

energy market, both nationally and internationally [28]. The type of attack used in this 

case was through a Ransomware, more specifically the attackers used a Trojan called 

by Ragnar Locker which is intended for cyber-attacks against organizations [29]. 

Regarding the modus operandi of this ransomware, it starts by implementing Win-

dows XP virtual machines to encrypt the victim's files, the implementation of the 

virtual machine allows attackers to prevent the Trojan from being detected by security 

mechanisms, after closing the barriers of the company's security and device manage-

ment services, then it warns the company that it was attacked and publishes evidence 

of the attack on the dark web to show the company in question that it has very im-

portant documents belonging to it, and then the attackers present it to the injured a 

ransom value in Bitcoin and a deadline [30]. Regarding the attack itself, this one took 

place on April 13, 2020. This attack encrypted part of the company's servers and in 

addition apparently, 10TB of sensitive company data was stolen. The attackers ex-

posed evidence on dark web that they had sensitive company data and gave it 20 days 

to proceed with the payment of 1580 bitcoins (approximately 10 million euros at the 

time), if the company did not make the payment, they threatened to return public doc-

uments and deliver the information to the competition. EDP did not pay the attackers 

the 1580 bitcoins and therefore, and surprisingly, they eliminated the decryption keys 

from the company's servers and computers, that is, the attackers in doing this gave up 

trying to profit from the attack since made it impossible to recover the assets affected 

by the attack. In terms of impact, the company lost much of its reputation as it lost 

sensitive data, which contained government information, customer data, investor data, 

among others and in addition there is still a risk that hackers have sensitive infor-

mation in their hands and may still try to take advantage of them. In addition to the 

aforementioned impacts, the company still had to replace the hacked servers. Regard-

ing security issues, an investment of 50 million euros was made in computer security, 

to make mitigations, "maximum permissible downtimes for applications" were im-

plemented, redundant disaster recovery systems, creation of a team to monitor the 
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security of the company, cyber-attack insurance, and employee training in security 

principles [29]. 

 

6 Conclusion 
 

To conclude, throughout this paper the main attacks carried out against organiza-

tions were described, a set of measures by which companies can be guided to mitigate 

the occurrence of cyber-attacks was also presented, and a global, European, and na-

tional analysis of the evolution was presented. of cyber-attacks and finally three case 

studies of cyber-attacks were presented. Regarding the analyzes presented, we can 

observe that these all focus on a factor called COVID-19, in the three scenarios pre-

sented, the pandemic factor led to an exponential growth of attacks and therefore it is 

noticeable that organizations did not give much relevance to more technologies. spe-

cifically in the area of cybersecurity, mainly in the training of its employees, which 

only happened when they had to perform more functions virtually, if they had been 

trained before in the technological areas, the number of incidents would probably be 

lower, on the other hand we can say that attacks orchestrated by hackers are evolving 

and so it will become increasingly difficult to defend against them as there are several 

ways to exploit system vulnerabilities and also, for a hacker, just find a small vulner-

ability to be able to breach the system while, on the other hand, the team that takes 

care of the organization's computer field has to look for and fix several vulnerabilities 

that may exist, so the attacker's job will always be easier than the work of the defense. 

Organizations will always be able to try their best to prevent the occurrence of at-

tacks, for that they have to create a good security policy and encourage technology 

users to follow them. In short, organizations should invest in cybersecurity investment 

since, increasingly, the most important and confidential information is stored in digi-

tal format and therefore care must be increased since the occurrence of a cyberattack 

can completely ruin an organization either in monetary terms or in matters of custom-

er trust. 
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Abstract. We all know the online world is getting more and more powerful and we 

all connected to it, in a way or another. The interconnection of computer networks is 

increasing and with it, the cyber-attacks are getting more and more sophisticated. With 

that being said, we need to find a way to keep the data safe and Cryptography is one of 

the ways. What Cryptography does is find a way to keep the confidentiality, integrity, 

authentication, and we can maintain the identification of the data user all secure and 

sealed, and the only people to have authorization are the user or an associate. Symmetric 

keys and public keys are well known in the Cryptography world. Symmetric key cryp-

tography is a technique which secures an immense capacity of confidentiality and data 

security, using a communication channel with a common key to encrypt and decrypt. I 

tis also important to mention the Fundamentals of Cryptography and its algorithms and 

concepts. In this project I will focus on symmetric data encryption methods that are 

Data Encryption Standard (DES), Triple Data Encryption Algorithm (TDEA), Ad-

vanced Encryption Standard (AES) and adding up I will mention blowfish and twofish 

tactic. On the side of asymmetric data encryption, I will mention about RSA(Rivest-

Shamir-Adleman) and TEA (Tiny Encryption Algorithm). 

 I will talk about their ability to secure data and efficiency to encrypt as well. 

 

Keywords: Cryptography, DES, TDEA, AES, RSA, Symmetric key, Encrypt, De-

crypt, Data, Blowfish 

 

1 Introduction 

Over the years, computer network and internet are more and more involved in our mod-

ern society. Online banking services, payment of bills, exponential growing of some 

applications on the network need a safe environment that guarantees privacy and con-

fidentiality. 

We can’t leave these transactions and growing applications without security and 

control because it makes them vulnerable to violations, so, when we are dealing with 

transactions and applications that are carried throughout the public sector or wireless 

networks, we need to secure the network management and monitor the process to pre-

vent any violations, so we need to make sure that we guarantee data authentication, 

integrity, privacy and integrity of data. 
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This makes us able to guarantee precision and consistency throughout the infor-

mation lifecycle and it’s critical to any system that stores, processes, or retrieves data. 

This is very important to confirm someone as authentic, that is, claiming the veracity 

of something or someone. 

The act of transferring data through the internet is that there are many security as-

pects that we need to be aware of, from secure commerce and online payments to pri-

vate communications and password protection. So that’s when we include cryptography 

to make all this safe and secure. We use cryptography when we need to secure privacy 

during several online transfers as well as data [1].  

Cryptography uses an algorithm that helps us prevent and secure the information 

against violations. This algorithm can classify into a symmetric key, which is also 

called a private key, and an asymmetric key, also called a public key [2]. This are used 

to prevent or delay unauthorized access so sensitive information with the purpose of 

secure and hiding information. When you use the same cryptography keys to encrypt 

and decrypt a message it’s called symmetric key but when you use a different key to 

encrypt and decrypt a message it’s called asymmetric key. 

Today we need to connect cryptography to the open networks, where it will be used 

to keep the information confidential, because of the information transfer that goes on 

between people or organization [3]. 

 

2 Fundamentals of Cryptography 

Cryptography is a fundamental information security system that as several important 

uses that guarantees confidentiality and integrity of the information or data. Actuality 

is a technique that aims to the point that every message sent is current, which is that it 

doesn’t allow intruders to repeat old messages over and over, which also prevents the 

overflow of the system. 

Cryptography also aims for the authentication that the sender and the receiver must 

have an account authenticated, integrity of data that the message sent and received is 

the same (not modified), confidentiality which is that the message cannot be read or 

understood by unauthorized people and neither the sender nor the receiver can deny 

that the information was sent by them. 

2.1 Redundancy  

Redundancy is usually referred as a technique aimed at preventing an intruder from 

trying to send data that could usually be considered valid by the recipient in a transmis-

sion. 

We can ask ourselves: “Is redundancy a bad thing?”. The answer is: “no”, it isn’t. 

Although not the most linguistically correct way, redundance somehow tries to force 

the user to focus on a certain idea, word or somewhat information. 
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An example of redundancy is the use of the word new, for example “new innova-

tion”, we are reenforcing the idea of an innovation when an innovation is already some-

thing new [4]. 

The graph below shows an experiment made by Vox that consists in rewriting old 

articles and turning them in new posts [5]. 

 

 

Fig.1- Monthly views from organic search before and after the update in 2015 made by Vox. 

3 Cryptography Techniques 

The most general security system in the online world is cryptography that secures and 

prevents unauthorized accesses. 

 

3.1 What is the meaning of Cryptography? 

The importance of not revealing secrets to the “outside world” started to intrigue people 

to develop a way to share messages that, only the person that sent and the person that 

received, be able to read its content. 

Cryptography is also referred as secret writing. We use this term when we mean the 

transformation of messages using the mechanism of symmetric and asymmetric keys. 

 

3.1.2 Symmetric and asymmetric keys 

Symmetric keys and asymmetric keys serve the same purpose but in different ways. 

Starting with symmetric keys, they use the same key to encrypt and decrypt a message, 

making this a more secure and fast way. In the other hand, asymmetric keys use a 
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different key to encrypt and decrypt a message. In this case, as there are two different 

keys, the one used to encrypt is a public key and to decrypt. Another difference between 

this to encryption methods are that asymmetric algorithms are much slower than sym-

metric ones and it’s not very effective to use them unless we have a big amount of data. 

As they are sometimes used together some experts call it hybrid encryption [6].  

 

4 Cypher concept 

When we talk about cryptography, a word that we hear a lot is cypher, but what is 

cypher? Cypher is an algorithm that is used to encrypt and decrypt messages to create 

a secret writing. There are different types of cyphers but what is common between most 

of them, is their ability to numbers or symbols for letters which is needed a key to 

decipher. 

 

4.1 Plaintext 

Plaintext is the input of a message, that is, the way that when you read a message it 

makes sense. This algorithm makes plaintext being transformed in ciphertext. The pro-

cess is algo called encrypt and decrypt. 

 

4.2 Ciphertext 

Ciphertext is the transformation of the plaintext, which is, the transformation of the 

original message into an encrypted message. Ciphertext can’t be read until it’s con-

verted back into plaintext, or in other words, being decrypted. 

4.3 Substitution Cypher 

The substitution cypher is a pre-defined system that are deciphered by inverse substi-

tution. There are some types of cypher substitution such as: 

 

• Simple substitution- Each letter is filtered one by one. 

• Polygraphy replacement- Filtering is made from a group of letters. 

• Monoalphabetic- Uses a single fixed substitution in the entire message. 

• Polyalphabetic- Uses more than 

 

 

Example of plaintext being transformed into ciphertext through substitution cypher: 

 

Plaintext: GRAY FOX HAS ARRIVED 

Ciphertext: UKQN YGB IQL QKKOCT 
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4.4 Transposition Cipher 

Transposition Cipher proceeds to change the letter of the text to be ciphered to another 

letter. An example of this is columnar transposition where each character is written 

horizontally with specified alphabet width. 

The following image shows an example of a transposition cipher where the message 

is written out in rows of a pre-defined length. The example is the word HACK (length 

4). 

The alphabetical order in this case will be “3 1 2 4” and in the end the message is 

read off in columns. 

 

 

 

 

Fig.3- Example of encryption of the word “HACK” through transposition cipher 

 

 

The final text after encryption will be: “e  kefGsrekoe_” 

 

4.5 Caesar’s Cipher 

Is one of the most used ciphers but is simple as well. It consists in choose a letter of the 

common alphabet and replace that same letter by its corresponding three places ahead, 

and that’s it [7]. 

For example, the letter R is replaced by the letter Q, the letter D is A is replaced by 

the letter D, etc. 
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Fig.2- Example of Caesar’s Cipher with a shift of three. 

 

Although it’s predefined as a shift of three it can also shift an integer between 0 to 25. 

4.6 Vigenère Cipher 

This cipher is based on Caesar’s Cipher because it’s based on the letters of the regular 

alphabet just as Caesar’s Cipher. This works as the following explanation: If the number 

of characters in the key is lower than the number of characters of the message, the key 

will be repeated until both have the same number of characters. 

Example:  

 

Plaintext: attackatdawn 

Keyword: LEMON ➔LEMONLEMONLE (after the length is equal) 

Ciphertext: LXFOPVEFRNHR 

4.7 The Vermam Cipher 

The Vermam Cipher uses the Boolean system “XOR” (represented by “⊕”) to cypher 

and decipher, and it’s much stronger when used in numbers. 

 

 

A B A ⊕ B 

1 0 0 

0 1 1 

1 0 1 

1 1 0 

 

Fig.4- Table referring to the Vermam Cipher 
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Example of Vermam Cipher: 

 

Plaintext: Hi!       1001000 1101001 0100001 

Key: 0l;@   XOR 0110000 1101100 0111011 1000000 

Ciphertext:             1111000 0000101 0011010 1000000 

 

Only the symmetric key can decrypt the example. 

5 Encryption Algorithms 

5.1 Data Encryption Standard (DES) 

Data Encryption Standard is an Algorithm that encrypts and decrypts data in 64-bit 

blocks using a key of 56 bit. Data encryption standard uses plaintext and ciphertext with 

both using inputs and outputs of 64-bit blocks, always operating in equal size. 

 

 

 

 

 

. 

 

 

 

 

 

  

 

Fig.5- DES Encryption Process [8]. 

5.2 Triple Data Encryption Standard (TDES) 

Triple Data Encryption Standard is a successor of Data Encryption Standard. It’s also 

a symmetric encryption which applies the same algorithm as Data Encryption Standard 

but doing it three times each data block. This method is using to encrypt passwords and 

pins. 
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Fig.6- 3DES Encryption Process Block Diagram [9]. 

 

5.3 Advanced Encryption Standard (AES) 

This is an algorithm that uses a 128-bit form, a 192-bit form and a 256bit-form for the 

most challenging encryption purposes. 

This algorithm is known for his ability to block every attack except the attacks using 

brute force. 

 

5.4 Blowfish 

Blowfish is also an algorithm made to replace DES. This tool can break the message 

that is being sent into 64-bit blocks and encrypts each of them individually. It’s used 

most for secure passwords and payments duo his speed and flexibility. 

 

5.5 Twofish 

Twofish is blowfish’s successor that deciphers 128-bit data blocks and encrypts it in 16 

rounds not depending on key size. It’s known for his speed in software and hardware 

environments. 
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5.6 Rivest-Shamir-Adleman (RSA) 

This is a slow asymmetric encryption algorithm that factorizes the product of two large 

prime numbers and the only way to decode the message in a successful way is having 

the knowledge of these two numbers. 

 

5.7 Tiny Encryption Algorithm (TEA) 

This is a simple, safe and effective algorithm that works using a 64-bit block that di-

vides in two 32bit-blocks and uses a 128 bit-block key that divides itself in four smaller 

32bits-key that is used in each one of four sub cycles [10]. 

 

 

 

Fig.7- TEA Encryption Function 

 

6 Simulation Analysis  

“For encryption, the best solution is to combine public- and secret-key systems in 

order to get both the security advantages of public-key systems and the speed ad-

vantages of secret-key systems” [11]. The next table will show how much faster blow-

fish algorithm to encrypt when all the algorithms (DES, 3DES, AES, Blowfish) with 

different text file sizes. 
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Table 1- Comparative Encryption times (in ms) of various algorithms with different packet size 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.8- Encryption time of each Algorithm (in ms) 

 

 

After analyzing both the table and the figure we can conclude that the algorithm with 

the fastest Encryption time is blowfish by far and the slowest one is 3DES with DES 

not far behind. We can see that in the beginning with the lighter files DES Encryption 

was faster than Blowfish but over 780kb the blowfish became faster. For last, the aver-

age time is much lower on blowfish algorithm than on AES, DES and 3DES.  
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 Table 2- Comparative Decryption times (in ms) of various algorithms with different packet 

size 

 

From this table we can easily see that Blowfish is a better option to decrypt than the 

other algorithms. We can also tell that AES is faster than 3DES and DES, and even 

though 3DES is a successor of DES it is still slower than it [12]. 

The values of the AES, 3DES and DES decryption time is similar, but once again 

blowfish is much lower than the others. We can see that from the beginning blowfish 

“leads” from the beginning the timer, making it faster and more efficient. AES starts 

with the most time to decrypt but over 899kb it is equal to 3DES but slower than DES. 

When we get to the 5345.28kb, AES surpasses 3DES and DES, making it the second 

one with the lowest time to decrypt, so we conclude that decryption process is a little 

influenced by size. 

7 Conclusion 

This paper above presented is a Comparative Study of Different Data Encryption and 

Decryption Techniques. For this to happen it was explained first what cryptography 

was and how was this concept important for this study. It was studied how these meth-

ods work and how can they be useful to a society that is more and more dependent of 

the internet and online services. It was shown how their algorithms operate and their 

performance. The algorithms that were compared are AES, 3DES, Blowfish and DES 

and it was concluded that Blowfish is the most effective algorithm in terms of perfor-

mance and sometimes is the most needed to serve a certain job. In the other hand, 3DES 

was shown as the least effective one, taking more time than the other to encrypt and 

decrypt. The speed and power of this symmetric algorithm is amazing. On the other 

hand, on the asymmetric side, RSA is the most used on online network duo his speed 

and security. The goal is to find an algorithm that is secure, fast and effective. 
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Abstract. When developing software, it is important to develop secure 

software before deploying and most of the time developers inject vulnerable 

code into the software without realizing it. It is very hard to have perfectly se-

cure software, but it is possible to minimize most of the risks and vulnerabili-

ties. For instance, a hacking attack on a company’s information system for ex-

ample can generate a lot of expenses and problems like leaking or losing mean-

ingful data, reports, and sensitive client information.  

Over the years, technology has been increasing its presence all around the 

world and now we use the software in almost every place like hospitals, local 

shops, supermarkets, in the industry, and many more. So ethical hackers use a 

variety of tools and techniques to simulate a hacking attack to try to find risks 

and vulnerabilities and minimize them if they find any to protect the software so 

that a company or user can use it safely.  

In this paper, we are going to discuss what is ethical hacking, who is an ethi-

cal hacker, the tools, and the techniques ethical hackers use, and how they can 

interact with the software development life cycle.  

Keywords: Ethical Hacking, Software Development, SDLC, Software Security, 

Software Vulnerabilities, Mobile Applications, Web Application, Embedded 

System 

1 Introduction 

 Developing software is not the easiest task and takes a lot of resources like devel-

opers, managers, designers, analysts, hardware, money, and time. The most difficult 

resources to manage to develop a secure software are time and money because the 

longer it takes to develop the software the more expensive it gets and customers most 

of the time try pay the minimum possible which sometimes takes the time of the soft-

ware testing because developers are more focused on implementing all the require-

ments that when it comes to testing phase there isn’t not too much time to make all 

the tests. Einstein once said “A clever person solves problems. A wise person avoids 

it” and when it comes to software security, we should avoid all possible vulnerabili-

ties during the development because after the deployment it will be more expensive 

and could also lead to some serious problems, for instance hacking an embedded sys-
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tem such as aircraft can be used as an act of terrorism by taking it down and conse-

quently arm people. 

The remainder of this paper is organized as follows: Section 1 “Software develop-

ment” is talked about what are processes of software development and is life cycle, 

the risks associated with not developing a secure software now a days and costs of 

data breaching. 

 In section 3 “Ethical Hacking” is addressed what is ethical hacking, who is an eth-

ical hacker, tools and techniques used in the ethical hacking phases and importance of 

ethical hacking in mobile applications, web applications and embedded software. 

2 Software development 

Software Development refers to a set of computer science activities dedicated to the 

process of creating, designing, deploying, and supporting software. Development 

involves the tools, methodologies, and processes necessary to create software, it also 

concerns the code and algorithms that physicists, device fabricators, service scientists, 

chemists, and hardware makers need to write in the course of doing their work. Soft-

ware development also involves the activities of skilled individuals who develop pro-

ject-specific software code even though they themselves are not primarily software 

developers [6].  

All software projects go through the phases of requirements gathering, business 

analysis, system design, implementation, and quality assurance testing.  

 

 

Fig. 1. Software development life cycle [2] 
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2.1 The risks of developing a non-secure software now a days 

We live in a digital era where we use software almost all day from the simplest appli-

cations like online shopping, social media, listening to an audiobook or music through 

most complex ones like hospital systems, organization portals, business process man-

agement tools or software to control devices or even industries machine. These soft-

ware or applications capture and generate a lot of data and most people need this criti-

cal data available and secure for their day-to-day activities or jobs. 

The total amount of data created, captured, copied, and consumed globally in-

creased rapidly over the years reaching 64.2 zettabytes in 2020. Over the next five 

years up to 2025, global data creation is projected to grow to more than 180 zettabytes 

[4].  

  

 

Fig. 2. Volume of data/information created, captured, copied, and consumed worldwide from 

2010 to 2025 

As we can see in the figure 2, with the amount of data increasing every year the ne-

cessity of securing and maintaining the integrity of this data is increasing and below 

in figure 3 is a report of the data breach cost in euros during the years of 2014 – 2019. 
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Fig. 3.  Cost of a data breach report [1] 

A malware, or malicious software, is any piece of software that was written with the 

intent of doing harm to data, devices, or to people. Types of malwares include com-

puter viruses, trojans, spyware, ransomware, adware, worms, file-less malware, or 

hybrid attacks. Recent malware attacks have become more sophisticated with the 

advent of machine learning and targeted spear-phishing emails [1]. 

 

Fig. 4.    Total malware infection growth rate in millions 

 

 

Some vulnerabilities can come from a bad database design, weak implementation 

(both frontend and backend) and weak testing.  

The testing phase is very important and should always be scheduled so he goes as 

planned that is why is very important to develop a testing report where all the tests 
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that are going to be applied to the software should be documented. Is also a good idea 

to have a maintenance plan report, in this report it should be documented how the 

software will be maintained and things to do if something happened for instance if an 

hacker gained access to system it should be documented what the organization should 

do to minimize the impact or solve this particular issue or any other possible issues. 

3 Ethical hacking 

Is an authorized attempt to do penetration testing on a company’s system before the 

attempt is written a contract where the company specifies what the ethical hacker can 

attempt to hack, and the ethical hacker should not try to hack any component outside 

the ones specified in the contract. 

Who is an ethical hacker? 

The EC-Council, the leading cyber security professional certification organization, 

defines an ethical hacker as “an individual who is usually employed with an organiza-

tion and who can be trusted to undertake an attempt to penetrate networks and/or 

computer systems using the same methods and techniques as a malicious hacker.” 

Sometimes ethical hackers come from the “dark side” after repaying their debt to 

society, but you can also learn ethical hacking skills in a classroom setting and be-

come certified [8].  

3.1 Ethical hacking phases and tools 

 Are the phases and tools an ethical hacker can follow to perform the hacking attack. 

They are like the hacking phases the only difference is that an ethical hacker after 

performing the attack it should analyze the test result and produce to the organization 

an improvement plan to minimize the risks if they exist. It is not required to sequen-

tially follow these phases.  

In this phase it will be shown the tools and techniques that are used in each phase 

of the hacking attack and how to avoid some of these attacks. 

There are two most known operating system hackers or ethical hackers tend to use: 

Kali Linux – is a Linux distribution for ethical hackers, hackers and computer fo-

rensics that comes with a pre-installed with an arsenal of hacking tools and has some 

fantastic features like full customization of kali ISOs which means it can be customi-

zable to a person needs, usb live boot, kali undercover which changes the look of the 

environment to a Windows10 desktop environment, and many more [9]. 

Parrot OS – is another famous operating system when it comes to cybersecurity 

and computer forensics, it is secure, lightweight, free and open source and comes pre-

installed with some IDE’s and Compilers which helps IT teams of all sizes develop 

software and perform security-related tasks such as computer forensics, penetration 

testing, cryptography, hacking or reverse engineering [10]. 

Reconnaissance. According to the book “Ethical Hacking and Countermeasures” it’s 

the phase where the hacker gathers as much information as possible about the target 
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or system and carefully plans the attack. Part of this reconnaissance may involve so-

cial engineering. A social engineer is a person who convinces people to reveal infor-

mation such as unlisted phone numbers, passwords, and other sensitive information. 

Another technique is Dumpster Diving. Dumpster diving is, simply enough, looking 

through an organization’s trash for any discarded sensitive information.  

When an attacker is using passive reconnaissance techniques, he or she does not in-

teract with the system directly. Instead, the attacker relies on publicly available in-

formation, social engineering, and even dumpster diving as a means of gathering in-

formation.  

 Active reconnaissance techniques, on the other hand, involve direct interactions 

with the target system by using tools to detect open ports, accessible hosts, router 

locations, network mapping, details of operating systems, and applications. Active 

reconnaissance is usually employed when the attacker discerns that there is a low 

probability that these reconnaissance activities will be detected [3].  

Social engineering can be avoided by implementing good security policies describing 

how to act correctly with the organizations resources or data and regularly perform 

information systems audit. 

Some tools used during this phase: 

• Network Mapper (Nmap): free and open-source tool used for discovering available 

network hosts, what applications and the operating system they are running.  

• Whois lookup: Contains personal information of the domain owners, the database 

is maintained by Regional Internet Registries. Can be used to get domain name de-

tails, contact details of the domain owner and domain name servers. 

Scanning. Here the hacker/attacker uses gathered information in the reconnaissance 

phase to identify specific vulnerabilities, this phase can be considered a logical exten-

sion of an active reconnaissance. Often the reconnaissance and scanning phases over-

lap, and it is not always possible to separate the two [3]. 

The tools listed below can search for thousands of vulnerabilities and most of them 

verify web apps, databases, some of them verify networks and servers. They should 

be used during the development of the software and after the deployment so the vul-

nerabilities can be minimized if they exit. 

 

Table 1. Scanning tools 

Tool Short description 

Metasploit One of the most famous and powerful vulnerabilities tools it 

is open source which means it can be customized. Metasploit 

contains a lot of tools that can help the ethical hacker exe-

cute attacks and evade detection 

Netsparker Paid web application capable of delivering auto verification 

of vulnerabilities in web applications or integrating security 

testing into the entire SDLC of the web app and creating a 

scan report summary 
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W3AF Free and open source also known as Web Application At-

tack Framework. It´s a user-friendly app that can secure web 

apps by finding and exploiting vulnerabilities. 

 

Nikto2 An open-source web application that focuses on web appli-

cations security and is capable of scanning web servers 

Acunetix Paid web application comes with many functionalities, ca-

pable of finding web applications and network vulnerabili-

ties 

OpenVas Powerful tool, suitable for the organization. Can find vulner-

abilities in databases, operating systems, networks, and vir-

tual machines. 

Gaining Access. In this phase the hacker will use the information he knows about the 

system to attempt to gain access. If the system doesn’t have a robust implementation 

hackers can cause some damage to system just by trying to penetrate it. Knowing the 

system, you’re penetrating makes it easier to for hackers to hack, that’s why is im-

portant have a secure implementation in the software. 

For instance, external denial-of-service attacks can either exhaust resources or stop 

services from running on the target system. Service can be stopped by ending pro-

cesses, using a logic bomb or time bomb, or even reconfiguring and crashing the sys-

tem. Resources can be exhausted locally by filling up outgoing communication links.  

Attackers use a technique called spoofing to exploit the system by pretending to be 

a legitimate user or different systems. They can use this technique to send a data 

packet containing a bug to the target system to exploit a vulnerability. Packet flooding 

may be used to remotely stop the availability of essential services. Smurf attacks at-

tempt to cause users on a network to flood each other with data, making it appear as if 

everyone is attacking each other, and leaving the hacker anonymous [3]. 

Hackers sometimes get into an organization system by the organization employee, 

they can send a phishing email or crack the password and get into the system, to crack 

the password they can use join brute force attack with social engineering, trojan, spy-

ware keyloggers and maybe man in the middle. 

Maintaining Access. After gaining access the ethical hacker should work to try to 

keep the access, he can keep a low profile and keep exploring the current system or 

attack other systems. 

Attackers, who choose to remain undetected, remove evidence of their entry and 

install a backdoor or a Trojan to gain repeat access. They can also install rootkits at 

the kernel level to gain full administrator access to the target computer. Rootkits gain 

access at the operating system level, while a Trojan horse gains access at the applica-

tion level [3].  

Trojans can be avoided by automatically updating the operating system and the an-

tivirus, the applications should also be updated to avoid security flaws, avoid suspi-

cious sites and emails, and use complex passwords. 
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 Rootkits can be avoided by scanning the system, updating, and avoiding suspi-

cious links. 

Covering or clearing tracks. For obvious reasons, such as avoiding legal trouble and 

maintaining access, attackers will usually attempt to erase all evidence of their ac-

tions. Trojans such as ps or netcat are often used to erase the attacker’s activities from 

the system’s log files. Once the Trojans are in place, the attacker has likely gained 

total control of the system. By executing a script in a Trojan or rootkit, a variety of 

critical files are replaced with new versions, hiding the attacker in seconds. Types of 

Hacker Attacks 1-9 Other techniques include steganography and tunneling. Steganog-

raphy is the process of hiding data in other data, for instance image and sound files. 

Tunneling takes advantage of the transmission protocol by carrying one protocol over 

another [3].  

3.2 The importance of ethical hacking in web applications  

When it comes to application software web applications are the ones who suffer most 

hacking abuse since they can be accessed by everyone at any time and place so is 

important to conduct security testing during the testing phase of the SDLC and after 

the application deployment. To minimize the probability of successful attacks, soft-

ware engineering teams must apply the effort necessary to introduce adequate security 

precautions. Achieving this goal is only possible by using various techniques and 

tools to ensure security in all phases of the software product’s development life cycle 

[12]. The automated testing such as OWASP ZAP and Nikto tool is used to detect 

weaknesses in network infrastructure and web application [11]. 

The two most common risks in the Web environment, injection—namely SQL in-

jection, which lets attackers alter SQL queries sent to a database—and cross-site 

scripting (XSS), are also two of the most dangerous (www.owasp.org/ in-

dex/Category:OWASP_Top_Ten_Project)[12]. 

SQL Injection is a database attack and a manifestation of the existence of flaws in 

WEB application programs. The mechanism of attack is to insert the user data into the 

actual database manipulation language by using the peripheral interface of some data-

base. In this way, the goal of invading the database and even the operating system can 

be realized [5].   
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Fig. 5. Procedure of SQL Injection 

Cross-Site Scripting also known by XSS attack is the topmost vulnerability found in 

the today’s web applications which to be a plague for the modern web applications. 

XSS attacks permit an attacker to execute the malicious scripts on the victim’s web 

browser resulting in various side-effects such as data compromise, stealing of cookies, 

passwords, credit card numbers etc. We have also discussed a high level of taxonomy 

of XSS attacks and detailed incidences of these attacks on web applications [7]. 

 

3.3 The importance of ethical hacking in mobile applications  

Over the years mobile devices have become more indispensable and is presence has 

been increasing over these past years. Now a days we use and store a lot of sensible 

information in these devices so the necessity of having a secure application that stores 

these information or data has also increased.  

The most important threats to enter phones start with malware or Trojans, these 

malicious programs hide inside good programs, stealing information and running 

automatically to other devices [14] [15].  

Table 2. Security Threats in mobile applications [16] 

Security threats Explanation 

Malware Threats installed on the terminal for 

malicious behavior 

Spam Threats used to distribute advertisements 

and malware that can be sent to an 

unspecified number of people 

Application 

vulnerability 

Threats that perform malicious actions 

such as elevation of privileges by using 

the vulnerability of the developed appli-

cation 

Personal information 

extrusion 

Threat of personal information leakage 

due to user carelessness when develop-

ing installed applications 

Authentication bypass Threats that randomly bypass or steal 

authentication for applications that re-

quire authentication 

DoS Threats that make the service provided 

by the application unusable 
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3.4 The use of ethical hacking in the development of embedded software 

Is a developed software that grounds on devices like blood pressure monitors, gam-

ming microcontrollers, aircrafts, cooking machines and many other devices that have 

custom hardware to perform specific functions. 

Some incidents: 

─ Computer security researcher Chris Roberts was arrested on suspicion of having 

hacked into a United Boeing 737 during an April 2015 flight from Denver, Col-

orado, to Syracuse, New York [18] [19]. 

─ In July 2015, two researchers demonstrated how to take over a Jeep Cherokee 

using the car's telematics system, shutting off the engine and disabling the 

brakes while a journalist drove the car [18] [20]. 

─ In September 2015, Volkswagen admitted to installing software that defeated 

the emissions control system during testing on as many as 11 million diesel cars 

going back to 2009 [18] [21]. 

─ In 2018, ethical hackers found Meltdown and Spectre hardware vulnerabilities 

that affect all Intel x86 and some AMD processors. Both vulnerabilities mess up 

isolation between user applications, giving applications access to sensitive data 

and expanding the attack surface. Both Linux and Windows developers have is-

sued patches for their operating systems that partially protect devices from 

Meltdown and Spectre. However, lots of devices (especially old ones) running 

on vulnerable processors are still unprotected [22]. 

Vulnerability in embedded software can give hacker the opportunity of gaining 

sensible data, cause physical damage to the device hacked or even arm humans. Since 

they are expensive and valuable machines is important to ensure their security. Yet 

implementing security measures in embedded systems is connected with numerous 

challenges like power limitation, development expertise, network connectivity and 

poor access control, physical exposure [22]. 

Counter measures. Some counter measures could be considered to make sure all the 

vulnerabilities associated with the embedded system software is minimized. 

The follow counter measures could help achieving a secure software: 

•  Conducting end to end threat analysis: The security of an embedded device can be 

improved by starting with identifying the potential threats. These threats must be 

evaluated in the context of the device manufacturer, operators (if the device is pro-

visioned in such a way, and end users, including their usage). The attacks can be 

done in terms of wired Ethernet connection with the device used for communica-

tion, and common services such as web (HTTP). A complete product life cycle 

analysis needs to be performed [23]. 

• Select an Appropriate Run-Time Platform: - Restricting use of common platform 

govt should ensure that organizations should select an appropriate commercial run-

time platform for an embedded system and make it mandatory for use. Implement-

ing a system with components that have COTS security can increase the security 

and reduce the cost of development of the overall platform [23]. 
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• Software design and implementations: It is important to write secure code so that 

the risks are of being attacked are minimized during the SDLC, is also a good idea 

to have a robust software architecture because he can make the software harder to 

hack and even minimize the hacking impact.  

•  Secure the Applications: - Same as the products should be tested first the applica-

tion should also be tested first. Standards should be made and tested and then only 

permit the apps to get launch [23] 

• Design and test for security: Security vulnerabilities are a class of software re-

quirement deficiencies in design or implementation and earlier they are caught in 

the product development life cycle, the less costly it is to fix them and harden a 

system against attack. Security testing must involve defining the boundaries of a 

system and determining methods of exploiting weak defenses along these bounda-

ries [23]. 

4 Conclusion 

Is important to ensure the software is secure before deploying to the customers so it is 

crucial to conduct ethical hacking tests during the testing phase and before the de-

ployment or production phase of SDLC. When it comes to developing a secure soft-

ware is important to plan and schedule the software testing phase because if they 

manage to find vulnerabilities in this phase it will be less expensive correcting them 

now then correcting them during or after the production phase and consequently being 

vulnerable of a hacking attack like data breach and possibly generated even more 

expenses. It is a goal not only for developers but also for the customers to be confi-

dent that the software is less vulnerable to hacking and, in this paper, it is not only 

discussed the hacking phases the tools and techniques hackers used in these phases, 

but also particular security problems related to web application, mobile application 

and embedded system software security, the most common vulnerabilities associated 

and what are the risks of consequences if someone exploit them and what are 

measures avoid them.    
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Abstract. Nowadays developed software can never guarantee to be fully secure 

against all the type of threats. To help with this task we have ethical hackers who 

are individuals that are responsible for using different tools and techniques to test 

the developed software, basically they incorporate the role of bad hackers forcing 

all the secure parameters of the software but besides of the bad hackers, when 

they pass through the security firewalls. They don’t use the information that they 

got for something illegal, they just do a document with all the security breaches 

that the software has and deliver it to the CEO or a superior of the company that 

they work for. Therefore, the company just tries to find solutions for those 

breaches. 

It’s because of this that Ethical Hacking is extremely important for software 

development, but not just for the company, also for the user’s safety (eg. personal 

data) so investing more in this sector of software development is a must for In-

ternet and Software security around the world. 

This research work aims to discuss about several techniques and tools in-

volved in ethical hacking, known attacks and the respective solutions to avoid 

them on software development security. 

Keywords: Hacking, Ethical Hacking, Penetration Testing, Software Security, 

Software Testing, Software Development, Vulnerability Analysis. 

 

1 Introduction 

Millions and millions of euros are lost through mistakes during the Software develop-

ment process [1]. One of the most expensive mistakes are on the security area of the 

software (e.g., when the programmers leave security breaches without even knowing 

it). In case that some company it’s hacked besides the economic expense the most cru-

cial problem are the user and company data leaked through the hacking operation be-

cause these types of data it´s one of the most valuable for illegal purposes. 

To avoid these million-dollar expenses, nowadays, companies contract ethical hack-

ers. How are these individuals? Are people that have skill and knowledge to search and 

find security breaches on software with many tools and methods. 
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 In this digital life dependency having our information secure and in “good hands” 

it’s crucial. With the result of that we depend on a lot of the ethical hackers and the 

security of the software that we use in our daily routine. 

 

On this paper it will be explained: 

In section 2 “Ethical Hacking” it will be explained what ethical hacking is and who are 

ethical hackers, the different types of ethical hacking, the phases of ethical hacking and 

what procedures ethical hackers follow, tools and techniques used by an Ethical Hacker 

In section 3 we will analyze Software Development life Cycle and The Secure Software 

Development Life Cycle, the differences between each other and the advantages of the 

Secure Software Development Life Cycle. 

In section 4 it will be a conclusion based on the research. 

2 Ethical Hacking 

When we hear the word “hacking” we associate with illegal things. 

In other words, when we see a photo of someone with a hoodie and a mask the ste-

reotypical image that comes to our minds it’s “Anonymous”. 

In the end, nothing it’s like we think, “hacking” can be on a phrase with a good 

intention and a random guy with a hoodie and a mask don’t exactly as to be a hacker or 

anonymous. 

What is ethical hacking? Ethical hacking it’s a penetration testing or pen testing. 

The responsible of these penetration tests are called ethical hackers, people with 

skills and who enjoy a lot learning the details of computer systems and explore their 

max capabilities.[1][2] 

What is the difference between an ethical hacker and a hacker? It’s simple, ethical 

hackers have an attacker’s mind but with the intention to help, doing it because they are 

paid for but in the end the share the security breaches that they found in the respective 

company that they work for. Bad hackers have the evilest intentions while they are 

doing an attack, most of the bad hackers do it for money but the difference between this 

and the ethical hackers it’s that the final propose it’s with a bad intent, some for being 

recognized as “heroes”.[1] 

2.1 Types of ethical hacking 

Organizations need to be up to date against every type of hacking attacks because the 

security that they have can already be outperformed by new hackers’ attacks attempts 

consequently we can use ethical hacking on different situations but let’s focus these 

assessments: 

• Infrastructure/Employee 

• Application 

• Physical Entry 

• Stolen Laptop 
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These assessments could entirely compromise one company, due to the financial costs 

of the breaches, the leaked information, compromise national security, that’s why, once 

again, ethical hacking should be a must for every company in the software development 

area. 

 

Infrastructure.  

 

Nowadays this is probably the most dangerous breach that we can have on a com-

pany, different policy’s have been introduced to prevent attacks by this breach but de-

pends a lot of the company employees.  

So, the way that the organization’s prevent these attacks are by using a VPN, making 

a lot of safety policy’s to be followed by employees, improving some critical Web Por-

tals safety, … [3] 

Ethical Hacking can be useful here by testing employees with Social Engineering 

and phishing emails to get company information for e.g., and if hackers gain some in-

formation by this way, companies can see how far hackers could go with that type of 

information preventing their following steps by increasing delicate points security. 

With this, they can be ahead of hackers ideas and prevent future damages to the com-

pany not needing to depend on their employees. 

Application.  

 

Performing networked-based testing to simulate hackers’ behavior on our Web Ap-

plications and mobile apps it’s another way of improving future damages and losses. 

It will be helpful ethical hacking this area to test the resilience of the customer portal 

against unauthorized access or malicious behavior of a valid customer. [3] 

2.2 Ethical Hacking Phases 

 

Like one recipe, Ethical Hacking must follow some steps which are: Reconnaissance 

where the hacker tries to gain information about the target (footprint). 

Scanning it’s the phase that the hacker use the information of the last step to search 

vulnerabilities.  

Gaining Access where with a list of vulnerabilities the hacker will attack the weak spots. 

On Maintaining Access/Zombie System the hacker tries to keep the control of the vic-

tim. 

 The last step will be Evidence Removal that consists in cleaning the proves that the 

left when attacked. 

Reconnaissance.  
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On this initial step hackers try to gain information of the target, this “information 

gathering” or “footprint” can be done without knowledge at all from the individual, but 

it will require much more effort from the hacker to fill all the information gaps, but it 

can be easily gained too. 

There are to types of reconnaissance, active and passive, on the passive the hacker 

doesn’t attack the system or the company network, depends a lot of Social Engineering 

methods on the target just by searching him on internet or physically getting infor-

mation (e.g., picking up some target trash that could have vital information), active 

hacking it’s only done when we have information of the target, it’s unsafe for the hacker 

because he can be easily caught, the hacker enters on the company’s network to dis-

cover individual hosts, network services, and Ip addresses, operating system, etc... 

 The information gained on this step will be useful on the following step. 

 

Fig. 1. Footprint main information’s 

Scanning.  

 

Using the information that they get on reconnaissance the hackers now will look at 

that more deeply trying to find vulnerabilities so they can access the system. 

Tools like dialers, port scanners, network mappers, sweepers, and vulnerability scan-

ners are used in the scanning phase to scan data and records. 

Ethical hacking uses three different methodologies: 

• Vulnerability Scanning (find targets vulnerabilities and weak points using Netspar-

ker, Nmap, etc…) 

• Port Scanning (opening TCP and UDP ports with port scanners and dialers, finding 

open doors to access organization’s system) 

• Network Scanning ( find and locates every device connected to the organization net-

work, find ways to exploit the company network) 
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Gaining Access.  

 

Ethical Hackers will try everything they can, to access the system on an unauthorized 

way. Every tool and methods will be used to gain access and enter the system, the sys-

tem can be protected with a firewall and passwords that will slow down the time that a 

hacker can hack the system. 

When succeed, they will be able to exploit the system with malware, steal and leak 

some sensitive information, infect the system with ransomware. Nowadays the tools 

that are the most used to do this it’s Metasploit. 

 

Maintaining Access / Zombie System.  

 

After having the access ethical hackers will not give that up, so on this step, they 

will have to maintain the access. Maintaining it will need to launch DDos Attacks, ex-

ploit the system, use Trojan tools, steal the entire database, … 

To avoid the system from being exploited, ethical hackers and penetration testers 

can scan throw the entire company infrastructure to see if it has any malicious activities. 

 

Evidence Removal.  

 

To not get caught the hacker must destroy every evidences and traces of hacking that  

he did by deleting logs or registry values, uninstalling folders and applications to ensure 

that everything it’s on their original state. 

Ethical hackers can erase their tracks: 

• Using reverse HTTP Shells 

• Erase the digital footprint deleting the cache and history 

• Using Internet Control Message Protocol Tunnels 

2.3 Tools and Techniques of an Ethical Hacker 

 

Ethical Hackers to do their job use different techniques and tools, these can be used 

during the SDLC (Software Development Life Cycle).  

Table 1. Ethical Hacking techniques 

Attacks Description 

Phishing 

Consist on spam emails and bogus web-

sites. To avoid this the company, need to 

have an anti-phishing detector. 
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Malware  

We have different types of malware, to 

avoid them we need to have some pro-

gram to detect it, dodging future damage. 

.  

SQL Injection 

It’s one technique that the main focus it 

will be the application’s database. To 

avoid this the input never should be used 

directly on the application code. 

Session Hijacking 

Technique that makes hackers steal our 

session on the Web Application. To pre-

vent this, we can use secure HTTP or SSL 

between the application server and the 

user’s browser.[10] 

 

 

 

Table 2. Ethical Hacking Tools 

Tool Description 

Metasploit [11] 
Discover vulnerabilities and execute ex-

ploits. Enumerate and scan the networks 

and hosts remotely. 

Nmap [12] This tool finds vulnerabilities a network 

and do a network mapping. 

 

Nikto [13] Scan servers and perform scan tests. 

 

 

 

Wapiti [14] 

 

Finds security flaws in web application 

 

 

Burpsuite [15] 

 

It works by intercepting proxy traffic and 

scanning web applications.  

.  
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The operating system that Ethical Hackers use more it’s Kali Linux [9], because 

there are 600 pre-installed penetration testing tools. Besides Kali Linux they use also: 

Parrot OS (tools such TOR and Onion share, lightweight dedicated CDN’s), Fedora 

Security Lab (Security forensics, system rescue and education on security testing meth-

ods) , Dracos Linux (has three main directories attack, defense, forensics), Arch Strike 

( penetration testing, free open-source tools for investigation) 

 

3 SDLC (Software Development Life Cycle) 

The SDLC it’s a process of developing, implementing, and retiring information systems 

through a multistep model: Requirement analysis, planning, architectural design, cod-

ing, testing and deployment. 

It aims to aid developers and other project staff to create a system that meets all 

technical and user requirements as well as exceeds customer expectations.[16] 

 

On Requirements analysis makes a document that have the expected behavior for 

the app or software to be developed. 

The Planning step it’s where the team of programmers, etc.., plan software develop-

ment calendar. 

On Architectural Design the team develops the design for the programmers start de-

veloping that on the coding step. 

The coding phase it’s when the application starts to gain form till the result. 

On Testing phase, when the app development it’s finished, it is tested for issues like 

performance, functionality, bugs, security. 

Once the application it’s tested and has a result, will be deployed in the market. 

Fig. 2. SDLC steps 
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As we can see the topic “Security” has been briefly touched on the SDLC, leaving 

us thinking that the software made it’s not secure.  

The principal issues caused by this lack of security are: The future costs to resolve 

the problems (“On average enterprises pay US$551,000 to recover from a security 

breach. SMBs spend 38K. This is direct spend required to recover from an attack.” 

[17]); The leaked information by cyberattacks, that it’s bad to the company and an crit-

ical issue to the users because this information gathered by the hackers can have sensi-

tive content (“90% of businesses admitted a security incident. Additionally, 46% of 

businesses lost sensitive data due to an internal or external security threat.” [17]); 

Fig. 3. Frequency of the three worst (chosen by respondents) consequences of a security breaches 

[17] 

 

The threats experienced by these security and data breaches sometimes are not revealed 

by the companies, but the ones that revealed said that malware it’s most common threat 

experienced. 

 

 

Fig. 4. Threats experienced on companies (chosen by respondents) that are consequences of a 

security breaches [17] 
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3.1 Ethical Hacking on SDLC (S-SDLC) 

S-SDLC it’s an incorporation of the Software Development Life Cycle and security, 

which means that a software development company can do a better process than the 

simple SDLC and do a S-SDLC which it’s far better on safety. This method because 

of the security complexity that have made some companies to change their security 

policy’s.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 5. Representation of a S-SDLC phases 

 

 

On the requirements phase (after the documentation prepared and approved) it’s cre-

ated the Software Requirement Specification Document or Functional Requirements. 

These documents contain details of the project such as interfaces, system inputs… The 

difference between SSDLC and SDLC on this phase it’s that here we will have security 

requirements and Risk Assessment (Strong Authentication, Asset Protection, Supply 

Chain Security, Data Usage Restriction) [18]. 

On the Design step we will ensure the security by using for e.g., Cryptosystems (En-

cryption and decryption of data) and Digital signatures. [19] 

Entering the Coding phase, we will have security improvement by doing good cod-

ing practices (Error/warning messages, Program organization, clean code) [20]. 

On the Testing we can use the Fuzzing method that gives us a way of providing 

invalid inputs to programs to find bugs in software, which can help to find and fix 

critical bugs. [21] 

Finally on the Deployment step we can use for e.g.  Server or Network Configuration 

management that can be summarized as: [22] 

• Device hardware and software inventory collection  
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• Device software management  

• Device configuration collection, backup, viewing, archiving, comparison  

• Detection of changes to configuration, hardware, or software Configuration change 

implementation to support change management~ 

 

On these phases ethical hackers are crucial and use their techniques to help on the S-

SDLC. 

 

4 Conclusion 

Technology in the wrong hands can be dangerous and that’s why hackers are 

wrongly misjudge by being only a bad thing to the society. All the news that we saw 

on TV about Ransomware on a Hospital, Companies getting hacked, etc.… are linked 

to the word hacker but not with “bad hackers” most people don’t know that we have 

hackers that have good intentions, that help them use some application with more se-

curity. These individuals with good intentions are ethical hackers who are professionals 

that use their hacking skills to improve the security of the apps that we use. Furthermore 

because of this that Ethical Hacking is extremely important for software development, 

but not just for the company, also for the users safety (eg. personal data) so investing 

more on this sector of software development is a must for Internet and Software security 

around the world. 
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Abstract. Cybercrime has become as common as the Internet itself and conse-

quently, it is considered one of the biggest threats to unaware individuals who 

might become victims. Cyberattacks have already caused considerable damage 

to a huge number of companies and small businesses but not less important, to 

people. This paper aims to further advance discussions on cyberthreats, cogni-

tive vulnerabilities and cyberpsychology through a critical reflection on the so-

cial and psychological aspects related to cybercrime. It also sights on the anal-

yses of the psychological effects an attack might have on a victim, examine the 

motivation of criminals that perpetuate such attacks and the factors and vulner-

abilities they exploit to become successful at it while educating about how these 

attacks can be prevented through prevention, detection, and investigation since 

they are not expected to fade from society anytime soon.  

 

Keywords: Cybersecurity, cybercrime, cyberattacks, social impacts, psycho-

logical impacts, motivation, cybercriminals’ profiling 

1 Introduction 

Over the last few decades, the Internet has transformed the world we live in. From 

changing businesses, education, government, healthcare to even changing the way we 

interact with our loved ones – it has become one of the key drivers to social evolution 

since everyone is somewhat dependent on computer networks and information tech-

nology solutions.  

Although the Internet removed many communication barriers that previously exist-

ed and keeps us connected to the world almost instantaneously, along with its phe-

nomenal growth, it became a place where numerous unfortunate events take place and 

where bad intended people practice criminal activity.  

To better understand the relationship between technology and crime, it is important 

to establish the understanding of cybercrime and its effect on today’s society. Cyber-

crime is a term that covers a broad scope of criminal activities by means of a comput-

er and a network. Cybercrime is referred to the act of committing a criminal act using 

cyberspace as the communication medium [1]. Computer crimes include not only 

hacking and cracking, but now also include extortion, child pornography, money 

laundering, fraud, software pirating, and corporate espionage, to name a few [2].  

Cyberattacks are described as events that attempt to compromise a system's integri-

ty, confidentiality, or availability (technical or sociotechnical). These attacks can 

range from hacking and denial-of-service (DoS) attacks to ransomware and spyware 
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infections, and they can affect anybody from the public to a country's national infra-

structure system [3]. 

Why cyberattacks flourish? Cyberattacks become more attractive and potentially 

more disastrous as our dependence on information technology increases. Cyberattacks 

are cheaper, convenient, and less risky than physical attacks [4]. Aside from a com-

puter and Internet connection, cybercriminals only require a few expenses. They are 

not bound by distance, and they are tough to perceive and prosecute due to the anon-

ymous nature of the Internet. Because cyberattacks against information technology 

are highly attractive, it is expected that the number, diversity, and sophistication of 

cyberattacks will continue to rise throughout the years [5].  

  

2 Main threats 

In the past years, we have seen a substantial increase in cyber criminality in the form 

of high-profile ransomware campaigns. Breaches leaked personal data on a massive 

scale leaving victims vulnerable to fraud. Cybercriminal’s tactics are changing as 

businesses are being targeted rather than individuals, and while phishing attacks on 

individuals are on the rise, fewer are falling victim as people have become more 

aware [6]. 

 

2.1 Social engineering 

Social engineering is a form of cybercrime that involves the use of deceit or trickery 

to persuade individuals into performing some unauthorized, unlawful, or illegal ac-

tion. It seeks to exploit and take advantage of human psychology and is arguably the 

most effective way of committing a crime against an individual [15]. Phishing attacks 

are perhaps the most well-known, in which unsuspecting users are encouraged to click 

on a faulty link, enabling hackers to install malware and consequently gain access to 

the system. In all circumstances, social engineering assaults combine social interac-

tions with technology exploitation, making it challenging for cybersecurity specialists 

in businesses and government organizations to build effective countermeasures [29]. 

 

2.2 Data breaches 

Data breaches occur when sensitive, protected, or confidential information is copied 

transmitted, viewed, stolen, or utilized by an unauthorized individual to do so. Ac-

cording to the Identity Theft Resource Center, a recognized non-profit organization 

established to support victims of identity crime, released its United States of America 

data breach findings for the third quarter of 2021. For this period of time, the number 

of data compromise victims (160 million) is higher than the first and second quarter 

of 2021 combined (121 million) [7].  

Not only data breaches, but unprotected cloud databases are to blame for the signif-

icant increase in victims. In addition, year-to-date (YTD), the overall number of 
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cyberattack-related data compromises is up 27% from 2020. Phishing and ransom-

ware remain, by far, the most common threat vectors [7]. 

 

2.3 Internet of things 

With the growing number of devices connected to the Internet, it is highly likely that 

we will see more attackers using the Internet of Things (IoT) to commit crimes. Many 

internet-connected devices sold to consumers lack basic cybersecurity provisions. 

With countless unsecured devices, vulnerabilities will continue to be exploited and 

used for activities (such as DDoS attacks) without the user’s knowledge [6]. 

 

2.4 Cloud security 

These days, small, medium, and large businesses are gradually adopting cloud ser-

vices. In other words, the world is slowly moving towards the clouds. This latest trend 

poses a huge challenge for cybersecurity, as traffic bypasses traditional points of in-

spection [8]. Only 40% of all data stored in the cloud is access secured, although most 

companies report they are concerned about encryption and security of data in the 

cloud [6]. This increased use of cloud technology to store sensitive information will 

continue to tempt cyberattackers.  

 

2.5 Crypto jacking 

Cryptocurrency has been gaining increased popularity over the last years and with its 

interest still strong, it opened an opportunity for cybercriminals to exploit. Crypto 

jacking - where an individual’s computer processing power is used to mine cryptocur-

rency without the user’s consent - will likely become a regular source of revenue for 

criminals [7]. Popular websites are expected to continue to be compromised, offering 

crypto mining malware to users, and software that, when executed in a web page, 

mines digital currency using the visitor's spare computer processing power [6]. 

 

3 The impact of cyberattacks 

According to research, people are more inclined to react to the consequences of a 

cyberattack than to the attack itself [9] [10]. One example is a cyberattack in which 

malware infects a national power plant, knocking out power to hundreds of thousands 

of people. Individuals will be more concerned about the effect of the attack, i.e., being 

without power, thus having no warmth or ability to prepare food [11]. 

There are two key areas of impact studies aim to consider and provide an overview 

about based on the current research and thinking. These are the social and psycholog-

ical (emotional and behavioral) impacts. The social impact of a cyberattack includes 

aspects such as the social disruption it causes in people's daily lives, as well as more 

widespread issues like anxiety or a lack of confidence in technology. Psychological 
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impact can include more personal aspects such as an individual’s anxiety, worry, 

anger, outrage, depression and so on [11]. 

 

3.1 Emotional reactions to cybercrime 

The psychological impacts of cyberattacks may even resemble those of traditional 

terrorism, depending on who the attackers and victims are [12]. Victims of cyber-

crime and internet attacks may experience emotional stress, which can lead to depres-

sion. There is also some evidence of Acute Stress Disorder (ASD) symptoms in vic-

tims of online attacks, such as anecdotal tales of intrusive memories, emotional numb-

ing, and upset from virtual sexual assault victims [13]. 

The emotional impact of identity theft, for example, might cause a victim to be-

come agitated and leave them feeling violated, deceived, vulnerable, angry, and pow-

erless [14]. Victimization frequently causes outrage, worry, a desire for protection 

over liberty, and a lack of interest in embracing new technology due to a loss of trust 

in cyberspace. The sufferer may go through stages of grief, anger, or rage. Victims 

may even blame themselves and develop a sense of guilt in some circumstances; sex-

tortion is a great example of this because of how it begins [15]. 

 

3.2 Learned helplessness 

According to the findings, only about one-tenth of people (9%) feel "very" safe 

online. In addition, only half of the respondents polled (51%) said they would change 

their internet behavior if they were a victim [16]. These findings show that, people 

might accept a certain situation, even if it feels unpleasant just because they cannot 

understand the reasoning and the process behind it. Following this point, one might 

argue that persons may accept cyberattacks because of a sense of ‘learned helpless-

ness’ [11]. 

Users may simply accept the risk of being victims due to a sense of learned help-

lessness and a lack of understanding about online attacks and how to settle an inci-

dent. Indirectly, the key question becomes whether people accept the reality of reper-

cussions while hoping for a low severity. 

Nowadays, where the average user is required to make many security-related deci-

sions, putting him under pressure and sometimes causing anxiety. These behaviors 

include: 

• not opening emails from a sender they do not recognize; 

• not accessing unknown attachments; 

• only downloading and running programs from trustworthy sources; 

• the use of anti-virus software and security software (e.g., firewall); 

• creating regular backups. 

 

Due to a lack of awareness about the potential consequences of making poor selec-

tions, some of these options can generate anxiety in the user. Even when individuals 

are aware of the online threats, they may not always understand them. Due to the 

public’s lack of awareness of cyberthreats and security measures, there may be a lack 

of public engagement with security issues and a general loss of trust in technology. 
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This also has been seen in the domain of information privacy in the context of new 

forms of technology, where some users now consider privacy as ‘the boring bit’ [17]. 

 

3.3 Cyberattack related variables 

A variety of cyber-specific elements, such as the attacker's identity, the target's identi-

ty, the magnitude of the assault, as well as government awareness of a cyberattack 

and the timing of disclosure of a harmful event, influence the public reaction to a 

cyberattack [11]. 

Terrorists, hacktivists, and criminals are the three main types of actors, all of whom 

are capable of initiating assaults that may be considered severe public concerns [18]. 

Criminals are less likely to expose their true identify (assuming any identity, pseudo-

nym or otherwise) in public since anonymity allows them to operate more freely [11]. 

Furthermore, the identity of the target might influence public reaction. 

4 Hacker’s profiling and motivations 

 

With scientists, practitioners, the public, and even hackers themselves debating what 

constitutes “hacking”, who qualifies as a hacker, and their motivations for committing 

such crimes, hacking has become a contested topic. The definition of hacking as well 

as its meaning, have evolved over time, influencing how hackers are portrayed [19]. 

 Hacking is the attempt, whether successful or unsuccessful, of exploiting computer 

and network vulnerabilities and consequently, to obtain unauthorized usage or access 

to a computer system [20]. 

 

4.1 Black Hat Hackers, White Hat Hackers and Grey Hat Hackers 

Originally, the term "hacker" was used to describe exceptional and radical program-

mers in the field of computer science, gifted with “innovation, style and technical 

virtuosity” [20].  

A clear difference is made within the computer security community between black 

hat hackers who exploit computer systems to cause harm or profit for themselves and 

white hat hackers who exploit computer systems to proactively uncover vulnerabili-

ties that may be patched. Black hat trolls would typically be using forms of engage-

ment that are not prescribed by the designer of the system and white hat trolls would 

be looking for ways to disable forms of non-prescribed engagement through research 

and education [21]. 

On the other hand, grey hat hackers operate in non-prescribed ways but are driven 

by a sense of public good rather than a desire to harm or earn personal advantage. 

They may see their acts as a method to show attack surfaces and put pressure on gate-

keepers to improve their systems, or as a sort of "hacktivism" that exploits a system's 

weaknesses to advance a higher-order purpose of campaigning for human rights or 

"human security" [21]. 
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Penetration testing, security research, and vulnerability disclosure may all be done 

by white hat and grey hat hackers. They might also take action by identifying negative 

actors, their motivations, and their tactics [21]. 

Furthermore, white hat and grey hat hackers may actively "troll back" or "troll the 

trolls", the black hat hackers, to counteract negative behavior. 

 

 

 

4.2 Quantifying hacker motivations 

Internal and external perpetrators have different motives and methods for accessing 

company data. External perpetrators or hackers are more skilled, organized, and inno-

vative. Therefore, the data breach type depends on the perpetrator, their intentions, 

and the source of the threat [22]. The source is important because outsider activities 

will be more dangerous than those from the inside [23]. 

Due to the difficulty to reach out to hackers, to better understand their motivations, 

the following section relies on studies previously conducted. Although most literature 

that reports upon hackers’ motivations merely explains which motivations can be 

deduced from the behaviors and interviews with hackers, these studies managed to 

shed some light on the differential importance attributed to motivations to hack and 

what vulnerabilities are being exploited to do so. 

Thycotic Software Ltd (2018) 

 

At Black Hat Conference, August 4-9, 2018, Thycotic Software Ltd conducted a sur-

vey of hackers to get their perspectives on vulnerabilities and attack vectors they find 

easiest to exploit.  

With nearly 70% of 300+ poll respondents identifying as "White Hat Hackers," the 

study reveals a sizable proportion of participants committed to helping companies and 

organizations stay safe by exposing their most reliable exploits for IT systems. How-

ever, 30% of hacker participants anonymously acknowledged to possibly breaching 

the law in their hacking activities. Only 5% of those polled classified themselves as 

pure "Black Hat Hackers," who seek to breach networks for malevolent or personal 

gain [24]. 

The survey results were quite interesting, revealing some hacker’s preferences 

when it comes to most attacked operating systems, the fastest means to get access to 

privileged accounts and the risky behaviors they exploited most often to access net-

works. 

Despite Microsoft's efforts to increase cybersecurity, half of hackers said they were 

able to easily compromise both Windows 10 and Windows 8 in the year of 2017. 

Operating systems are only as safe as the people who use them and the configurations 

they have applied. Knowing that user account breach is almost certain, businesses 

should adopt a "zero-trust" policy that emphasizes least privilege to prevent over priv-

ileged accounts that offer hackers unrestricted access [24]. 
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Fig. 1. Thycotic Black Hat 2018 Hacker Survey Report - “Which OS did you conquer 

the most in the past 12 months?” [24] 

 

 

Once an attacker gains network access they can learn more about what software is 

being used, what patches are being deployed, when vulnerability scans are run, which 

systems and accounts have privileged access and how they can avoid detection. Vul-

nerabilities in applications and operating systems continue to be a major issue, with 

nearly 20% of hackers attacking unpatched systems. Identity theft is used by 10% of 

hackers to get network access, whereas malware and stolen endpoints are used by 

fewer than 7% [24]. 

 

Fig. 2. Thycotic Black Hat 2018 Hacker Survey Report - “What’s the fastest way for you to get 

onto a network to access privileged accounts?” [24] 
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Thycotic asked hackers to reveal an organization's most serious behavior-based se-

curity vulnerabilities — the ones they use the most to gain access to networks. Hack-

ers revealed that half of their attacks discovered employees reusing passwords that 

had previously been compromised in past data breaches, allowing hackers easy access 

to the network. These findings demonstrate that employees suffer with poor password 

hygiene on a regular basis. Once hijacked, these end user accounts give hackers with 

an easy way to escalate privileges [24]. 

 

Fig. 3. Thycotic Black Hat 2018 Hacker Survey Report - “What risky behavior do 

you exploit the most?” [24] 

 

 

Woo, Kim and Dominick (2009) 

 

By analyzing the content of 462 defaced online pages in the English language, Woo, 

Kim, and Dominick investigated the motivations of hackers who defaced web pages. 

The motivations were categorized into two groups.  

First, 'militant' impulses were confrontational and manifested as anti-outgroup re-

actions. More specifically, content was labelled militant when it alluded to national-

ism, ethnicity, and religion, which were observed in 18% web pages examined and, 

the freedom of information and the prohibition of pornography were observed in 5% 

of the web pages examined [25]. 

“Pranking” motivations make up the second group. Prankster statements were 

found on 71% of the web sites examined. These statements brag about the hacker’s 

abilities and skills (8%), impressing a romantic partner (2%), leaving a sign (24%) 

(e.g., “you were hacked by…”), or disparage the system administrator (4%) [25]. 
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Goode and Cruise (2006) 

 

Goode and Cruise examined the motivations of 28 software crackers by conducting an 

online survey. According to the results of this survey, the crackers were largely moti-

vated by stimulation values. One of the most popular justifications was ‘personal 

challenge’. At the same time, crackers stated that they would even crack if they would 

have to do it anonymously and solitary. Peer recognition, as well as monetary incen-

tives, were not considered major motivators [26].  

In a similar vein, crackers indicated they were neither motivated by public demand 

nor by personal need. Open-ended questions, on the other hand, revealed that crackers 

were aware that they were admired by others, but they disagreed on whether consum-

ers of cracked software owed them gratitude [26]. 

Turgeman-Goldschmidt (2005) 

 

Turgeman-Goldschmidt arranged the accounts reported by the 54 hackers he inter-

viewed from the most to the least mentioned. Besides motivations to hack, he also 

noted factors that might persuade people to refrain from hacking and excuses, or justi-

fications, to hack [27]. 

Only the reported motivations are considered in this study. Fun, thrill, and excite-

ment are the most cited motivations, followed by curiosity, computer virtuosity, eco-

nomic considerations, nosy curiosity, voyeurism, and revenge [27]. 

 

Fötinger and Ziegler (2004) 

 

Fötinger and Ziegler analysed the intents of 599 people who had committed identity 

theft using data acquired through a questionnaire administered by the German Federal 

Bureau of Criminal Investigation (Bundeskriminalamt, BKA). Perpetrators who broke 

into the victims' computers exposed personal data relating to their internet accounts 

on online forums. As a result of the stolen data, others were able to access the internet 

at the expense of the victims, resulting in identity theft. Only six of the 599 respond-

ents admitted to trespassing on victims’ computers. None of the six people, however, 

admitted to posting the account information on the internet. As a result, the following 

results are based on responses from respondents who simply used 'publicly available' 

stolen details [28]. 

The two most frequently chosen drivers were: economic reasons (51.3%) and trial 

and error (33.1%). Among the less cited motivations (< 3%) were: fooling around, 

acceptance of the group, and competition [28]. 
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5 Conclusion 

In a world where cybercrime and malicious actions are as common as the sunrise, 

people substantially benefit in understanding more about the possible dangers of such 

useful tools as the Internet and technological devices. Human behavior is and will 

continue to be the source of many crimes. Taking advantage of one's ingenuity or lack 

of understanding on the topic will result in someone exploiting a service, blackmail-

ing, extorting, or stealing someone's identity.  

Considering the vast bulk of the aspects examined in this paper, we can conclude 

that the stream of crime is indeed increasing at a steady pace, either through the crea-

tion of new exploits, the use of misinformed people, poorly configured systems, out-

dated software, and the most common of all, human behavior, which leads to other 

types of threats such as extortion and blackmailing. 

Nevertheless, not all is terrible, as organizations like INTERPOL and EUROPOL 

continue to move ahead and create methods to offer tools to start preventing most 

crimes, as well as national police forces throughout the globe being authorized to 

establish a unit to battle these dangers and respond faster and more efficiently. 

It is essential to spread awareness as much as possible in order to continue prevent-

ing and minimizing damage. Reducing the amount of privacy violations and thefts 

must be a top priority; the data and statistics show that if nothing is done, more crimes 

will be committed. 
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Abstract. The Internet and its inherent liberating properties, allow people to in-

dulge in their imagination and do things that otherwise would not be possible, 

including deviating, perverse and dangerous activities. 

Cybercrime is a term used to describe criminal activities involving a computer, 

networked device, or a network, and it can be done not only to companies and 

institutions but also to individuals. 

Even though cybercrime constitutes nowadays one of the biggest threats for fi-

nancial markets, it's undervalued by a numerous amount of the institutions, with 

studies showing that the efficacy and recurrence of these attacks do not seem to 

be decreasing, even with all the awareness being done by cybersecurity institu-

tions. 

There are various types of cybercrime, and an abundant share of them include 

social engineering, which is the art of manipulating and persuading an individu-

al to reveal confidential information, so, by understanding not only the mecha-

nisms behind these attacks, but equally important, the psychological factors as 

to why people still fall for these attacks, a list of preventive measures can be 

developed to hopefully guide people in this cybercrime warfare. 

 

  

 

Keywords: Internet, Cybercrime, Psychological, Social Engineering, Confiden-

tial, Preventive Measures, Awareness, Crimes 

 

 

1 Introduction 

The usage of the Internet became in the last couple of years so ingrained in society, 

that almost every industry and field of work adapted their way of conducting and 

superintending businesses to accommodate and take advantage of the potential a vast 

network that connects people all over the world can offer [1]. 
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 Although the Internet is nowadays used by everyone, its concept is still vague for 

the vast majority of people. For some individuals the Internet is used for entertain-

ment purposes, for others constitutes a source of information and learning, but for 

almost everyone, remains something mysterious, incomprehensible and for those who 

know what truly can be accomplished with a networked system like this, frightening.  

With the growth of the Internet, emerged the possibility of committing crimes digital-

ly. Crime and those who practice it, evolved in order to obtain the most out of their 

surroundings. Before the post-modern age, all the material assets were possessed in 

physical form and therefore the crimes committed, involved most of the time the 

threat of violence and physical force. These methods carried greater risks to those 

who committed them, as the perpetrators were frequently caught in the act and there-

fore arrested. 

With the digitization of people’s owned assets and information, criminals no longer 

need to reveal their identity as everything can be made anonymously [2], also the act 

of Social Engineering became much more accessible as a consequence of the multi-

tude of methods there is to persuade and to reach people, such as emails, links, adver-

tisements and blackmail threat [3]. 

 

2 Cyberattack Methods and Motivations 

Prior to examining and understanding the different types of cyberattacks and pos-

sible mitigation/awareness techniques, we need to understand how these attacks are 

being done, why are they being done and lastly why are people falling for them, as 

people represent the not only the biggest direct threat to computing infrastructures 

since the attacks are being committed by people themselves, but also the biggest flaw 

when it comes to protecting these systems due to their vulnerability to psychological 

manipulation. 

  

2.1 Social Engineering 

Social Engineering is without a doubt the one of the main culprits behind this war-

fare as 99% of all cyberattacks use social engineering techniques [4]. This simple, yet 

extremely effective method explores the vulnerabilities of the human mind by strate-

gically persuading one, using most of the times the promise of something as all hu-

man activity is prompted by desire [5]. There are various ways of schematizing the 

process of Social Engineering, but the most common model is Kevin Mitnick’s social 

engineering attack cycle [6].  
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Figure 1. Kevin Mitnick's social engineering attack cycle model[6] 

This model divides the process of Social Engineering in 4 parts: 

 

Research. In this phase the attacker will try to gather as much information as he 

can about his target, this includes the victim’s tendencies and vulnerabilities so that he 

can personalize his attack to his specific victim or victims. 

 

Developing Rapport & Trust. In order to obtain information that in normal cir-

cumstances would be unobtainable, the attacker must develop a relationship with the 

victim, this is usually done with information gathered in the Research phase, for ex-

ample, if the attacker knows that the victim likes animals and usually donates to ani-

mal shelter institutions, then he can impersonate someone from these institutions, 

giving a false sense of security to the victim. 

 

Exploiting Trust. After developing a ‘trustful’ relationship with his victim, he can 

now lure her into giving away personal information or valuable assets. 

 

Utilize information. Finally, with the information gathered, the attacker can now 

proceed with his attack without needing to interact with its victim any longer, and 

ultimately reaching his initial goal.  

 

2.2 Types of hackers and their motivation 

 

When we think of a cyberattack, we immediately think of something negative, with 

the name “cyberattack” in itself having a pejorative connotation, but this is not always 

the case. Frequently, the means and intentions of an attack are indeed wrong, but in 

some cases the intentions behind an attack are morally correct. With this being said, 

we can divide hackers and their ethical reasoning by using the “hat” terminology. 

 

 
Figure 2. Scheme with the different type of hats[17] 

 

White Hat Hackers. Hackers who “wear” the “white hat” constitute in their cur-

rent field of activity, the group of hackers that are driven either by positive ethical 

motivations by their compromise with another company or institution to do the right 

type of attacks. One particular aspect to note is that, a considerable amount of these 
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hackers, especially those who work for a company or an institution, were once black 

hat or grey hat hackers, but were persuaded by these companies to use their expertise 

in exchange for money or some other type of extrinsic value asset, an example of this 

is Hector Xavier Monsegur, that worked with the FBI to help prevent and disrupt over 

300 hacks in exchange for being released from prison[7]. 

 

Grey Hat Hackers. When it comes to Grey Hat Hackers, as with the mixture of 

both the black and white color, they behave with both white and black hat hacker 

tendencies, unlike black hat hackers their intentions are usually morally correct, but 

their means are usually unethical, an example of this, is a hacker who breaches a 

company network system without their permission, but then reports it to the company 

in order for them to fix their security flaws. 

 

Black Hat Hackers. Black Hat Hackers are the ones we are going to target our fo-

cus to in this paper, they are the polar opposite of White Hat Hackers in the sense that, 

not only are their means of hacking into a system unethical, but so are their intentions, 

as they can release malware into a system, steal or hold someone’s files and infor-

mation by ransoming them. An example of a Black Hat Hacker is Kevin Mitnick, who 

was once the most wanted cybercriminal in the world having stolen millions of dollars 

from multiple companies. He was later convicted and eventually became a consultant 

and a writer (White Hat Hacker) [8]. 

 

Blue Hat Hackers. Blue Hat Hackers are security professionals whom companies 

and institutions often invite to check for vulnerabilities in their system. 

 

Green Hat Hackers. Green Hat Hackers are seen as the “newbies” of the hacking 

community. They’re still very much oblivious when it comes to the consequences of 

their actions, and therefore considered dangerous. 

 

Red Hat Hackers. Just like white hat hackers, red hat hackers also have morally 

correct intentions in the attacks they commit, but contrary to white hat hackers, the 

routes they use are usually illegal, that’s why they are often referred as the “Robin 

Hood” of hackers. 

 

3 Cybercrime types, data and preventive measures 

 

According to estimates from Cybersecurity Ventures, it is estimated that attacks 

like Ransomware happen every 11 seconds, and that across 10 countries, 330 million 

people have been victims of cybercrime in 2020 [9], with less than 0.05% hackers 

getting caught and convicted, that results in about 314 million cybercrime attacks 

made in 2020 in which the attacker was never caught, furthermore, a considerably 

high amount of cyberattacks aren’t reported. It is also important to note that, when it 
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comes to cybercrime, there are serious jurisdiction issues, as in some cases law en-

forcement gather sufficient evidence about the perpetrator, but then lack the legal 

permission to arrest him. 

 

To support the data evaluated in the next topics, a computer questionnaire was 

conducted by me, João Conceição and João Sebe. The survey was answered by 253 

respondents of all ages and genders that use or have used a networked device at some 

point in their lives. The questionnaire included questions regarding the amount of 

effort the respondents put on security measures, the types of attacks they suffered and 

the preventive measures they adopted after such attacks. 

 

3.1 Most common types of attacks  

 

There’s a multitude of types of cyberattacks, however some are much more prevalent 

and/or targeted to a specific demographic. According to the FBI’s Internet Complaint 

Center (IC3) reports, there has been a significant increase in specific types of cyberat-

tacks in the last couple of years [10], this is believed to be caused by the COVID-19 

pandemic outbreak, where hackers have personalized their way of committing these 

crimes in order to obtain the most out of the current situation. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

As we can verify, Phishing/Vishing/Smishing/Pharming stands out from the other 

cyberattacks when it comes to the victim count, with an increase of occurrences of 

over 12 times in the last 5 years [11]. Non-Payment/Non-Delivery and Extortion also 

experienced significant increases of cases reported in the last 5 years. 

 

Figure 3. Most reported cyberattacks to the IC3[10] 
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Survey Analysis. From the 253 respondents, 52 (20.6%) suffered from a cyberattack 

at some point of their lives, with the most common one being, Phish-

ing/Vishing/Smishing/Pharming as expected (48.1%) followed by Harass-

ment/Threats of violence (36.5%) and then Non-Payment/Non-Delivery (38.5%). 

 

Note that the respondents could submit multiple answers, therefore the percent-

ages don’t add up to 100% 

 

 

 
Figure 4. Most common cyberattacks according to the executed survey 

As expected, Phishing/Vishing/Smishing/Pharming remained the most common cy-

bercrime in the studied demographic, reinforcing the danger that this specific social-

engineering act constitutes not only to individuals but also institutions and companies. 

 

3.2       Cybercrime’s financial damage and main targets 

 

Cybercrime’s industry seems to be growing each year without signs of stopping, 

the financial damages caused by cyberattacks are predicted to total $6 trillion USD 

globally in 2021, to put this in perspective, if cybercrime was a country, it would 

be the third-largest economy after the U.S. and China [12].  

 

When it comes to attacks on individuals, security firm Norton estimates that in 

2017 the total losses added up to $172 billion from 978 million people in 20 coun-

tries [13], moreover, last year according to the FBI’s 2020 Internet Crime Report, 

the total losses in the US surpassed $4.2 billion, with approximately 43% of those 

losses ($1.8 billion) being from victims who were 50 years or more [11]. This sta-

tistic becomes even more worrying, when u consider that the percentage of people 

that are 50 years or older using technological devices is much lower than those 

who are under 50 years. The reason for this demographic preference is mostly due 
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to the fact that older people are generally less informed about the danger of using 

the Internet, and therefore more ingenuous when it comes to these attacks, but also 

due to the fact that they generally possess more financial resources[14]. 

 

The following scheme indicates the total losses in each of the 20 countries, repre-

sented in billions (USD). 

 

 

This following scheme indicates the total victim losses for each type of cyberattack             

according to the IC3[11]. 

 

 

 

 

 

 

 

 

 

 

 

Survey Analysis. From the 253 respondents, 52 (20.6%) suffered from a cyberattack, 

surprisingly enough, from those 52 people only 3(5.8%) were from people aged 50 

years or older, therefore, this means that according to the survey, respondents that 

were under 50 years suffered 16.3 times more cyberattacks then those who are 50 

years or older. But if we already established that the older demographic is much more 

vulnerable to cyberattacks, why does the survey tell us otherwise?  

 

Possible reasons: 

• The amount of time spent on networked devices is much lower on the sen-

ior demographic.           

Figure 5. Estimated losses for each of the 20 countries (Billions)[11] 

Figure 6. Estimated victim losses for each type of cybercrime[11] 
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• Due to their naivety in the field, they might not realize when they suffer 

from a cyberattack. 

 

 

It is also important to note that from these 3 people, all of them (100%) reported fi-

nancial losses when they suffered from a cyberattack. 

 

 

Note that the respondents could submit multiple answers, therefore the percent-

ages don’t add up to 100% 

 

 

 
Figure 7. Consequences of the occurred cyberattack in the life of the respondents 

 

3.3 Preventive measures  

 

While it remains almost impossible to stop hacking attempts, we can preemptively 

adopt ways of conducting our internet usage so that those attempts never become 

successful, moreover we need to raise awareness to the dangers of conducting im-

proper usage of personal/workstation devices by establishing the biggest telltale signs 

of a potential cyberattack attempt. 

 

From the infinitude of ways to perform a cyberattack, the following list identifies 

the more commonly used methods to install malware into your devices and/or obtain 

access to personal information: 

 

  

Email Phishing. 96% of all phishing attacks derive from fraudulent emails [15], 

with 1 in every 4200 emails corresponding to a phishing email [16]. These emails 

tend to mimic known banking or social media companies, and often claim there is a 
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problem with your account to incite you to click on a specific link or to share personal 

information.  

 

 

 

 

 

 

 

 

 

 

          
Figure 8. Email Phishing example 

 

Email Phishing preventive measures: 

 

• Never open links from emails you don’t know or from companies you 

don’t have an account on. 

 

• If you have an account on the claimed company but you remain unsure 

whether it’s safe or not, contact the company using a phone number or a 

website you know it’s real. 

 

• Check for grammatical errors in the email’s content. 

 

Website spoofing. Just like emails, websites can also try to impersonate known com-

panies. This is especially common in online banking services, where the insertion of 

bank account information is common. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 9. Website spoofing example 
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Website spoofing preventive measures: 

 

• Check for suspicious patterns in the website’s address. Usually when a 

website is trying to impersonate a legitimate company, it will have a very 

similar address but with slight changes. 

 

• With the introduction of free SSL services, the green lock icon present in 

the search bar doesn’t indicate the website is safe any longer, therefore, 

you should also check the certificate properties to verify the issuer legiti-

macy. 

 

• Verify if softwares used to autofill login credentials work on the website 

you are trying to access, as these usually don’t work on spoofed websites. 

 

 

Malicious ads and pop-ups. Some websites are full of ads and pop-ups with sen-

sationalist messages and images, that are strategically placed so you must press over 

them to access the website’s functionalities. An example of this are invisible ads and 

pop-ups that are placed over a video player in free movie streaming websites. While 

most of these ads and pop-ups have the sole purpose of generating revenue, some can 

install malware into your computer or mobile device. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Malicious ads and pop-ups preventive measures: 

 

• Avoid visiting suspicious websites altogether, as these are the one who 

usually contain malicious ads and pop-ups. 

 

• On the Internet, general rule of thumb is, if it’s too good to be true, then it 

probably is. Never click on something that claims u have won something. 

Figure 10. Malicious advertisement example 
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• Use a trusted ad-blocking extension in your browser, which as the name 

suggests, blocks ads from showing up on your screen. 

 

Survey Analysis. Having identified the most common ways a cyberattack can be 

made, and some preventive measures for each one of them, a few questions regarding 

the security measures people use and the willingness to add new ones were asked in 

the survey. 

 

According to the retrieved data, from the 253 respondents, 64 (25.3%) believe their 

personal information is properly secured, 81 (32%) say they don’t know and 108 

(42.7%) say they don’t think their personal information is safe from cyberattacks, 

conversely, 243 (96%) respondents said they feel like they could improve their securi-

ty measures, however 169 (66.8%) consider the means to implement more advanced 

security measures inconvenient. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1*Do you believe your infor-

mation is properly secured 

and safe?  

• Yes      • No      • Not sure       

2*Do you feel like you could 

improve your security 

measures?  

         • Yes      • No             

3*Do you consider the im-

plementation of more ad-

vanced security measures 

inconvenient? 

         • Yes      • No            

 Figure 11. Pie Chart 1* 

Figure 12. Pie Chart 2* 

Figure 13. Pie Chart 3* 
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4 Conclusion 

The catastrophic effects of cybercrime were substantiated in this paper, eventuating 

not only massive financial losses to those who suffer from it, but also causing deaths. 

While the issue itself reached a point where full containment became impossible, we 

can work towards limiting the effects it has on people, moreover, Awareness must be 

made, especially to more vulnerable and less informed demographics. By decreasing 

the number of losses and consequently, proceeds to those who practice it, cybercrime 

may slowly but surely become a less sustainable activity, therefore, leading to a more 

cybercrime-free environment. 
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Abstract. We currently live in a world where technology is present in all aspects 

of our life, from the complex tasks performed in our work environment to the 

simple entertainment we have at our homes and most likely than not these have 

access to a simple web browser. Although most of these web browsers are con-

sidered “normal” it's through the computer that we can access these “anormal” 

browsers which in essence are a normal browser in all their aspects except the 

limitations that they provide, these are called dark web browsers. They allow 

their users to browse the web without the limitations of being “locked out/hidden 

away” from websites considered insecure/unsafe. On this paper we will be dis-

cussing the “power” of the dark web, comparing it with the “normal” web and all 

the threats present in the dark web. We will also discuss how to access it and 

make small comparison of the dark web with the deep web. 

Keywords: Dark web, Deep web, Cybersecurity, Technology, Cybersecurity 

risk 

1 Introduction 

The internet from its origins was but a simple means of communications between peo-

ple but as time has progressed it has evolved into a platform that easily allows one to 

expose their ideas, their art works or even just a simple image of them during a vacation.  

This evolution ended up splitting the internet into 3 parts, the surface web, the dark 

web, and the deep web. 

The surface web is your everyday web page that can be accessed directly from your 

web browser. 

The deep web sometimes is inaccurately called the lawlessness or unregulated part 

of the internet. It is used by a lot of criminals but on the flip side it is an online refuge 

for people who are persecuted for their own beliefs, opinions and who they are. While 

the deep web is so anonymous by nature it is still possible to be tracked and monitored 

there by authorities or criminal groups.[1] 

The dark web is the actual lawless place of the internet since that place requires a lot 

more effort to simply access it not to even mention tracking someone in it because of 

the simple fact that it doesn’t operate in the same way as the surface and deep web. 

This paper will focus on what is the various sub sections of the Clearnet and what 

they represent/what you are able to do there. 
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On section 2 we will be investigation in some detail what represents each part of the 

of the Clearnet and making some comparisons between the three of them. 

On section 3 we will be explaining on how to access the dark web, the market that 

was considered to be the most famous for the trade of illegal products, one of the main 

reasons as to why the dark web had a massive boom in use due to the increase in diffi-

culty to trace who performed trades in there and lastly, we will be evaluating its dan-

gers. 

2 Clearnet 

The Clearnet is something that, to be accessed needs to have some sort of application 

like Microsoft edge, google chrome, opera, and many others out there available to the 

consumer and all it need it’s some form of internet connection to be used. 

 

 
Figure 1 – A size comparison of what is available in each of the available webs [2] 

 

2.1 Surface web 

So, what is the surface web, well its actually quite simple the Surface web is the portion 

of the World Wide Web that is readily available to the public and searchable with stand-

ard web search engines. It is the opposite of the deep web. The section of the internet 

that is being indexed by search engines is known as the “Surface Web” or “Visible 

Web”.[3] 
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The surface web is in constant growth and ever changing but never removed and due 

to that a popular quote appeared “what happens on the internet stays on the internet”. 

According to one estimate, there were 334.6 million Internet top-level domain names 

registered globally during the second quarter of 2016. This is a 12.9% increase from 

the number of domain names registered during the same period in 2015. As of February 

2017, there were estimated to be more than 1.154 billion websites. As researchers have 

noted, however, these numbers “only hint at the size of the Web,” as numbers of users 

and websites are constantly fluctuating.[4] 

 

2.2 Deep web 

Most people are familiar with the surface web or at least with the basic concept of what 

the internet is and what it allows one to do, but in most cases, they don’t know what the 

deep web is or have never even heard of its existence. So, what is the deep web well, 

the Deep web is part of the World Wide Web whose contents are not indexed by stand-

ard web search engines for any reason. The content of the deep web is hidden behind 

HTTP forms, and includes many common uses such as web mail, online banking, and 

services that users must pay for, and which is protected by a paywall, such as video on 

demand, some online magazines, and newspapers, and many more. Content of the deep 

web can be located and accessed by a direct URL or IP address and may require pass-

word or other security access past the public website page.[5]  

The Deep Web, as noted, cannot be accessed by traditional search engines because 

the content in this layer of the web is not indexed. Information here is not “static and 

linked to other pages” as is information on the Surface Web. As researchers have noted, 

it’s almost impossible to measure the size of the Deep Web. While some early estimates 

put the size of the Deep Web at 4,000–5,000 times larger than the surface web, the 

changing dynamic of how information is accessed and presented means that the Deep 

Web is growing exponentially and at a rate that defies quantification.[6] 

2.3 Dark web 

Although those who know of the existence of the deep web or have at least basic 

knowledge of it also know of the existence of the dark web very few of those venture 

into it do to existence of some form of fear or lack of means/knowledge of how to 

access it. 

So, what is the dark web, the Dark Web is defined as a layer of information and 

pages that you can only get access to through so-called "overlay networks", which run 

on top of the normal internet and obscure access. You need special software to access 

the Dark Web because a lot of it is encrypted, and most of the dark web pages are hosted 

anonymously.[7] 

The Dark Web is also growing as new tools make it easier to navigate. Because 

individuals may access the Dark Web assuming little risk of detection, they may use 

this arena for a variety of legal and illegal activities. It is unclear, however, how much 

of the Deep Web is taken up by Dark Web content and how much of the Dark Web is 

used for legal or illegal activities.[8] 
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2.4 Surface web vs Deep web vs Dark web 

So, what’s the major difference between each of these webs, well in all honesty there 

isn’t much besides its legality but there are still a few key points that one can take. 

• Surface web 

o Only what’s legal is visible there 

o Can be accessed by the normal search engines 

o Represents only 4% of all the web 

• Deep web 

o Has everything from the most legal to the most illegal 

o Can be accessed by normal search engines but they will not be 

able to find it on their own 

o Represents 96% of all the web 

• Dark web 

o Is mostly illegal 

o Can only be accessed by specific search engines like Tor 

o Represents around 48% of the web (in which this 48% encounter 

themselves inside the deep web) 

 

 
Figure 2 – Picture comparing the various web and what they offer to the user [9]  

3 Dark web 

The Dark Web can be reached through decentralized, anonymized nodes on several 

networks including Tor (short for The Onion Router) or I2P (Invisible Internet Project). 

Tor, which was initially released as The Onion Routing project in 2002, was originally 

created by the U.S. Naval Research Laboratory as a tool for anonymously communi-

cating online. Tor “refers both to the software that you install on your computer to run 
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Tor and the network of computers that manages Tor connections.” Tor’s users connect 

to websites “through a series of virtual tunnels rather than making a direct connection, 

thus allowing both organizations and individuals to share information over public net-

works without compromising their privacy.” Users route their web traffic through other 

users’ computers such that the traffic cannot be traced to the original user. Tor essen-

tially establishes layers (like layers of an onion) and routes traffic through those layers 

to conceal users’ identities. To get from layer to layer, Tor has established “relays” on 

computers around the world through which information passes. Information is en-

crypted between relays, and “all Tor traffic passes through at least three relays before 

it reaches its destination.” The final relay is called the “exit relay,” and the IP address 

of this relay is viewed as the source of the Tor traffic. When using Tor software, users’ 

IP addresses remain hidden. As such, it appears that the connection to any given website 

“is coming from the IP address of a Tor exit relay, which can be anywhere in the world.” 

While data on the magnitude of the Deep Web and Dark Web and how they relate to 

the Surface Web are not clear, data on Tor users do exist. According to metrics from 

the Tor Project, the mean number of daily Tor users in the United States across the first 

two months of 2017 was 353,753— or 19.2% of total mean daily Tor users. The United 

States has the largest number of mean daily Tor users, followed by Russia (11.9%), 

Germany (9.9%), and United Arab Emirates (9.2%).[10] 

 

 
Figure 3 – User connection to Tor´s [11] 

3.1 Silk Road 

So, what is the Silk Road, well as the name entails it has to do with trade and in its most 

basic of forms a drug trading website located on the dark web. 
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How does one go about purchasing and selling drugs in such a website, well its quite 

simple in all honesty, the Payment for goods and services on Silk Road were made in 

Bitcoin, an encrypted digital currency. In contrast to the vulnerabilities exposed by Pay-

Pal, Western Union and cash in post, this offered anonymity in financial transactions. 

The use of anonymous Tor mail for private and anonymized communications between 

site users was another important security feature.[12] 

So how does one estimate how many trades were done in such a place well there is 

mostly two ways. 

• Most purchases entail a review at the end, and reviews are displayed on the 

front page, so one can monitor the front page and extrapolate to estimate 

average number of transactions per day or week, and from there estimate 

turnover and what SR’s commissions total.[13] 

• Another way is to look in the blockchain for SR-related addresses or trans-

actions; one possible address had a 2012-06-23 balance of ₿450,825 or 

$2,885,280.[14] 

 

 

 
Figure 4 – Silk Road website [15] 
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3.2 BitCoin 

By now and having in consideration the recent times most of us must know or at least 

have heard of bit coins and how they can influence the trade market, the simple truth is 

that the bit coin is currency like any other and it only has any real value because we 

deem it so. 

So, what is a Bitcon, well a Bitcoin is a cryptocurrency that has received substantial 

attention given its innovative features, simplicity, transparency, and its increasing pop-

ularity.  Since it was first outlined in a paper by Nakamoto (2008) and went online in 

2009, the price of Bitcoin has increased by over 5000% up July 2016. Investors have 

employed Bitcoin as currency as well as for investment purposes with Selgin (2015) 

and Baeck and Elbeck (2015) arguing that Bitcoin should be seen as a speculative com-

modity rather than a currency. Yet, the efficiency of Bitcoin within the meaning of 

Fama (1970) has not been investigated.[16] 

3.3 The dangers of the dark web 

What became a real power behind the dark web was the bitcoin due to the simple fact 

that it is considered untraceable allowing for all kinds of transaction to be performed 

with out any of the dangers of being found and arrested. 

For example, as shown before one can acquire drugs trough the use of the bitcoin 

and buy it in mass quantities without the fear of being traced, and the only problem that 

will remain is how one will manage to acquire it. 

So, one can imagine that with enough monetary power in the dark web one will be 

able to acquire anything they desire, from the simple purchase of drugs to the potential 

of buying any kind of weapons be the simple side arms to ones considered to be of mass 

destruction. 

Also, one can purchase the actions of someone or a group of people and direct them 

to perform attacks be they virtual or physical on a certain target. 

For what I can take from the research I performed on this matter as long as one has 

the monetary power in the dark web one will be able to perform what ever they desire 

for the simple fact that in the dark web exists the lack of rules. 

So, in basic principle as long as there will be any sort of demand there will be an 

offer to perform the given task. 

4 Conclusion 

So is the deep web and the dark web as dangerous as some of us fear it to be, well not 

really it depends on what you access and how you access it. One can find a hidden 

community that’s all about doing good to the world just as fast as one can find one that 

its sole purpose is to do harm to it. 

But in majority what one will find the most in such place is a simple market that 

trades in all things with out regulations of the law and sometimes even without regula-

tions of what is considered morally wrong, as said before as long as there is a demand 

there will be someone offering. 
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While one can take measures to prevent the maximum amount of danger as possible 

in most cases, they will serve almost no purpose other than self-assurance because while 

yes, it is a lawless place in most cases the only thing one seeks to do there is the act of 

buying/selling something that is considered illegal and will not try to track anyone that 

bought or sold a specific product. 
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Abstract. With the growth of the covid-19 pandemic, the number of people 

browsing the internet rose drastically, giving them new ways to interact with each 

other or buy their favorite products, but that increase in activity lead to the in-

crease of data flowing through the web, and consequentially the rise of online 

scams and cybercrime. Criminals and burglars around the world had a new mar-

ket of potential victims to extort through existing methods, some of which are as 

easy as using external computer hardware. 

This paper´s goal is to give the reader an introduction on the main threats in IT 

security during the pandemic and their consequences to the people and the busi-

nesses. Secondly it´ll specify about a case of ransomware, how it can start and 

analyze the spread of this type of malware throughout the world, comparing with 

earlier year’s studies. Finally, it´ll focus on the actual state of Portugal compared 

with Europe and the rest of the world by approaching some known security flaws 

and correction measures, fears, and ways to prevent worse case scenarios. 

 

Keywords: malware, virus, phishing, hacker, ransomware, threats.  

 

1 Introduction 

The daily increase in covid-19 cases around the world has led many govern-

ments to take drastic measures to reduce the number of infections, such as the 

mandatory household lockdown. Deprived of physical social contact and fre-

quent shopping trips, people started to interact with each other through social 

networks and other platforms, started working remotely and some even started 

shopping online. They also used some of their personal data in different con-

texts, from filling in forms for registration on digital platforms, accessing bank 

account management websites with credentials or even storing sensitive docu-

ments on their personal computers. Whenever people submit data, there is a re-

sponsibility on the part of who will keep this data, but also who fills it in, de-

pending on confidentiality and access to it. [1]  
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All these changes have brough a new way of life, however associated threats arise, 

which jeopardize technological equipment and even human life. In the following 

chapters, the main threats felt this year in Europe and in 2020 in Portugal will be 

presented, talking specifically about one of these threats and presenting statistical data, 

as well as a practical case of an attack with an external device and finally presenting 

statistical data on cybersecurity in Portugal, comparing with other European countries, 

as well as ways of preventing and correcting security errors. 

 

2 Main threats in IT during the pandemic 

2.1 Major threats in Europe 

 

The immense ocean that is the digital world is full of good and malicious users, the 

latter being a danger for those who do not dominate the internet. With the increase of 

fish in the ocean at the start of the pandemic, the number of potential targets for hackers 

increased, as many of the new users are largely very young children taking online clas-

ses, some of them using a computer for the first time, maybe their parent's computer 

due to digital inexperience and immaturity in having a personal computer. This techno-

logical innocence does not only apply to children, but to anyone without the slightest 

proximity to a computer and whoever has no notion of basic measures on how to safely 

browse the internet. Hackers can exploit this in simple ways or more elaborate ones, 

always using existing methods. 

According to [2], the threat groups mentioned in the tables below had a greater im-

pact at the European level during the pandemic: 

 

 
Table 1. Prime threat groups identified by the ENISA Threat Landscape 2021 [2] 

Name Definition 

Ransomware 

A type of malicious attack where attackers encrypt a com-

puter’s or organization’s data and demand payment to re-

store access. 

 

Malware 

Software or firmware intended to perform an unauthorized 

process that affects a system’s confidentiality, integrity, or 

availability. 

 

Cryptojacking  

A type of cybercrime where a criminal secretly uses a vic-

tim’s computing power to generate cryptocurrency. 
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Table 2. Prime threat groups identified by the ENISA Threat Landscape 2021 (continuation) [2] 

Name Definition 

E-mail related threats 

Threats that exploit weaknesses in the human psyche and in 

everyday habits, rather than technical vulnerabilities in in-

formation systems. 

 

Threats against data 

Encompasses data breaches/leaks. A data breach or data 

leak is the release of sensitive, confidential, or protected 

data to an untrusted environment.  

 

 

Disinformation - misin-

formation 

Spurred by the increased use of social media platforms and 

online media, as well as a result of the increase of people’s 

online presence due to the COVID-19 pandemic, these 

threats are frequently used in hybrid attacks to reduce the 

overall perception of trust, a major proponent of cybersecu-

rity. 

 

Non-malicious threats 

Threats where malicious intent is not apparent, mostly 

based on human errors and system misconfigurations, but 

they can also refer to physical disasters that target IT infra-

structures. 

 

 

These threat categories include threats and types of attacks that exist and are also 

referred to in the published document. As the main objective of hackers is monetary 

extortion, it is natural that there is a predominance of attacks with this objective, such 

as attacks by ransomware or phishing (in the sense of stealing personal data for money 

extortion), as well as data breaches. With the growth of cryptocurrency, there is also a 

trend towards the production of this currency through cryptojacking (using the victim’s 

computing power to generate cryptocurrency). There was also a preponderance of 

DDoS (Distributed Denial of Service) attacks, and with the growth of new technologies 

a new branch of attacks of this nature, linked to ransomware, RDoS (Ransom Denial of 

Service). 

 

2.2 Major threats in Portugal 

 

In Portugal, the National Cybersecurity Center (CNCS) reports the following threats 

as being 5 of the threats with the most incidents registered in 2020: 

 

• Phishing/Smishing; 

• Malware infections;  

• Malware distribution;  
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• Unprivileged account commitment; 

• Unauthorized access. 

 

The peaks represented in the graph in fig. 1 may be related to the months of greatest 

social isolation decreed during that year. The relevance of these threats is explained by 

fears about the pandemic and the effects it had on the population, who, prevented from 

leaving their homes during periods of social isolation, started to carry out more trans-

actions through online services, being more vulnerable to malware attacks and phish-

ing. [3] 

 

 

 
 

Fig. 1. Incidents by type recorded by CERT.pt,2020 (C/V)-Top 5, by month [3] 

 

Phishing/Smishing are types of attacks that use a combination of social engineering 

and deception to persuade the victims into revealing personal and sensitive data like 

credentials, addresses or credit card details. The attack usually takes the form of spam 

mail, malicious websites, email messages, or instant messages (Smishing), appearing 

to be from a legitimate source such as a bank, or a social network. The attackers often 

use scare tactics or urgent requests to entice recipients to respond, and these fraudulent 

messages are usually not personalized and may share similar generic properties. [4] 

Account compromise attacks are carried out using password databases available online 

and/or using brute-force mechanisms. [5] 

These threats can have effects on people and companies, such as permanent loss of 

sensitive data, financial losses in the order of thousands of euros, loss of computer 

equipment, technological damage, psychological damage, etc. 
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3 Ransomware  

 

With the increase of people browsing the internet, it is inevitable that there will be 

an increase in computer attacks, because for the less experienced in the area, just a click 

on a wrong link is enough to download a software that we think is legitimate and exe-

cute it, just to see all the information on our computer compromised due to a ransom-

ware program.  

3.1 Definition and case studies 

 

Ransomware is simply a type of malware, used for illicit purposes, with the aim of 

encrypting all the information on a computer's hard drive, with the victim being coerced 

into paying a ransom (hence the name) to see this information decrypted. Usually, the 

victim is intimidated and put under pressure by a false countdown which, when fin-

ished, allegedly will erase all the data on the computer, which further motivates the 

victim to make the payment, often made in bitcoin or another type of cryptocurrency.  

Malicious software can appear on a victim's computer by (and more often) down-

loading files from unsafe or dubious websites whose link was wrongly clicked and acts 

as soon as it is executed. This type of malware can have a significant impact depending 

on the amount of data on the attacked computer and the owner of the computer, and for 

a student, for example, it may not have such a big impact, while for a company it could 

mean the loss of thousands of euros. 

 

A study by CERT [6] shows that from 2019 to 2021 and observing data for the first 

half of each year, there has been an increase in the record of incidents, with a total of 

378 incidents being identified in 2019, 689 in 2020 and 847 in 2021. The greater num-

ber of incidents in the months of April 2020 and February 2021 lead to greater social 

confinement, possibly associated with greater proximity to technological means. 

 

 

 
 
Fig. 2. Number of incidents registered by CERT.PT, on the first semester of 2019, 2020 and 

2021, and peaks of social confinement [6] 
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 Looking at information about ransomware attacks, Blackfog collected data from 

monthly ransomware attacks that occurred this year all over the world, compared it to 

data collected in 2020 and noticed that from January to August there was always an 

increase trend in attacks, while which from September to November decreased. If we 

add up all the attacks from both years and compare, we can conclude that between 2020 

and 2021 the number of attacks increased from 250 to 259. A case very close to Portu-

gal, collected by the company for the study is that of Spain, which in March saw the 

SEPE (Servicio Publico de Empleo Estatal) affected by a distributed ransomware at-

tack. [7] 

 

 

 
Fig. 3. Ransomware attacks by month [7] 

 

An attack of this nature can be carried out inside a company by an employee who 

has unknowingly downloaded ransomware masquerading as a legitimate program, or if 

the employee has malicious intents, they may deliberately spread the ransomware 

across the company's network.  

 

3.2 Practical Example 

 

Having physical access to the computer, the employee can, using a usb rubber ducky, 

download the malware. The rubber ducky is a device in the form of a usb pen, 
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recognized by the system as an external keyboard, being immediately accepted, and 

which runs automatic scripts written via keyboard keystrokes, in the form of payloads. 

[8] This allows those who have rubber duckies to run all sorts of scripts. In the case of 

ransomware, we can create a script that disables the Windows native anti-virus through 

administrator privileges and then download the malware from an online repository and 

run it. [9] 

 

 

 
Fig. 4. Windows Defender deactivation payload [10] 

 

The code shown in fig. 4 is an example of a script that can be created in ducky script 

language that allows you to carry out part of what was previously said, seen and dis-

cussed for educational purposes only. A second piece of code would fetch the software 

from an online repository and run it on the computer. [10] 

 

4 Portugal compared to the world 

 

In recent years cases of cyber-attacks have been reported through the media around 

the world. One of the loudest names in 2017 was WannaCry, a ransomware that affected 

several British hospitals and paralyzed the country's healthcare services for hours. [11] 

The aim of the attack would possibly be just extortion of money through malware, but 

another way of attacking could involve, for example, life support medical equipment, 
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putting the lives of patients at risk [12]. But it wasn't just the UK that felt the damage 

from the virus.  

4.1 Ransomware cases in Portugal 

 

According to [13] the company Anubisnetworks estimates that in Portugal 12,000 

computers were infected with WannaCry, data provided by those responsible for stop-

ping the virus. Most computers would be connected to the area of telecommunications 

and the internet, which makes sense as those are areas with a high number of electronic 

devices. 

A recent case of ransomware attack, according to the ENISA Threat Landscape, in 

April 2020 was the company EDP, threatened with exposure of 10TB of personal data 

and company financial information by hacker group Ragnarok, which demanded 10.9 

million dollars (corresponding to 9.5 million euros) for the data not to be exposed. [14]. 

 

To understand the panorama of Portugal compared to other European countries, a 

study was carried out by ESET to classify European countries with the best cybersecu-

rity. 24 countries were specifically approached, one of them being Portugal. Each coun-

try was rated with a score on different factors, such as the percentage of malicious soft-

ware discovered on devices in the last three years, the percentage of victims of identity 

theft in the last three years, or even the commitment to cybersecurity. In the end, after 

combining all the factors, each country is assigned a result from 0 to 10, which says 

how safe it is in case of an attack, and this result is called the European Cybersecurity 

Index. As of June 2021, Portugal is ranked 1st in Europe in terms of cybersecurity, with 

an index of 8.21 in the ranking. This ranking portrays the work of national entities in 

cooperation with international organizations for the prevention and combat of cyber-

crime, as well as the results of the implementation of legislation, measures, and tech-

niques for the prevention of cybercrime in the country. [15] 
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Fig. 5. European cybersecurity score, according to different factors (top 15 countries) [15] 

Within the scope of this paper, a small survey was carried out among 160 people in 

Portugal, with the aim of understanding technological habits and internet care during 

confinement by respondents. [16] The first two questions aim to collect the biographical 

data of the respondents, with 63.1% being female and 36.9% male, mostly in the range 

from 45 to 54 years old (26.2%), followed by the range from 18 to 24 years old (23.8%) 

and from 35 to 44 years old (22.5%). The survey was divided into two sections, the first 

one that aims to collect data on the digital habits of respondents, whose data show some 

aspects like the large majority, 83,1%, feeling a greater need for a computer or a mobile 

device to carry out everyday activities, or on average 47,5% of the respondents spent 

more than 6 hours a day using that equipment. Combining this last percentage with the 

fact that more than 75% of respondents have a personal computer or mobile device, 

used to work, or use social networks, proves a prolonged daily use of technologies and 

the internet, increasing exposure to threats already talked about. To understand the de-

gree of exposure of respondents to certain threats, the second section focuses on ques-

tions that try to understand the use of simple security measures, such as the use or not 

of the same password for more than one user account, to which 68.1% responded that 
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they share some between accounts. 46.3% of respondents also answered that they never 

change the passwords they use. These two factors together allow us to deduce that if a 

data breach occurs, users will be more vulnerable to attacks by login attempts if the 

platforms do not incorporate two-factor authentication. Another example focuses on 

whether they use an ad blocker or not, to which more than half of respondents said they 

do not use it, and only 28.1% pay attention to hyperlinks on websites. Combined, these 

factors demonstrate that there is a high risk of users being exposed to malware, more 

specifically adware. One aspect of the study to highlight is that 60% of respondents 

regularly update the software on their devices.  

 

4.2 Corrective and prevention measures  

 

There are vulnerabilities that can be corrected, by each one of us, to reduce as much 

as possible the risk of computer attacks, with preventive measures that can be adopted 

for that. ENISA [17] presents on its website tips for users to ensure some online security 

for remote work, some of which are: 

 

• Using company computers, where possible. As far as possible do not mix work 

and leisure on the same device; 

• Connect to the internet via secure networks, avoid open/free networks; 

• Avoid the exchange of sensitive company information through possibly inse-

cure connections; 

• As far as possible use corporate Intranet resources to share working files; 

• Pay attention to emails about the pandemic, as they may be phishing attempts 

or scams; 

• Data at rest should be encrypted; 

• Antivirus / Antimalware should be installed and updated; 

• The system needs to be updated regularly; 

• Locking the computer screen if working in a shared space; 

• Do not share the virtual meeting URL’s on social media or other public chan-

nels. 

 

5 Conclusion 

There was a growing trend and a greater preference for attacks aimed at extorting 

money from companies and individuals, with hackers using already existing methods, 

but also more sophisticated and technologically advanced methods. 

Malware and ransomware are among the most evident threats in recent years and today, 

ransomware being a cryptographic method that puts heavy pressure on victims to pay 

the ransom. This method is relatively simple to perform within a company, by a mali-

cious employee, using external devices such as a usb pen or a usb rubber ducky. 
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There has been a growth at a European level in the register of incidents about cyber-

threats over the last few years, especially this year, when many companies opted for 

teleworking and saw their working methods changed. However, we can prove through 

the study referred to in the previous chapter that Portugal is considered the country with 

the best European ranking in terms of cybersecurity, in relation to other European coun-

tries, and having a small local notion through the survey also mentioned. 

 

As a future continuation of this paper, a study could be made to forecast the contin-

uation of trend growth or an unexpected decrease in threats for the next year, in Europe 

and the rest of the world, as well as the influence of the appreciation or depreciation of 

certain cryptocurrencies in cyber-attacks. 
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Abstract. Nowadays, our days are marked by the appearance of the coronavirus 

(covid-19), which has led the world health organization to decree a global pan-

demic. With this situation, several measures have been implemented to prevent 

the spread of the virus as much as possible. 

These days, the concerns of organizations increased considerably because most 

of them were not prepared for this situation, and many of them had to make 

changes in the network to continue working and at the same time earn money, 

thus making their network more vulnerable to ransomware attacks.  

Ransomware Vulnerabilities are concerns that all organizations should worry 

about because all can suffer attacks at any time. With the current pandemic situ-

ation, for hackers it is a great opportunity to attack weaker organizations, doing 

damage and profiting from the information obtained. 

This paper will describe an introduction to the main threats in the area of IT se-

curity that occurred during the pandemic in general. This paper will also show 

whether or not there has been growth, during this time of the pandemic. 

Keywords: Ransomware, Pandemic, Vulnerabilities, Covid-19, attacks. 

1 Introduction 

The security of an organization is only as strong as its weakest component. [1] 

On March 11, 2020 [2] the world health organization had to declare a global pan-

demic state. Given the exponential growth of the virus, several countries have had to 

take certain measures to combat this sharp growth, which include the closure of coun-

tries, cities, and curfew measures.  

With this new reality, organizations and people had to adapt to all these new 

measures taken quickly to be able to continue working. Given the speed of both organ-

izations and people adapting, it has become easier for hackers to find more vulnerabil-

ities and at the same time, new opportunities have arisen for them to attack more easily. 

All of this leads one to think that security is a rather important topic that is often for-

gotten until it is too late. So, the message must be shared with everyone, so that organ-

izations and people can get the information they are missing as soon as possible. 

In this paper, initially, the first chapter will analyze the main threats in the area of 

computer security that occurred during the pandemic in a general way with a brief def-

inition of them. Also, the same chapter will analyze Ransomware Vulnerabilities during 

the covid-19 Pandemic with some examples of attacks during the pandemic.  
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After this chapter, we will focus specifically on Portugal, making a comparison before 

and during the pandemic showing some research results, which give us the idea of the 

state of ransomware in this country, showing some preventions and measures to be 

taken for future attacks. 

2 Most common cyberthreats during the covid-19 

pandemic 

Since we have heard the word cybersecurity, it has had several definitions for it [4] 

being in constant evolution over time, but according to the author [5] cybersecurity is 

the prevention of damage caused by unauthorized use of hackers of electronic infor-

mation and communication systems and their information that is stored, with the aim 

of ensuring confidentiality, integrity and availability. 

Confidentiality means limiting access to and sharing the information in the system. 

Integrity means protecting the information from being altered or destroyed. Availability 

means keeping the system online for those who have access to it and unavailable for 

those who do not have access or have not logged into the system. 

So, it is up to the engineers to try to keep everything secure and at the same time 

away from hackers. 

Currently, there are 3 types of threats to cybersecurity, intentional, non-intentional 

and natural. Intentional attacks are considered the most serious since they are the result 

of malicious actions by other people involved. Non-intentional attacks are usually 

linked to all kinds of attacks caused by, for example, failing to protect certain equipment 

or even cutting a cable that is connected to something important. Natural attacks are all 

attacks where the human being is not directly involved, for example, earthquakes and 

tsunamis. [6] [24] 

 

2.1      Prime Threats during covid-19 pandemic 
 

Before the world was confronted by covid-19 there were already several cybersecurity 

challenges, because as time goes by technology changes and at the same time every-

thing changes. Hackers need to adapt to new realities as well as engineers try to find 

ways to be more effective in less time and with more security. 

With the emergence of covid-19, everything became more difficult as organizations 

and people had to come up with quick solutions to keep working. 

According to ENISA [7], there are 8 main threats during the period April 2020 - July 

2021 
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The 8 top threats during the reporting period  

1. Ransomware  

2. Malware 

3. Cryptojacking 

4. E-mail related threats 

5. Threats against data 

6. Threats against availability and integrity 

7. Disinformation – misinformation 

8. Non-malicious threats 

Table 1. Most frequent crime based on the registration of denunciations to the Office Cyber-

crime, of the PGR, 2020 [15] 

 

A brief explanation of the most common cyber threats 

• Ransomware - encrypting files on an infected computer and holding the key 

to decrypt the files until the victim pays a ransom. During the period men-

tioned, this was the main threat. [3] 

• Malware - software that is intended to perform an unauthorized process to in-

stall something like spyware, ransomware, virus, worms, which could lead to 

serious consequences [9]. It has always been considered among the threats 

with the highest risk, but lately, according to ENISA [7], it has gradually 

dropped. 

• Cryptojacking - emerged in mid-September 2017, its function is to use a vic-

tim's computer components to mine virtual currency. [10] 

• Threats against availability and integrity - DDoS (Distributed Denial of Ser-

vice) is one of the most critical threats to IT systems. It aims to overload the 

system and cause it to shut down or reboot. [11] 

• E-mail related threats – most common techniques used to attack e-mails in-

clude identity theft, phishing, virus and spam e-mails. [12] 

• Threats against data - exposure to secret data can lead to manipulation, threats, 

defamation and ransomware. [7] 

• Disinformation - misinformation - both aim at sharing false information with 

the goal of harming or even influencing in a negative way. [13] 

• Non-malicious threats - most often it is human error that leads to the leak of 

important data by simple negligence and without malware or other external 

actions. [14] 

 

2.2    Ransomware Vulnerabilities during covid-19 Pandemic   
  

What exactly is ransomware? According to the authors [16], ransomware is a malicious 

attack in which attackers encrypt the data of an organization or person and demand a 

payment in exchange for returning the stolen data. In some circumstances, the attackers 

when stealing the information may ask in exchange for not disclosing the information 

to authorities, competitors, or the public. 
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One of the currently most demanded payment methods is cryptocurrency because of 

its enhanced anonymity and the indistinguishability of transactions. [7] 

The average ransom amount doubled over the last year, though small amounts of 

ransom are still popular with threat actors. They tend to be paid more easily and result 

in less public exposure for the threat actor. The higher demands also increased. Over 

just a few months, the highest demand made in 2020 more than doubled in 2021. [7]  

 

 

Fig. 1. Ransomware incidents observed by ENISA (April 2020-July 2021) [7] 

By analyzing the chart, we can see that since the beginning of the pandemic there 

has been an increase in ransomware cases. 

It is a mistake to assume that a specific industry is singled out and targeted by ran-

somware actors. Ransomware actors are indifferent to who pays them as long as they 

are getting paid. The distribution of industries is more a function of the median level of 

cyber resilience of the organizations and companies in that industry and the availability 

of cost effective methods to compromise them. [23] 

 

 
Fig. 2. Common Industries Targeted by Ransomware in Q2 2021 [23] 
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By analyzing the sector chart, we can see that the public sector suffers the most ran-

somware attacks followed by professional services. 

During the time of the pandemic there were several ransomware attacks: 

• In London, March 2020, the Maze ransomware group leaked the personal and 

medical data of thousands of former patients of a medical research company 

about covid-19 testing. [20] 

• On June 1 2020, the University of California San Francisco (UCSF) working 

on the covid-19 vaccine fell victim to a ransomware attack in which it was 

forced to pay €995 thousand to cybercriminals called Netwalker.21. [19] 

• In June 2020, in Canada, CryCryptor ransomware masquerades as COVID-19 

contact tracking apps on Android devices. [21] 

• In July 2021 in Spain, the fourth largest telecommunications company, 

MasMovil, fell victim to theft of customer information by the REvil ransom-

ware group. [7] 

3        A focus on Portugal before and during the covid-19 pandemic 

According to Microsoft [17] [22] in March 2017 in Portugal malware was found on 

8.3% of computers in Portugal, with Trojans identified on over 7.0%.  

The same study also says that in March 2017 Portugal had a high percentage of 73% 

of computers with security software enabled. Also, in the same study, we can see that 

ransomware is well below when compared to the other. 

 

Fig. 3. Percentage of malware in the amount of analyzed Computers in Portugal as of March 

2017 [17] [22] 
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The same document also shows that in the European Union (EU), Portugal was in 

3rd place in the number of major cybercrime victims among EU countries. 

 

Fig. 4. Top victims of cybercrime among EU countries [17] [22] 

 

According to the data provided in the CNCS 2021 risk and conflict report [8], we 

can see that the most frequent crime was fraud in the use of the MBWAY payment 

application, followed by phishing and ransomware. Also, CNCS counts with the coop-

eration of different enterprises like NATO, ENISA, the European Commission, and 

others. It also partners with the project “No More Ransom”, that vouches to stop crim-

inal activities connected to Ransomware. [22] 

 

 

1º Fraud in the use of the MBWAY payment application 

2º Phishing 

3º Ransomware  

4º CEO fraud  

5º Online scams 

6º Scams with relationships and with cryptocurrencies 

7º Scams with fake web pages 

8º Private data and image sharing 

9º Stalking e sextortion  

10º Hate speech  

11º Copyright infringement  

Table 2. Most frequent crime based on the registration of denunciations to the Office Cyber-

crime, of the PGR, 2020 [8]  

 

During this time of the pandemic, the energy company EDP in April 2020, was the 

victim of a ransomware attack in which the Ragnarok group demanded €9.5 million 

where it threatened data disclosure. The same group also threatened to release 10TB of 

information containing private customer and financial information. [7] 

 

Proposals for preventing ransomware attacks, according to ENISA: [7] 
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• Implementation of secure and redundant backup strategies; 

• Implementation and auditing of identity and access management (least-privi-

lege and separation of duties);  

• Training and raising the awareness of users (including privileged users); 

• Separation of development and production environments; 

• Information sharing on incidents with authorities and the industry; 

• Restricting access to known ransomware sites; 

• Identities and credentials should be issued, managed, verified, revoked, and 

audited for authorized devices, users, and processes; 

• Access permissions and authorizations should be managed, incorporating the 

principles of least privilege and separation of duties; 

• Use of security products or services that block access to known ransomware 

sites; 

• Report any attack or attempted attack to the authorities and help restrict its 

spread; 

• Systems’ monitoring for fast identification of infections; 

• Ransomware response and recovery plans should be tested periodically to en-

sure that risk and response assumptions and processes are current with respect 

to the evolving ransomware threats;  

• Keeping up with recent ransomware trends, developments and proposals for 

prevention. 

 

4   Conclusion 
 

In the last decade, technology has evolved dramatically, and in order to be constantly 

updated, we need to search for secure and at the same time fast information. Given this 

exponential evolution and the difficulty of adapting to new technologies, engineers and 

hackers are in a constant battle, some solving problems and solutions, others looking 

for weaknesses where they can act to steal data and make money with it. 

With the emergence of the pandemic and the new measures imposed by govern-

ments, the solutions had to be done quickly without much worry, which damaged the 

security of companies and people, and at the same time, the hackers used this to their 

advantage.  

So, when this is over, it is important to carry out as many studies as possible on the 

whole situation, thus making it possible to improve the actions to be taken in case there 

is another event with the same dimension. 

Safety comes first! 
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Abstract. Nowadays we see a greater number of malware attacks and we see that 

it becomes increasingly difficult to combat and track this type of attacks. Mal-

ware is just a term that mean “malicious software” and there are many types of 

it. 

In this project we will be looking at mitigation techniques, we will talk about 

the ones that are the most used and which are the best and offer more protection. 

Mitigation techniques also involve detection, not only protection but also in-

volves the prevention against these types of attacks, often this serves as a protec-

tion to them, preventing this kind of attacks it is always better than trying to solve 

them. As hacking gets more and more complex technology needs to evolve with 

it, we are going to go deeper into what technology gives us the best ability to 

counter hacking. 

As time goes by, hacker techniques will evolve, and this technique will im-

prove so that its detection will be more difficult for our devices. Networks are 

expanding day by day and the need of security is getting more and more im-

portant, ethical hacking is more used today to help and create security. In this 

paper we will go along of the hacking technique and some examples about it. 

Keywords: Hacking, Mitigation, Malware, Ethical Hacking, Technology, Soft-

ware, Vulnerability Analysis, Exploits 

1 Introduction 

Over the last few years, we have seen hacking rise in popularity due to advances in 

the technology field. Today many of our devices are connected to each other and con-

nected to an internet network, this means that the same information is available between 

the various devices and with this there is an increased risk of attack by a stranger or 

even accessing our network and consecutively our personal information, our device and 

everything that is connected to it depending on the complexity of the attack that may 

occur. The connections between devices have been very advantageous for all of us, it 

makes our daily life much easier, in terms of work and leisure but it can also bring many 

risks to the security of all our information, this is a topic that many people are not aware 

or not paying attention, syncing devices to a cloud makes it easier and faster to switch 

devices but it also increases the risk of information leakage, whether personal or work 

data. 
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Many people continue with the idea that hacking is always bad, whenever the word 

is referred to, the idea arises that it is an illegal activity and that its purpose is to cause 

the cause. Although it can be used for this, nowadays we know that hacking is widely 

used for reasons of increased security in companies to protect their data, furthermore it 

has become a practically essential activity to increase the protection of companies, to 

find problems, weaknesses and therefore being able to correct them, to avoid hacker 

attacks with malicious intent and also expenses in recovering lost information, through 

this type of hacking companies are attacked with their permission and then a report is 

made about the areas that need to be reinforced and why, we are going to speak about 

this later in this paper, based in a journal, this is called ethical hacking[1] that, following 

the law simulate these kinds of attacks. We are talking about a lot of types of attacks 

(e.g., DOS, DDOS etc.) These types of attacks have varying levels of severity and dam-

age to companies for example, I chose to speak about these specific attacks because 

they are the most used nowadays as they are the most difficult to defend, in this paper 

we will talk about the attacks are made and also explain the process behind launching 

an attack of this kind, it is important to remember that more and more attacks are diffi-

cult to prevent and consequently it is important to know how to protect all information 

and devices within the network, attacks within the network if they affect multiple de-

vices, cause them to become zombie machines[2], devices that are compromised during 

an attack and then pose a threat to the rest of the network they are connected to, we  are 

going to talk about this in depth later in the paper as well. All these attacks require 

Mitigation techniques, these are important to keep all the data safe in case of attack. 

Furthermore, the present introduction section 1, the paper will have 6 more sections 

divided as follows: 

Section 2 – Discusses the concept of “Hacking”, why is it important, how hacking 

can help in companies protection. 

Section 3 – We will go through the types of hackers that exist, explaining the purpose 

of each one and the situations that they act. 

Section 4 – There are many types of attacks, in this section some of them will be 

presented. 

Section 5 – As valuable as attacks, the techniques to avoid them will be presented in 

this section. 

Section 6 – Presentation of a report that shows how an attack can cause more damage 

and panic than its taught. 

Section 7 – Conclusion about the theme portrayed. 

2 About Hacking  

This activity started due to the curiosity of computer enthusiasts, these people are 

known for their skill in the field of technology (” He is a computer enthusiast and ex-

tremely proficient in programming languages, computer systems and networks.”) [4]. 

These very skilled people are referred to as better programmers, programmers who 

don't follow normal programming methods, they have their own methodology and 
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program as their will, overcoming various barriers including discovering new ways to 

program by going deep in this area.  

 Many times, a hacker is considered to have good intentions which is not supposed 

to be, hackers are considered the (” safeguards of networks”) [4], when exploiting 

breaches in the network and in the company. 

We also have hackers with bad intentions, they attack without authorization and enter 

networks (“Malicious hacking is the unauthorized use of computer and network re-

sources”) [4]. This often ends up with information theft and with it ransom requests in 

the form of cash. 

 

2.1 Hacking importance 

Hacking nowadays is used by companies all the time, they need to be working for 

the better future of the company, doesn’t matter in each area, they need to be always 

working for better, in terms of technology used and now it’s more common for compa-

nies to invest in cyber security, so their data is safe and they can just keep their services 

online for longer, if their services are not online because of an attack this means that 

the company is losing a lot of money, at 

that point every minute counts, with this 

hacking becomes an important tool to help 

companies being more safe in their net-

works and services. We are speaking about 

ethical hacking of course, this type of 

hacking is all about an organized attack 

between the company and the ethical 

hacker, summing up the objective is to find 

vulnerabilities in the network system of 

the company by invading it, after this pro-

cess the hacker is supposed to find ways to 

prevent the same attack he performed and 

other attacks that might get the company’s 

data in danger, this whole process has dis-

tinct phases, like shown in the next figure. 

 

 

Evidence about the” test attack” [3], 

must be erased and without a trace, in or-

der not to leave breaching hints that were 

discovered by ethical hacking at the begin-

ning of this process. This test attack, as it 

is called, is aimed at a more complete anal-

ysis of the entire network to help build a 

better structure to ensure maximum pro-

tection for the company that hired the eth-

ical hacker, this is a paid job [3] and Fig. 1. Hacking Phases [3] 
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everything is done in a controlled environment with full knowledge of company mem-

bers. After the testing process, the security is certainly improved to avoid damage in an 

uncontrolled real situation, in case of attack. 

3 Types of Hackers 

In the realm of hacking (whether we talk about authorized and controlled hacking or 

hacking in the realm of crime) we have three main types of hackers that are important 

to know (“these have categories according to the shades or color of the “Hat”.”) [4] 

according to the hat color we have: White Hat Hackers, Gray Hat Hackers, Black Hat 

Hackers. 

The color of each one's hat represents a different type of person, with different inten-

tions in the same field, the lighter the color, the lower the malicious intention on the 

part of the hacker 

 

Fig. 2. Different types of Hacking/Hackers [5] 

3.1 White Hat Hackers 

In the case of the white hat hacker, we need to know that, being the lightest color of the 

three that will be presented, they are certainly the ones with the best intentions regard-

ing the act of hacking, this type of hacker is the so-called ethical hacker, it is about a 

paid professional to test the security of a company's network, report on that same test 

and also resolve network weaknesses, leaving the company better prepared in case of 

attack, either on the network or on its information.[5] (They are also known as “IT 

Technicians”) [6]. 

3.2 Black Hat Hackers 

Opposed to the white hat hackers the black hat hacker is known for his bad intentions 

in the act against the network and against its users, often causing damage to both, often 

the purpose of this type of hacker is theft of important information for the company and 
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a request for monetary redemption of the data, or even the destruction of information 

with the intention of causing great damage to its services, making it an impossible op-

eration. 

This type of hacker acts according to all your personal interests, the objective is not 

to test your skills, but to cause problems for your target, blocking the access of network 

users and only removing this block after the high payment they want. They know how 

important information and services are to these companies, hence these high-value re-

demption requests. [5][6] 

3.3 Grey hat hackers 

Gray hat hackers have an intermediate profile between white hat hackers and black 

hat hackers. These hackers have the same intention of infiltrating the network system 

and taking access by force. After the attack and after knowing how to access all the 

information that compromises the company in question, the gray hat hacker offers his 

services to company by making known the vulnerabilities they have, demanding a pay-

ment that you think is correct for it. This type of attack is much more thoughtful, as it 

is carried out so that it can be reversed, if the company accepts the payment to improve 

its security, the attack can be reversed and thus improve the security of the company in 

question. Although the company does not agree with the attack, it can accept his ser-

vices [6]. 

4 Attacks 

There are many types of hacking attacks that may happen in our everyday life, and 

without us noticing it, with this we are going to see some of the most important attacks 

in different scenarios like wired scenarios or wireless network scenarios.  

In a public network, in a caffe, library, everywhere when a device is connected to 

the internet an attack may occur, every unprotected device is a target if it is in the wrong 

place at the wrong time depending on the hacker’s intentions.  

 

large companies or some type of service actively used by the population are usually 

targeted by Hackers these targets are the ones most likely to give hackers what they 

want as a ransom for data, money is usually what they ask for to give back the important 

data without any damage. 

 

 

 

 

 

128

Proceedings of the Digital Privacy and Security Conference 2022  |  10.11228/dpsc.04.01



6 

 

Table 1. Types of Hacking Attacks [10][8][11] 

Type of Attack Definition Level of threat 

DoS 

“DoS” is a big attack base on throwing a lot of infor-

mation(messages) at the same time for the same IP, over-

whelming the all the traffic nodes throughout its passage, 

normally this type of attack is done to take down im-

portant servers for a few hours, all users connected to the 

server will suffer DoS as well 

High 

DDoS 

In general, a DDoS attack aims to hindering the ac-

cess of legitimate users to a target system or ser-

vices by overwhelming the resources, this way the 

device cannot handle such amount of information 

and taking total or partial loss of services and files 

as well 

High 

Waterhole 

Waterhole is done in websites with JavaScript or HTML 

code, this attack makes the user go in a website with a 

malware with will corrupt the device giving access of the 

whole user’s network, this normally happens with the 

most used websites by the user 

Medium 

Fake WAP 

Fake WAP is known to happen via wireless connections, 

this type of attack consists in getting a fake wireless ac-

cess point to the network, as soon as a device is con-

nected the user’s data can be stolen by the hacker 

Medium 

Virus/Trojan 

Trojan viruses are acquired by users by downloading 

programs with the virus, this gives the hacker access to 

the infected computer letting him know when the device 

is online and provides him with the ability of stealing us-

ers’ information. 

Medium 

Phishing 

There are 2 types of phishing, by link manipulation 

which is false URL’s replacing sub domains different 

from the original sub domain so they can trick users to 

trust in links for example, or filter evasion which consists 

in using images instead of text, this makes anti- phishing 

filter useless when trying to detect it 

 

High 

Keylogger 

This type of attack consists in a malware that is not visi-

ble at the normal view in the device, this records the keys 

that are pressed and write them in a log file which is usa-

ble by the hacker when login into a website the data is 

written, this way the hacker get access to all data about 

the user’s accounts, personal information, passwords 

 

Low 
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5 Mitigation Techniques 

Mitigation techniques are all about keeping devices secured, servers and personal 

devices like computers, networks et. We know that today avoiding all these attacks is 

impossible, because there are always new ways to attack, despite of not being possible 

to defend your network from every single attack, it’s possible to reduce the damage 

created by these attacks by avoiding some situations and using some tools to help you 

in the process. Some are simple than others but protection nowadays it’s important, 

getting a secured network in your company decreases the risk of damage in case of 

attack [8][12] and with increasing security we don’t waste money on recovering data, 

recovering data costs a lot of money. Many techniques are known but ignored by most 

of the population using devices all around the internet. Getting a strong password with 

numbers, capital letters and no names in it, most of the times this is ignored by normal 

users, and this might compromise their safety on the internet. Using VPN and avoiding 

downloads of cracked software’s are some basic safety rules that are nor respected by 

many users. 

For the attacks that we spoke about before, now we are going to tell you about the 

mitigation techniques to avoid those same attacks. 

 

 DoS/DDoS.  

These attacks consist in sending a lot of information to the device at the same time 

making it to shut down. Nowadays this kind of attacks have been more frequently used 

as we can see from the graph under. This study was done by Google Pictures in the past 

year to show how popular these attacks since 2010 until the present time.[13] 

 

Fig. 3. Exponential growth in DDoS attack volumes [13] 
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(“We need to factor in the exponential growth of the internet itself, which provides bandwidth 

and compute to defenders as well.”) [13], comparing the growth of users with the growth of 

DDoS attacks we see that is a nice result, but it is important to use some counter measures to 

prevent these attacks. To prevent these attacks, we can use filters in our network, this only works 

if the hacker is not aware of this act, filtering lets your router analyze the information coming 

from outside the network and only letting into your device the clean information this prevents 

the overload of information. Using a secure overlay can be an option as well, this brings up a 

more trusted firewall that can only let go the clean information to the user’s network. Honeypots 

is another way to protect your system from these attacks, it consists of miming your network, 

making the hacker attack a mimic network while your device and your network still intact. 

 

Waterhole.  

Protecting yourself from waterhole attacks u need to hide your online activity, you can 

use VPN for example this way your online activity gets encrypted, and it is more diffi-

cult for hacker to trace you. 

 

Fake WAP.  

To prevent this kind of attacks u should not connect your devices to unknown Wi-Fi’s 

networks. 

Trojan Virus.  

Trojan virus are inside downloadable programs, first always avoid downloading soft-

ware from unknown or not credited websites, most of these unknown downloads come 

with virus hidden in their installation launchers, making it unnoticeable to the user that 

is downloading apps, getting an anti-virus that can scan your pc from time to time also 

helps to clear any virus that got into your device by the user not noticing anything 

strange in downloads. 

Phishing.  

Avoiding Phishing is all about paying attention to emails that u might receive, some of them 

bring up messages that don’t make sense with the user’s reality, those are easy to spot. Getting a 

spam filter helps a lot in this manner and being informed and trained about some scenarios that 

appear when you get attacked by phishing. 

Keylogger.  

Defending versus a keylogger the user should get a 2-step verification, this always help to 

verify the usage of the website and may let you know if it’s being used a keylogger or not, with 

this is important that the user is careful about his downloads, these malwares come on downloads 

from unknown sources as well. 
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6 Ciber attack on U.S. power grid could cost economy 1 trillion 

Dollars.  

The report that we are going to see tell us about a study done by the university of 

Cambridge Center about the risk of a potential scenario that involves an electricity 

blackout in New York and Washington DC. The scenario created by Cambridge Uni-

versity is flagged as "technologically possible" to happen once in the next 200 years. 

They speak of an episode for which it is necessary that the entities that ensure these 

electricity services are prepared for this possible threat. 

The hypothetical attack created by this university, tells us about 93 million people 

with no electricity throughout New York and Washington DC. During this blackout the 

report shows an increase in the mortality of the population due to the lack of electricity 

in hospitals, which would cause the death of patients, including the non-operation of 

the hospital, security in all networks would also be a problem such as transport. 

Since the US economy is directly linked to these types of services, it would be af-

fected. 

The estimated loss balance is also made, and we can draw our conclusions through 

this quote from the report ("The total impact to the US economy is estimated at $243 

billion, rising to over $1 trillion in the most extreme version of the scenario”) [14] 

The extreme scenario speaks of the absence of support from 100 generators, which 

would lead to a loss of over 70 billion. These results are presented because of the evi-

dence presented in 2014 in other major ("“Evidence of major attacks during 2014 sug-

gests that attackers were often able to exploit vulnerabilities faster than advocates could 

remedy them,” said Tom Bolt, director of performance management at Lloyd's, in the 

report.[14] 

7 Conclusion  

Hacking is important because it helps companies in their own protection, to improve 

their services and make everything in a safer structure due to several known techniques. 

We have several different types of hackers, and all have characteristics that can help 

in the evolution of security in this area. 

Be they ethical hackers or malicious hackers, they all have the role of finding vul-

nerabilities and thus allowing for increased security. 

We can observe that if security is not taken seriously, it can come to have great costs 

and an attack can come to affect great world powers at the economic level. These large-

scale attacks can cause irreversible damage to companies. 

Security must be taken seriously and more than protecting the network in real time, 

it must be taught how to avoid these same attacks, which part of the internet is secure 

and which part is suspicious through t these mitigation techniques. Attacks are more 

and more common which means that this area deserves much more attention from an-

yone thinking of connecting to the internet, now it is not just big companies that are the 

targets, but everyone can be targeted.  

132

Proceedings of the Digital Privacy and Security Conference 2022  |  10.11228/dpsc.04.01



10 

 

References 

1. Regina D. Hartley Appalachian State University - Ethical Hacking Pedagogy: An Analysis 

and Overview of Teaching Students to Hack 

2. Ms. Chandni M Patel*1, Asst. Prof. Viral H Borisagar #2 * C.S.E. Department, Government 

College of Engineering, Sector-28, Gandhinagar Gujarat Technology University, Gujarat, 

India. International Journal of Engineering Research & Technology (IJERT) Vol. 1 Issue 9, 

November- 2012 ISSN: 2278-0181 

3. Study Of Ethical Hacking Bhawana Sahare, Ankit Naik, Shashikala Khandey Research 

Scholar, Lecturer Department of Computer Science and Engineering, Kirodimal Institute of 

Technology, Raigarh Chhattisgarh – India - International Journal of Computer Science 

Trends and Technology (IJCST) – Volume 2 Issue 4, Nov-Dec 2014 

4. K.Bala Chowdappa et al, / (IJCSIT) International Journal of Computer Science and Infor-

mationTechnologies,Vol.5(3),2014,3389-3393- http://ijcsit.com/docs/Volume%205/vol5is-

sue03/ijcsit20140503161.pdf   last visited 2021/12/13 

5. https://edgy.app/how-to-hack-for-the-greater-good-inside-ethical-hacking - photo by Mati-

asDelCarmine | shutterstock.com, last visited 2021/12/14 

6. Palmer, C.C. (2001, April 13). Ethical Hacking. IBM Systems Journal Vol. 40 No.3 2001 

7. Ethical Hacking Pedagogy: An Analysis and Overview of Teaching Students to Hack Regina 

D. Hartley Appalachian State University- https://scholarworks.lib.csusb.edu/jitim/, last vis-

ited 2021/12/14 

8. A survey of distributed denial-of-service attack, prevention, and mitigation techniques 

Tasnuva Mahjabin1, Yang Xiao1, Guang Sun2 and Wangdong Jiang2 - https://jour-

nals.sagepub.com/doi/pdf/10.1177/1550147717741463, last visited 2021/12/14 

9. Hacking Attacks, Methods, Techniques and Their Protection Measures Dr. Sunil Kumar1, 

Dilip Agarwal 2 

10. Types of Hacking Attack and their Counter Measure Minakshi Bhardwaj and G.P. Singh 

11. Survey of keylogger Technologies Yahye Abukar Ahmed, Mohd Aizaini Maarof, Fuad Mire 

Hassan and Mohamed Muse Abshir 

12. Vulnerabilities and mitigation techniques toning in the cloud A cost and vulnerabilities cov-

erage optimization approach using Cuckoo search algorithm with Levy flights Mhamed 

Zineddine MIS Department, ALHOSN University, Abu Dhabi, United Arab Emirates 

13. https://cloud.google.com/blog/products/identity-security/identifying-and-protecting-

against-the-largest-ddos-attacks, last visited 2021/12/14 

14. https://www.reuters.com/article/us-cyberattack-power-survey-

idUSKCN0PI0XS20150708-, Reporting by Carolyn Cohn, editing by Louise Heavens, last 

visited 2021/12/17 

133

Proceedings of the Digital Privacy and Security Conference 2022  |  10.11228/dpsc.04.01

https://edgy.app/how-to-hack-for-the-greater-good-inside-ethical-hacking
https://journals.sagepub.com/doi/pdf/10.1177/1550147717741463
https://journals.sagepub.com/doi/pdf/10.1177/1550147717741463
https://cloud.google.com/blog/products/identity-security/identifying-and-protecting-against-the-largest-ddos-attacks
https://cloud.google.com/blog/products/identity-security/identifying-and-protecting-against-the-largest-ddos-attacks
https://www.reuters.com/article/us-cyberattack-power-survey-idUSKCN0PI0XS20150708-
https://www.reuters.com/article/us-cyberattack-power-survey-idUSKCN0PI0XS20150708-


Survey on Hacking Analysis and Mitigation Techniques 

Ricardo Neves 

University Lusófona of Porto 

Porto, Portugal 
ricardomanuelvalenteneves@gmail.com 

Abstract. Year by year, technology has evolved and integrated itself into our lives, allowing us to 

explore a new world where we can access or share relatively anything we want. Consequently, in today's 

society, we are present with constant use of those technologies and thus an accompanying and 

permanent flow of data throughout the world. This information, available on the internet, appears in 

various forms, such as images or texts, and holds its value. Therefore there will be entities that will try 

to obtain this data for numerous purposes with mixed approaches. Specifically, cyberattacks have been 

a common threat to both the data and the users of the internet. One of the most popular and common 

cyber threats is known as malware. This malicious software finds its way to our devices through various 

ways with different objectives, having only in common its intent, which is to damage computer systems. 

This survey will cover hacking analysis by deconstructing cyberattacks throughout its chapters and 

providing a practical application on a malware analysis, bringing forward a deeper understanding of 

hacking and mitigation techniques. 

Keywords: Cybersecurity, Cyberattacks, Hacking Analysis, Mitigation Techniques, Network, 

Cybercrime, Hash, Strings, Cyberspace 

1 Introduction 

Currently, cybersecurity is a broad field that follows the ongoing growth of modern technology [1]. 

Acknowledged as one of the most notable drawbacks to governments, corporations, and individuals in the 

current century [2], cybersecurity plays a significant role in the lives of those who interact with cyberspace. 

Moreover, it extends through multiple sectors with various media articles and studies showcasing the harm 

caused by hacks to the respective, be it healthcare [3] [4], economics [5], or others.  

The Federal Bureau of Investigation, commonly referred to as the FBI, is a well-known justice 

department whose actions have significantly benefit the victims of cybercrimes. Furthermore, it is also an 

exceptional source to understand the necessity of cybersecurity, mainly due to their publications in regards 

to the impact of cyberattacks throughout the world. According to the FBI’s 2020 Internet Crime Report, 

there was a significant increase in complaints of suspected internet crimes in comparison to the previous 

year and losses that amount to billions of dollars. More so, deeper searches lead to ridiculous numbers 

supporting and justifying, the dread that many entities have towards the world of cybersecurity. As a matter 

of fact, this numbers might not even be close to the actual values by the simple fact that many companies 

and individuals tend to hide or wrongfully disclosure information regarding cyberattacks [6]. Notably, data 

breaches are often the cause for the concealment to the public, in order to mitigate any repercussions to an 

organization or individual.    

Amidst the continuous approaches regarding cyberattacks, individuals are often classified based on their 

motivations [7]. On the other hand, and contrary to many, while they are divided by such designations, 

many share the same knowledge and set of tools.   

This survey aims to deconstruct cyberattacks, by thoroughly covering hacking analysis, or attack 

analysis, and mitigation techniques. Moreover, the technical concepts will be followed with a practical 

application, that can be accompanied by anyone, independently of how knowledgeable they are on the 

matter. 

2 Cybersecurity 

A variety of concepts regarding the cybersecurity domain turn out to not only be hard to define but to 

explain due to their nature. As a concept that has changed through time, cyberspace is a perfect example 

[8]. In 2018 JP 3-12, DOD, the Pentagon released a term that would describe cyberspace as “the global 
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domain within the information environment consisting of the interdependent network of information 

technology infrastructures, including the internet, telecommunications networks, computer systems, and 

embedded processors and controllers” [9]. Such description was later accepted by some and refused by 

others, yet that isn't the point. The important part is to realize its correlation with cybersecurity, to further 

understand the consequent topics. In short, cyberspace is a critical infrastructure that holds information that 

is stored, shared, and communicated, a world of computer networks and its users [8]. When we engage with 

cyberspace, cybersecurity plays a huge role. The nature of the activities performed and involving 

cyberspace shape the necessity of cybersecurity, and whatever measures are applied when we engage with 

this world, they must support confidentiality, integrity, availability, and non-repudiation [10]. 

Nonetheless, securing something is about protecting it from the threats that could exploit its vulnerabilities 

[11]. Thus, the need to dispense any necessary resources to cybersecurity, and the required thought on how 

to steadily improve it. Striving for the utmost safety of our systems, organizations, and ourselves. 

3 Hacking and Cybercrime 

While cybersecurity has the constant need to keep up with the evolution of modern technology, attack 

analysis follows the trail of the increased complexity, severity, and events of cyberattacks [12]. 

First things first, taking each concept one by one, there is hacking. It’s a scary term for many, yet an 

exhilarating sound for others. The word hacking, or hacker, didn’t mean any harm a long time ago [13]. It 

was a way for individuals to either test their skills, or enjoy learning about the latest technology, but it 

doesn’t represent that group of people anymore [13], not to the media at least. Hackers are now divided and 

described in various terms, all of them representing individuals in their differences, be it motivation, 

experience, or other [7]. The following denominations and respective descriptions, elaborate more about 

some of the existing types of hackers [14] [15]. 

• Black Hat: Contrary to White Hackers, this set of individuals are cybercriminals that intend to 

harm a computer system or network. They do so by stealing data, shutting down services, and 

more. Criminal communities where these cybercriminals interact and trade can be seen in the clear 

and dark web. 

• Grey Hackers: Grey Hackers can be seen as both a Black Hat and a White Hack. They tend to 

decide on which hat will they wear for a certain job, depending on the best offer. This behavior is 

a major reason why many consider them one of the most dangerous types of hackers. 

• White Hat: White hackers are also known as Ethical Hackers. They are security experts and a 

major strength to an organization's security team. 

Shifting the focus to cyberattacks, these are the type of attacks carried out by cybercriminals. The 

European Union Agency for Cybersecurity, ENISA, released their Threat Landscape 2021 not too long ago 

[16]. Its documentation provides a well around update on many aspects surrounding this year’s cyberthreats 

and cyberattacks. A resume of some of the content detailed in the Threat Landscape 2021 document is 

presented below [16]: 

• Cyberattacks with nature in malware are still one of the major threats to today’s entities. 

• Hacktivism remains low yet impactful. It is mainly targeting specific organizations while 

maintaining their signature means of performing cyberattacks, like DDoS attacks and the release 

of sensitive data. A famous example of a hacktivist group is Anonymous. 

• Conti was the ransomware with the highest monetary gain in 2021, going over 12 million dollars. 

It also mentions the changes in cybercrime caused by COVID-19. Amidst the pandemic, many studies, 

and reports [17] have shown an increase in cybercrime since its early stages. Interpol COVID-19 

Cybercrime Analysis Report [17], 2020, showcased data that would resonate in an alarming increase in 

cybercrime, involving phishing, ransomware on critical infrastructures, and overall, a group of 

cybercriminals exploiting people’s weakness at unfortunate times. Even so, cybercrime events have been 

around for a long time and can carry out cyberstalking and cyberterrorism activities [18]. 

Nonetheless, there are still worldwide occurrences that showcase the positive side of hacking. Capture 

the Flag (CTF), in the scope of cybersecurity, are one of the many types of competitions that involve 

hackers. It is a great way to be part of the community while testing your skills and having a good time. 

Computer scientists, for example, have a lot to gain by being part of hacking conferences. Even more, many 

companies have been joining the world of bug bounties, congratulating hackers through monetary gains, 

most of the time, while improving the overall security of the business. 
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4 Hacking or Attack Analysis 

Given the nature of cyberattacks, we can describe their analysis based on two points of view. We can view 

and approach a cyberattack in an offensive or defensive manner, each having its unique yet related set of 

methods. Although they can be divided by such terms, their motives shouldn't be assumed. An offensive 

approach can be taken to perform a security evaluation of a system, leading to an outcome that won't be 

considered a cybercrime. On the other hand, offensive methods can be used to deliberately make a 

cyberattack harder to fight against. 

Depending on the perspective, we can think of attack analysis as the artistry that deconstructs a 

cyberattack, being that the overall goal is not only to identify it but to understand it [19]. Furthermore, it is 

crucial to mitigate its damage, if complete elimination of the problem isn't possible. 

The methods of how attack analyses are carried out can vary depending on multiple factors, such as the 

nature of the cyberattack or the operating system of the targeted machine. [19] In the eventuality that an 

attack has occurred and we are aware of such, forensic analysis can help us better understand what happened 

by searching for possible actions made by the hacker, while also deducing the damage caused. If legal 

actions were to be taken, it is also possible to gather evidence for such, although a countermeasure could 

be used by the cybercriminal to prevent any traceable information, and make our work of analysis harder. 

To achieve a certain level of complexity, we will focus on a specific type of cyberattack and base our 

hacking analysis and attack analysis on the respective. Being malware a great enemy to cybersecurity in 

today's century, it will become the focus of the next topics. 

A dynamic or static approach are both ways to conduct malware analysis, where the difference lays down 

on whether we run the malware while we examine it or not [20]. Furthermore, we can describe them as 

basic or advanced. 

Table 1. Approaches to Malware Attack Analysis 

Basic Static Analysis 

A basic and quick way to gather 

information. Not that effective 

towards advanced malware. 

Basic Dynamic Analysis 

Analyse based on monitoring the 

malware in action. It’s 

recommended to proceed with the 

necessary tasks in a safe 

environmnent. 

Advanced Static Analysis 
A more in-depth analyse, usually 

involving dissembling tools. 

Advanced Dynamic Analysis 
May provide information that might 

have escaped previous techniques 

 

Both basic type analyses could be done by everyone, even the newcomers to the field. It can be an effective 

way to identify and apply measures to eliminate malware lacking in complexity. It is recommended that 

when running the dynamic analysis, the process should be executed in a safe environment, often called 

sandbox, to prevent damage to the main network and system. The advanced static analysis provides a clear 

understanding of what we are dealing with [20]. A great and helpful tool for this task, that involves assembly 

language is IDA Pro. If none of the techniques above seem to be giving the desired, or necessary 

information, then advanced dynamic analysis might be the answer. Usually, they are done through 

debugging to better deconstruct the running executable. 

Below are introduced ways to gather information from executables, which are usually what we will be 

facing when analyzing malware [19]: 

• Antivirus tools. 

• Hashes for malware identification. 

• File strings analyze 

Out there, most antivírus software adopts one of these two methods: Signatures, Heuristic Analysis [21]. 

Those who follow the signature route, work by comparing the piece of viruses with a signature database, 
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to see if it finds a match [21]. A big problem with the described method is that there is always a possibility 

of no match being found, even though it is analyzing a vírus. However, the heuristic method doesn't stop at 

the code and tries to go further. It looks to predict and learn its behavior, often utilizing machine learning 

techniques [22]. 

To those who are unfamiliar with hashing, it is a great way to identify malware. One could describe 

hashing as an algorithm applied to data, such as a file, that later produces a unique hash [23]. You could 

think of this unique hash as a fingerprint that identifies the malware. This hash code can then be helpful to 

carry out further investigation. Below are listed two popular cryptographic hash methods [24]: 

• MD5 

• SHA 

Although SHA is considered more secure, MD5 has the upper hand when it comes to speed [25]. Some 

similarities can be seen in regards to padding and resource utilization [25]. 

A string is a term that is very common in programming. It can be described as a sequence of characters, 

and while they reside inside files, extracting them can give crucial information about the binary in question 

[26]. It has proven to be a very efficient method for static analysis [27]. 

Regarding the offensive approach, although hackers vary concerning the reasons for their actions, they 

tend to share the way, and means of how they plan, and conduct their activities.  

Table 2. Types of Hacking and respective tools 

Port Scanners 
Nmap 

Auto scan 

Packet Sniffers 
Wireshark  

TCPdump 

Vulnerability Exploitation 
Metasploit 

Social Engeneering ToolKit 

Intrusion Detection Systems 
Snort  

Netcap 

 

As a matter of fact, Table 2 shows several techniques that are used for both offensive and defensive tasks, 

leaning more towards an ethical hacker approach [28]. 

5 Mitigation Techniques  

New signatures, patches, and many more variables maintain as an imminent threat towards mitigation 

techniques effectiveness [29]. These techniques address multiple mechanisms to elevate its efficiency, such 

as [29]: 

• Detection; 

• Response; 

• Tolerance. 

Although there is a vast number of mitigation techniques out there, many studies, and reports from 

various entities have addressed crucial, and popular mechanisms that are approached independently of the 

threat that is being considered. Abstracting from the topic of the survey, we can describe mitigation as they 

diminish in harm or loss caused by some sort of unwanted event. On the other hand, prevention leans more 

towards guaranteeing that the unwanted event never happens, although some may further describe the term 

prevention and acknowledge that in some cases, it does look to reduce the negative impact of such 

situations. 
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Therefore, it is safe to view mitigation techniques in correlation to cybersecurity as any means or 

methods that lead to reducing the damage caused by a cyberattack. Such techniques will overview 

prevention, detection, remediation, and response mechanisms, to better mitigate any harmful tragedies.     

The FBI Ransomware Prevention and Response for CISOs [30] is one of the many artifacts that will, in 

a way or another, end up touching on the following subjects when it comes to prevention: 

• Training with a focus on threats and attacks awareness; 

• Patching operating system and software; 

• Advanced configuration of firewalls related to IP addresses; 

• Managing access controls; 

• Implementation of Security Policies. 

Following the same structure as Hacking Analysis, mitigation techniques will be further analyzed with 

the usage of a cyberattack. 

In the middle of 2014, a banking Trojan made its appearance. The so called Emotet is a malware that 

upon gaining access to the victims machine, it would gather information and communicate the same to a 

command and control infrastructure (C2 or C&C) [31]. Known to be a major threat to the financial sector 

in 2019 [32], the infection process would start by users opening a Microsoft Word document, earlier 

received through email, and upon clicking on the agreement displayed to them, the macros would activate 

the Emotet malware, using HTTP POST to send data from the victim’s computer [31]. Regarding the 

financial sector, it was a major threat to the respective in 2019 [32]. Below there are listed a few mitigation 

measures that can be applied to protect against a malware with similar behavior: 

• Blocking email attachments that can't be scanned by an antivírus software. 

• Disabling file sharing services. 

• Scanning suspicious email attachments. 

• Implementing the suitable Access-control lists  

6 Case Study  

For study purposes, we will not formulate a plan to lure the victim into being attacked, but rather use a 

malware sample and let ourselves get attacked. This study will focus on attack analysis, from a defensive 

approach, covering both static and dynamic malware analysis that can be performed by everyone, 

independently of their knowledge on the matter. 

For starters, an adequate way to boost the safety of our machine when analyzing malicious software is 

the use of a virtual machine. Virtualization has been steadily increasing in popularity, and it can both be 

used by the hacker and the defender, or victim. A virtual machine can be seen as a computer inside another 

computer, and it’s a great way to minimize the potential damage to our main system. Furthermore, another 

key factor to be aware about is the network. As a defender and future malware analyst, we do not want to 

compromise our network. Since a malware can easily spread through a network, and proceed to infect other 

connected devices, this is of utmost concern. Nonetheless, we don't want to completely isolate the malware 

from the internet but is a key thought to keep in mind. 

Following the construction of the lab, our safe environment to run the malware, we initially created a 

virtual machine, using the VMware software. Then, on that machine, it was installed the Windows 10 

Operating System. After the installation process, it’s time to download the necessary tools to do malware 

analysis. It’s after this step that we can proceed with the configuration of the lab in ways that it won't affect 

the network, as previously intended.  

The default network configuration has (NAT) as the Network Adapter. This was important to allow the 

download of the necessary tools to perform malware analysis. Now, we will change it and go a step further. 

One way of thinking about how one can protect a network when performing malware analysis, is to simply 

cut any connection to the internet. While this idea isn't necessarily the worst, a variety of malware require 

internet connection to act has they were designed to. If we want to understand and properly analyze the 

malware, we still have to allow some connection, yet find a way to control the malicious software. That’s 

the usefulness of host-only networking. Host-only networking creates a connection between the guest and 

the host, containing the malware in the virtual machine while allowing some access to the internet. This 

way, we can better analyze it and understand what it does, like downloading other malware from the 

internet. Another step further would be the usage of multi virtual machines over the same concept, but it 

wasn't the method applied in this study. 
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The necessary precautions were made, and its now time to start shifting our focus to the malware. As a 

note, those were two main configurations that were needed in order to significantly boost our chances of 

guaranteeing security to our system and network, yet there are others who were taken in consideration. 

Version and updates of the used softwares, shared folder configurations, and USB connected devices are 

some of those. 

Due to the nature of the chosen operating system, the antivírus that is currently working on the virtual 

machine is the Windows Defender. For study purposes, we want the malware to enter our system so we 

will be disabling Windows Defender. 

The chosen samples required a password between the process of downloading them, and installing them. 

This is a helpful method to mitigate human error incidents when it comes to mistakes in this process. 

 

 

Fig. 1. Malware Sample 

 

 

Fig. 2. Running fakenet 

Furthermore, we use fakenet to trick the malware into thinking that the machine isn't isolated from the main 

network. It rises our chances of bypassing whatever methods the malware might have to detect if we are in 

environment systems or not. 
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Fig. 3. Process Explorer after executing the malware 

The Process Explorer is a notable tool for us to understand in real time what is happening in our system. 

Just from this view we can check a Process name, his description, if has any, company name, and more. If 

we look further into a Process, we are faced with a GUI about the respective that provides us with even 

more detail, such as strings and signatures. 

 

Fig. 4. Malware Process 

Regshot allows us to create two shots that will monitor every change in the system between their activation. 

It is an amazing way to spot what changed after we run the malware. A report at the end can be made with 

the changes by the Comparing setting. 
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Fig. 5. Regshot Report 

The information in the note is the result of the “Compare” feature in Regshot. There were a total of 309 

changeswith values being changed, keys deleted and more. 

Shifting back to static analysis, the MD5 hash code is the following. 

 

 

Fig. 6. MD5 command and Hash 

We do so in cmd, by first changing directories to the tool repository. Afterwards, we insert the following 

command with first, the hashing tool md5deep, and then the malware. The MD5 code was the following: 

34568261ff17bda650f7c50d607fad4e. 

To analyze the strings we can use the strings tool. 

 

 

Fig. 7. String command 

We will need to changed directories to the repository of the strings tool. We then want to run the command 

with the word strings, followed by the path to the malware.exe file. The following images represent portions 

of what was shown in the command line. 

 

 

 

 

 

 

 

 

Fig. 8. Strings command outcome 
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The information gathered to this point was enough to have a slight understanding of this malware. It was a 

culmination of both static and dynamic analysis, although further investigation could be done to understand 

it to its fullest, while obviously requiring a deeper understanding of concepts such as dissembling. 

Nonetheless, we can still gather even more information by doing a search on google with the gathered data. 

We can either use MD5 or SHA-1 that we retrieved from malware and check if other entities have 

performed analysis on this sample. As of today, this malware has been classified as suspicious by many 

individuals according to the website Virustotal. 

7 Conclusion 

Amidst the on growing surge of cyberattacks, attack analysis and mitigation techniques have shown to 

significantly affect the outcome of today’s systems and networks security issues. Although they are 

generally seen as fields where only high knowledgeable individuals on the matters would succeed, there 

are many ways one without notable fundamentals on the subject could improve their security in regard to 

the mentioned network and system. The agglomerate of tools and means may be equally present in the 

process of a cyberattack, incident response and vulnerability check, be it to scan ports on a company’s 

network or ARP spoofing to intercept communications.  

Intending to properly understand the concepts involved in the practical demonstration, there was a first 

introduction to cybersecurity followed by a more focused view on attack analysis and mitigation techniques, 

acquiring knowledge on static and dynamic analysis for a more defensive approach. Moreover, it was 

introduced some tools which uses can be both for a defensive and offensive procedure.    

Noteworthy, all entities that are in the slightest affected by the phenomenon’s involving cybersecurity 

should look to continuously adapt their systems, networks, and knowledge as a means to fight back the 

never-ending changes and evolution of cyberattacks.  

As for a future paper, going over a practical application of an offensive approach to a system or network 

would result in a more solid cybersecurity work. Further describing and analyzing cyberattacks would also 

significantly raise awareness for the possible damage derived by all the types of cyberattacks. 
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Abstract. Information Technology systems in education have been part of the 

day-to-day of many schools and academic communities for many years. Thanks 

to the Internet and these systems, all operations in schools have become more 

efficient, making this sector more dependent on them. But with the transition of 

these systems to the education sector, the threats posed to other institutions and 

businesses, have propagated to the learning institutions. This paper covers some 

of the cyber threats that schools handle and explores the impact that the lack of 

knowledge about some of the basic concepts of Cyber Security can pose to edu-

cational technology systems. The threats are shortly presented and analyzed as to 

how they pose a threat to schools’ sensitive data, providing an overview at some 

of the Cyber Security essentials that aim to prevent attacks or mitigate the damage 

that some of these threats can cause. Throughout the last few years, awareness 

has been raised to the importance of Cyber Security and therefore this paper seeks 

to find how much the academic communities in Portugal know about the Cyber 

Security vital concepts, resorting to a survey conducted in schools throughout the 

country, with the intent to investigate the knowledge that common users have 

seized throughout the years. 

 

Keywords: Education; Information Technology Systems; Cyber Security; 

Cyber Threats; Survey Analysis; Case Study. 

1 Introduction 

Over the last few years, more and more organizations have become dependent on in-

formation technology systems, with the education sector not being an exception. Aca-

demia has also become dependent on the Internet, therefore cyber security has become 

a major concern to schools. [1]  

Cyber Security experts research the threats to the cyberspace, studying how hackers 

can perform their attacks, detect design flaws and exploit weaknesses. Different types 

of threats have appeared throughout the years, but research highlights malware as a key 

weapon on the attackers' arsenal. [2] Malware stands for "malicious software" and it 

envelops a vast array of threats, all with the same objective: the infection of the target 

system(s); although the approach to achieve infection will vary. Common tactics in-

clude, for example, the infection of a single machine and then propagation to other 
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machines or deceiving a user to click on a pop-up, hyperlink or file, which proceeds to 

execute a drive-by download that downloads viruses or tainted files. [3] Malware can 

present itself in a multitude of ways, the most commonly seen being viruses, trojans, 

ransomware, adware, worms and spyware. [4] It can infect systems easily, but it can 

also easily spread, through a multitude of ways, such as an infected flash drive, through 

a phishing email or website or bundled with legitimate software, making it hard to con-

tain, since it can affect systems at any point of their life cycle.  Malware possesses many 

options of infection, spreading capabilities and an extensive span of possible victims, 

which include users, network devices and servers, making it one of the fastest growing 

and evolving threats that the cyberspace faces. [3] 

 Malware has the spotlight when cyber security is discussed and despite the fact that 

it’s dangerous, it's not the only threat the cyberspace needs to face. Other threats like 

social engineering have come into the limelight recently and they pose just as big a 

threat as malware. [5]  

Social Engineering is a broad term that encases a wide range of techniques that have 

the intent to deceive and exploit, applying different approaches in order to manipulate 

the common user into giving away any kind of private information. [6] These attacks 

attempt to bypass the cyber security systems that may be in place and exploit the human 

factor and, ultimately, deceiving the user. [1,7]  

One of the most popular social engineering approaches is phishing. It involves a 

fraudulent process, masked to appear as a legitimate source while procuring to extract 

information from the user, usually camouflaged as a website or email. [5,8] Social En-

gineering exploits people through deception, making it an easy way to acquire infor-

mation through the most vulnerable factor in the system, the people who use it. [9] 

This paper aims to give an overview of the risks and threats to schools and their 

information systems. Schools are equipped with the tools to fend off attacks, however, 

good network design that is prepared to handle external threats is critical. It is crucial 

to educate the common users about basic cyber security concepts and practices. 

 The first section, divided into 3 parts, will analyze threats to the education techno-

logical services, exposing the major threats and risks that schools may be exposed to.  

The second section presents the analysis of a survey performed in a few Portuguese 

schools, the results of which are the outcome of the data gathering of various members 

of the academic community surrounding the schools, addressing users about their basic 

knowledge about Cyber Security and day-to-day habits.  

2 Cyber Threats to Education: An Overview 

Cyber Threats are malicious acts that seek to gain unauthorized access to systems, aim-

ing to damage the integrity of the data, sensitive or otherwise, present within the system 

by stealing or damaging it or just to disrupt a system or network, interrupting the sys-

tem’s normal life cycle. Cyber Threats are what Cyber Security aims to prevent and 

protect against. 
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2.1 Cyber Threats to the Education Technology Services 

The expansion of technology services to schools provided advantages and disad-

vantages. It allowed professors and students to work more effectively, but with progress 

came some downsides; these being the threats that can potentially damage the school 

and its intellectual property. [10] Despite the raise in awareness over the years and in-

vestments made in Cyber Security, schools have become victims of cybercrime. [11] 

School systems are notoriously prone to attacks since they present themselves as an 

exploitation possibility with multiple avenues, as many schools possess a very lacklus-

ter Cyber Security infrastructure that, often, isn’t capable of handling many of the prev-

alent threats. [12] Since schools are institutions that have had a significant growth in 

the amount of digital information acquired, it becomes difficult to implement Cyber 

Security measures, which leads to a problematic situation where the robustness of the 

Cyber Security infrastructure may have to be sacrificed, in favor of its simplicity, so 

the users can utilize the systems. [13] 

 In this regard, it’s important to identify what the threats that impact schools are and 

that pose a risk to its technology services. The following list represents the types of 

threats that impact the Education sector: [14,15] 

• Data Breaches, 

• Malware-related Threats, 

• Social Engineering Attacks, 

• Denial of Service. 

 

 In the context of Education, the Privacy Technical Assistance Center describes data 

breaches as “any circumstance where a school’s student data system is improperly ac-

cessed, compromised, or disclosed to a third party”. [16] This threat can result in a wide 

array of complications, including identity theft, privacy violations and fraud. What 

makes data breaches hard to control and prevent is the many ways in which the data 

can be breached and leaked, which encompass theft through digital or physical means, 

human error, and hacking. [17] 

 Malware-related threats involve all sorts of malware. The most prevalent form of it 

is Ransomware, representing the second biggest threat type to education. These attacks 

can be in other forms like trojans, spyware, worms, and viruses. These malware-related 

threats have unique ways of operating and infecting devices, with the aim of gathering 

information, deleting, or altering data. [12] 

 Social Engineering Attacks involve different types of attacks, but the most common 

form is Phishing. Social Engineering is a method in which an attacker gathers infor-

mation about a target through the exploitation of human weaknesses, using deception 

or manipulation to access sensitive information. [18] Phishing is a form of Social En-

gineering attack in which the attackers set out to obtain sensitive information through 

methods like malicious emails or websites that are designed to be as close to an admis-

sible source as possible. [5] 

 Denial of Service (DoS) attacks are a major cyber threat, but it isn’t as popular on 

the education sector, as only a slim percentage of attacks reported are DoS attacks. DoS 

attacks aim to exhaust the target’s resources, attempting to minimize the target’s service 
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performance or even stopping the service altogether. These attacks come in two major 

categories: Network Based Attacks, relying on the misuse of network protocols to flood 

the targets with requests, which will damage the victim’s ability to provide service, and 

Host Based Attacks that exploit the victim’s vulnerabilities found by attackers in sys-

tems or applications. [19] 

2.2 The value and importance of schools’ data 

The education sector is a key target for attackers. According to the K-12 Cybersecurity 

Resource Center, in 2019, there were “348 publicly-disclosed school incidents” relating 

to cyber-attacks in various forms, representing a 200% increase in the number of inci-

dents reported in 2018, displaying a worrying increase in the incident count. [14] 

Schools are reliant on their technology to manage and store the extensive amount of 

sensitive data gathered from the entire academic community (staff, students and par-

ents).  

Given these findings, it’s important to analyze exactly what data most schools store 

and why it reaches the crosshair of hackers. Schools tend to deal with attacks by man-

aging risks, which involves removing the source of the threat, addressing the vulnera-

bilities and lessening the impact by mitigating damage and restoring the regular func-

tioning. The problem stems from the fact that these tasks are time and labor intensive, 

often only occurring after an attack as occurred. [20]  

Schools are in possession of such a big array of data, storing an extensive amount of 

personal data, which comprises a big list of items, ranging from: student identification 

numbers, social security numbers, names, genders, race, addresses, dates of birth, city 

and country of residence, telephone numbers, email addresses, test scores and grades, 

information from members outside the student, faculty and staff group, like family 

members and alumni. [1] 

Be it the sensitive information of students, faculty and staff or outside members, this 

amount of data turns schools into a bank of ample and valuable data, which puts a giant 

target on schools’ backs [21]. Pairing the vast variety of valuable data with the fact that 

schools do not expend as many resources on Cyber Security as other sectors that are 

equally dependent on technology, we can identify a laid-back and complacent stance 

on a sensitive topic that can have brutal consequences. [22] 

Considering the points above, it’s important for schools to analyze threats and to 

implement techniques and best practices that allow them to better protect their infor-

mation and to prevent attacks directed to their resources and IT systems. 

2.3 Techniques and Best Practices Attack Prevention and Mitigation 

Knowing the threats posed to Education, the value of the data and why it might be a 

target to intruders and attackers, it’s important to know what measures to apply and 

how to mitigate the impact of a possible attack, taking on a proactive stance towards 

the Cyber Threats. In Cyber Security, it’s important to take on a stance that aims to 

prevent and protect information and equipment, following the best practices and learn-

ing from worst-case scenarios to avoid being an easy target. [23]  
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The knowledge of the threats allowed us to develop techniques over the years, trying 

to evolve to protect against the constant surge of emerging threats. Below is a list with 

some of the mitigation techniques that can and should be applied, including a descrip-

tion of what each is and does. These are some of the most frequently used by organiza-

tions to protect the Cyber Space from the various Cyber Security Threats: [24]  

• Implementation of Intrusion Detection Systems (IDS), 

• Implementation of Anti-phishing Techniques, 

• Implementation of Firewalls, 

• Analysis of Anomalies in the Network Traffic, 

• Implementation of Anti-malware software. 

 

Intrusion Detection Systems are applications that provide constant monitoring of 

computer systems, alerting to when suspicious activity might be occurring. [25]   

Anti-phishing techniques involve all sorts of techniques that we can implement to 

reduce the possibilities of a successful phishing attack. These techniques involve the 

use of email filters and content analysis, which is used to intercept spamming and phish-

ing emails, the creation of Blacklists that contain a range of URLs that are known to be 

malicious and general best practices like only opening email attachments from trusted 

parties, never sending financial or personal information through email, using the latest 

versions of browsers, firewalls and IDS, and installing security patches when available. 

[26]  

Firewalls are some of the most frequently implement mitigation techniques. “A fire-

wall is a security device that monitors incoming and outgoing network traffic and de-

cides whether to allow or block specific traffic based on a defined set of security rules”. 

These devices can be hardware or software based or both. They are the first line of 

defense in network security, establishing a barrier between the internal network and the 

external networks. [27 

Analysis of Anomalies in the Network Traffic encompasses the analysis of all the 

traffic that flows through the network, making use of patterns collected from normal 

traffic and comparing them to the current traffic, aiming to find anomalies, enabling the 

possibility of enhancing and refining the network security. [28]  

Anti-malware software is often associated with the term antivirus. Although both 

have similar objectives, succinctly, Antiviruses primarily aim to defend systems from 

viruses and other similar threats, Anti-malware software is way broader. It works in a 

spectrum that involves viruses, but bundles ransomware, trojans, worms and other 

threats. [29]   

Along with techniques, we should consider the implementation of measures that can 

be encapsulated in the broader spectrum of Cyber Security. The measures below aren’t 

designed to just protect school’s information, it allows us to protect employees and all 

other users of the overarching school infrastructure and community, allowing us to im-

plement prevention mechanisms where possible: [1,30,31, 38]  

• Develop an Information Security Policy, 

• Conduct Training and Awareness Raising Practices, 

• Define roles and responsibilities,  

• Device Management, 
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• Strong Authentication, 

• Stay up-to-date and install security patches when available, 

• Logout of websites and shut down the devices when done working.  

 

Developing an Information Security Policy is a key step in Cyber Security. As such, 

one should be developed and revised as needed. It should involve what the school’s 

objectives are and it should be presented to all parties, while advocating for compliance. 

A Security Policy will be helpful to lay down the guidelines that every interested party 

should follow, and in the process, also identifying who and what we’re trying to protect, 

against whom or what and listing all the resources necessary to achieve said protection. 

[38] 

Another major factor that plays into Cyber Security is the human factor. There 

should always be training and awareness raising practices implemented, because it 

doesn’t matter how much security is implemented, physically or digitally. If users aren’t 

aware of risks and good practices, they become a weak link in the defense and are open 

to exploitation, mainly through Social Engineering techniques. [1,5]  

One integral step of writing a Security Policy is to attribute different levels of clas-

sification to information. The same way that we label information, we should attribute 

roles and responsibilities to the users. Every user should be conscious of their functions 

and roles towards information security, so that every party can be held accountable for 

their behavior and responsibility towards the school’s security. [1]  

Every device should be managed. That is to say that updates should be installed when 

available, devices should be password protected, install antivirus and anti-malware soft-

ware. These are all good practices, but there’s a different avenue to address proper de-

vice management. Personal devices like laptops and smartphones are less secure than 

the organization’s devices; therefore, no sensitive information should ever be present 

in these devices. As such, this topic should also be addressed in the implemented Secu-

rity Policy. [30]  

Strong Authentication involves the use of more than just a Password, it applies the 

use of an additional identification factor. The three factors for authentication are Some-

thing you know (“SYK”), Something You Have (“SYH”) or Something You Are 

(“SYA”). Nowadays, some systems apply the use of 2-factor authentication, which 

combines 2 of these factors, normally SYK and SYH. The most common combination 

being SYK and SYH. The Credentials are something the user knows. As for SYH, a 

security token is used, normally sent to the user’s email address or phone number. Cur-

rently, the use of strong authentication is almost mandatory. The use of passwords is 

not enough anymore, so schools should implement strong authentication methods to 

access their resources or IT systems. [32]  

Staying updated involves software and the users themselves. It’s important to main-

tain software running its latest version. Often, security patches are launched to keep 

Operating Systems secure against threats and the same applies to antivirus and anti-

malware software. Simultaneously, it’s important for users to be informed about emerg-

ing threats and risks, particularly new phishing scams. [31] 

This last practice is something that users don’t realize is a dangerous behavior and 

this can be due to the world being progressively more connected to the internet, 

151

Proceedings of the Digital Privacy and Security Conference 2022  |  10.11228/dpsc.04.01



7 

especially with the Internet of Things. Users should always logout of the websites or 

applications that they were using when they’re done using them. Along with logging 

out of websites, they should shut down their computers or end the session, so that access 

is locked behind authentication. [31] 

3 Analysis of the Case Study 

Regarding the theme of this paper, a case study was conducted, in the form a survey 

with the aim to examine the knowledge in basic concepts of Cyber Security from vari-

ous members of different schools’ academic communities, sent to different regions of 

the country, attempting to get as big a sample as possible, so as to produce discernible 

results that grant us the ability to analyze the knowledge of members from within said 

communities. 

Google Forms was used as the platform upon which we built the survey itself and 

distributed it. This platform was chosen as a result of some factors that were taken into 

consideration: the ability to guarantee every participant’s anonymity and the integrated 

tools that allow for data analysis. The survey consisted of 14 questions about the par-

ticipants and their knowledge in basic concepts of Cyber Security. 

The survey obtained a total of 153 submissions, of which we can display some de-

mographic details. The following table presents the results of the population analysis. 

 
Table 1. Demographic Information of the Participants 

Age Gender 

Up to 15 years old – 30,7% 

16-18 years old – 30,1% 

19-25 years old – 7,8% 

26-50 years old – 24.2% 

50+ years old – 7,2% 

Male – 45,1% 

Female – 53,6% 

Prefer to not disclose – 1,3% 

Occupation Academic Studies Completed 

Elementary–Senior Year Student – 62,7% 

College Student – 6,5% 

Elementary–Senior Year Teacher – 22,2% 

College Teacher – 2% 

Non-Teaching Staff – 6,5% 

Elementary School – 6,5% 

Freshman Year – 50,3% 

Senior Year – 14,4% 

Bachelor’s Degree – 17% 

Master’s Degree – 9,8% 

Doctorate – 2% 

This section presents an analysis of the questions regarding the participant’s 

knowledge of basic practices in Cyber Security that they should know and implement 

in their day-to-day lives. Below, there’re two tables that reflect two different types of 

questions. The first table presents the data from five questions with yes or no answers 

relating to the participants’ normal behavior and the second table presents the data from 

table two’s questions 2-5 and the academic studies completed by the participants. 
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Table 2. Questions with yes or no answers 

Question 

No. 

Question Answer (%) 

1 Do you possess any knowledge in  

Cyber Security? 

Yes (85,6%) No (14,4%) 

2 Do your passwords include numbers and spe-

cial characters? (e.g., +*!-<>)? 

Yes (76,5%) No (23,5%) 

3 Do you use the same password for different 

services (e.g., email, social networks, etc.)? 

Yes (38,6%) No (61,4%) 

4 Do you access your personal accounts on 

your institution’s devices?  

Yes (43,1%) No (56,9%) 

5 Do you access the Internet through public 

wireless networks (e.g., cafés, shops, etc.)? 

Yes (60,8%) No (39,2%) 

 
Table 3. Correlation between the academic studies completed and the replies to the ques-

tions in table 2 

Question 

No. 

4th Grade 9th Grade 12th Grade Bachelor’s Master’s Doctorate 

2 Yes (5%) 

No (1%) 

Yes (39%) 

No (1%) 

Yes (10%) 

No (4%) 

Yes (12%) 

No (5%) 

Yes (8%) 

No (1%) 

Yes (2%) 

No (0%) 

3 Yes (1%) 

No (5%) 

Yes (18%) 

No (32%) 

Yes (8%) 

No (6%) 

Yes (7%) 

No (10%) 

Yes (3%) 

No (7%) 

Yes (1%) 

No (1%) 

4 Yes (3%) 

No (3%) 

Yes (25%) 

No (25%) 

Yes (7%) 

No (8%) 

Yes (6%) 

No (11%) 

Yes (2%) 

No (8%) 

Yes (1%) 

No (1%) 

5 Yes (3%) 

No (4%) 

Yes (32%) 

No (18%) 

Yes (10%) 

No (4%) 

Yes (12%) 

No (5%) 

Yes (3%) 

No (7%) 

Yes (1%) 

No (1%) 

  

Starting with the first table, question 1 aimed to analyze if users felt confident about 

their knowledge in Cyber Security, trying to establish a comparison between an initial 

portion of participants that felt like they possessed knowledge and the portion that did. 

The question itself doesn’t allow us to assume anything from what the participants 

know, but it allows us to establish an initial number that can be useful to keep in mind 

for the questions that followed. An encouraging 85,6% (131) of participants reported 

that they felt like they had some knowledge in the topic. Even though this number is 

very positive, the following questions (2-5) that targeted the participants’ day-to-day 

habits that pertain to their online security habits, showed that a generous amount of the 

participants doesn’t know a lot of the important basics. 

 Starting with questions 2 and 3, as they are connected, 76,5% (117) of participants 

reported that they include special characters in their passwords and 61,4% (98) report 

that they don’t reuse the same password. Regarding the use of special characters in 

passwords, this is a simple but easy thing to do to increase the security of passwords as 

they become harder to guess or to be found through brute force methods. [33] As for 

the reuse of passwords, it is a dangerous behavior because, assuming a hacker gets hold 

of a user’s password, they’ll have access to an array of accounts, not just the one, 
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possibly compromising an entire network. [34] Of the 153 participants, 55 reported to 

reusing passwords and 15 of them reuse passwords and don’t including special charac-

ters, which is a big vulnerability. 

 For questions 4 and 5, the participants were asked about accessing their personal 

accounts in their institution’s devices and if they connected to wireless public networks.  

In question 4, 43,1% (66) of participants reported to accessing personal accounts on 

their institution’s devices. This shows the lack of proper device management, since 

these are not institutional accounts, these are personal ones that can become a vulnera-

bility for both the users and the network, as the user may leave the account connected 

and not end their session and through that account, infect the network as computers in 

schools tend to be directly connected to the internal network, not a peripheral one. [35] 

Both questions pose underlying issues, but especially question 5 relates to a bigger is-

sue, the connecting to free wireless public networks, ones present in cafés and malls. 

This type of behavior is dangerous for the users, especially since they may be dealing 

with sensitive information, and hackers may gain access to their private information 

stored in their mobile devices. [36] 

Table 3 establishes a connection between the answers to questions 2-5 from table 2 

and relates them to the different levels of studies completed. This table was created with 

the intention to examine how different levels of education influenced the results. With 

this connection established, it’s worthy to note the following: 28 out of 77 participants 

with 9th grade completed reported that they actively reuse the same password for dif-

ferent services, 38 of those participants also report to accessing personal accounts on 

their institution’s devices, 49 access public wireless networks. This denotes the need 

for better awareness raising between 5th and 9th grade, and possibly up to 12th grade, as 

a significant portion of participants that completed 12th grade show that they possess 

those same habits. 

 This covers the first two tables and the first part of the survey. The second part fo-

cuses on technical terms, and it has 2 questions. The first question is regarding phishing 

and the second one, ransomware. The first question possessed 3 possible answers, only 

one of them correct. The second question was a multiple-choice question having a def-

inition of the term ransomware and the choices were 4, only one being Ransomware. 

 
Table 4: Results of the questions related to technical terms 

Question No. Question Correct  Wrong 

6 Phishing is… 80,4% (123) 19,6% (30) 

7 Malware is… 41,8% (64) 58,2% (89) 

 

 These two questions worked towards the same goal, but the first one being phishing 

had the purpose of it being a topic that has been brought to light by media outlets as of 

recently, also being that this type of attack sky-rocketed in recent years. [37] The over-

whelming majority of participants, 80,4% (123) answered correctly to the question, but 

it’s important to examine the fact that 19,6% (30) of participants, still don’t know this 

term. As for the question about ransomware, this one was a bit more complicated for 

the participants, as only 41,8% (64) of participants answered correctly. Seeing that 
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ransomware is such a destructive and powerful tool in attackers’ arsenals, this is an 

alarming response, as not even half of the participants could answer correctly. 

 With these results in mind, a few observations can be made. A lot of participants are 

aware of some of the basics and while some of the questions display a positive response, 

others arise a more alarming response. There can be improvement, especially in the 

range of 4th grade up to 12th grade, as it’s in this range that most participants displayed 

a general lack of knowledge in Cyber Security.  

4 Conclusions 

There’s a lot of threats that are thrown in schools’ way, but with a comprehensive un-

derstanding of Cyber Security basics, everyone can benefit, and a more secure cyber 

space can be in sight, for all members of the academic communities. Investing in a 

proactive stance towards attacks and threats is the first step in protecting schools and 

their many members. 

Overall, schools should invest in teaching Cyber Security to children and teens. As 

the current and future generations will continue growing up with technology, strides 

need to be made so the people are aware of the dangers and how to protect themselves. 

Keeping up with every advancement is hard, so schools should look to make strides in 

teaching, as to establish the principals of the subject earlier, which could go a long way 

in the formation and safety of children, teens, and young adults. 

In this sense, schools should strive to achieve this as there is a variety of possibilities 

in which this objective can be reached, like lectures with experts, updating the curricu-

lum to include a more focused emphasis on Cyber Security and demonstrations of 

threats and attacks in a safe environment to expose the risks and damage these threats 

can cause, especially to the younger and more impressionable populous. 
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Abstract. Health is a vital industry in our society, and as we speak, we are evolv-

ing too, to another level, because we feel this need to simplify things, and that’s 

where technology plays the major role in order to simplify and help us.  

Since, as is normal in many organizations, hospitals started using electronic-

based-systems so they can have easy access to so much information at the same 

time, things that were impossible to do in the previous time. However, there’s no 

such thing as perfection and so aren’t we. Nowadays, the healthcare industry is 

one of the prime targets for cybercrime, cause just like every industry in this “re-

cent world” is surrounded by vital and confidential data. Hospitals, for instance, 

have a lot of important information about their patients, like sensitive, personal 

information or even financial. Therefore, it is mandatory to invest in new tech-

nologies, tools or even ways to prevent and control the risks of cyber attacks, for 

example, and protect this vulnerable industry. 

The purpose of this article is to identify cyber security “trends”, methods, results, 

consequences and measures that must be taken to face this problem. 

The document also includes a study carried out with the support of information 

collected in a survey carried out with several health professionals in Portugal 

from various health institutions. 

 

Keywords: Cybersecurity, Health, Threats, Attacks, Integrity, Confidentiality, 

Vulnerabilities, Cybercrimes. 

1 Introduction 

In recent years, as digital technologies feed into the backbone of the world economy, it 

is a critical resource, underpinning the complex systems that keep economies running, 

such as finance, healthcare, energy and transportation. Many of today's business models 

are based on the constant availability of the Internet and functioning information sys-

tems [1]. 
Technology is being used in our day-to-day lives, both in our work and in our rela-

tionship with people, it allows us to create greater possibilities of interactions between 

several people, which also, consequently, increases the associated dangers, because not 

all interactions with third parties are known interactions. On the internet, it is easy for 

malicious people to impersonate other people to gather information for malicious 
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purposes, often without the knowledge of the people who provide the information in an 

innocent way because they do not know they are being victims of cyber assistance [2]. 

To steal data from a hospital, hackers use, for example, Social Engineering. For this 

to happen they send an email containing links or attachments to employees and when 

an employee clicks on the attachment or link it will immediately infect the user's com-

puter and start to spread throughout the health care system and thus obtain a fair amount 

of data from both patients and hospital staff [3]. 

A cybersecurity attack can result in a variety of threats, from simple identity theft to 

extortion attempts and loss of personal data. There are several organizations that must 

be protected in order for our society to function normally, such as hospitals and finan-

cial services companies, because they contain a large amount of valuable information, 

such as personal data, addresses, telephone numbers, contacts, etc [4]. 

As for the evolution of cybercrimes in the health sector, we can see that there was 

an increase compared to the year 2019, as that year the health sector was in the tenth 

place of the most attacked sectors of the year, with only 3% of the methods, but in 2020 

it went from tenth place to seventh place with 6.6% of all attacks. The most used attack 

against the healthcare industry in the year 2020 was ransomware, accounting for 28% 

of attacks. A ransomware attack can be particularly devastating, as we can see in Sep-

tember 2020 in a German hospital, where the attack forced an ambulance to take a 

patient to another hospital 20 kilometers away, after this trip the patient died. German 

authorities determined that the attack did not play a decisive role in the death, but nev-

ertheless, prompted that the patient could not receive the help he needed [5]. 

The purpose of this document is to raise awareness of the current status of techno-

logical health services, the vulnerabilities and risks of cybersecurity in health, and also 

to analyze the data from the case study. The purpose of the case study is to understand 

whether healthcare professionals act to prevent attacks and also to understand what they 

know about cybersecurity. Therefore, a survey was carried out and answered by several 

health professionals from different institutions. 

2 Cyber Security in Healthcare 

Cybersecurity is not just about the software, but also about who uses the network, as 

many people think that cybersecurity is just about protecting the email, the operating 

system and the network. It is a fact that this represents a slice of cyber security, but the 

largest share are the system’s users who play an important role in ensuring that organ-

izations, in this case hospitals, are protected, for which it is necessary to provide prior 

training in the best practices that can help minimize the risk of a cyber-attack happening 

[6]. 

Cyber security in healthcare must be more efficient than in other areas due to the 

type of data circulating in the healthcare sector, because it can put a patient's data at 

risk and subsequently have consequences for the same. For example, when a credit card 

is stolen from us, the bank cancels the card and issues a new one and consequently 

refunds the customer. But in case the PHI (any identifying information linked to any 

kind of clinical data - for example a diagnosis) of a patient is stolen, the patient cannot 
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change the data that was there, for example the date of birth, his blood type generally 

cannot alter your genetic and health information, and this information is very valuable 

for a variety of crimes. Health information is considerably more valuable on the dark 

web where it sells for 10 to 20 times more than, say, your credit card number [7,8]. 

There are several factors that shape cyber health risks: 

 

• A rapid introduction of digital systems by the healthcare industry. 

• The emergence of health data as a high value to cybercriminals as it con-

tains a lot of sensitive patient data and confidential data. 

• The evolution of health associations as targets for hacktivists and nation-

states. 

• And the difficult implementation and maintenance of security controls de-

rived from the technical and organizational aspects of the industry [9]. 

3 Risks and vulnerabilities of cybersecurity in the healthcare 

A security vulnerability is a weakness that allows an attacker to compromise the confi-

dentiality, availability, or integrity of a computer system. A weakness can be the result 

of design choice, poor management, implementation failures or even human error, 

which can compromise the security of the entire system and in addition, affecting the 

software can also affect the hardware [10]. 

3.1 Threats, Health Attacks and Consequences 

Threats and vulnerabilities go hand by hand, but they are not interchangeable. Threats 

are internal or external activities or events with the potential to attack the quality, effi-

ciency and profitability of an organization. For example, hurricanes are one at the ex-

ternal threats that can cause serious damages like power outages. A threat can also be 

an employee who decides to steal data or harm your practice [11]. 

Health attacks pass for cyberattacks. Cyberattacks can occur in many different ways 

hoverer the main attacks are always intended to harm control systems or valuate datas. 

One is used to block or manipulate a physical structure, the other one is more di-

verted to steel fragile datas. You have to garantie that the confidential information’s 

you consequently have may not “fall” on the wrong hands. They can norm others or 

systems for their own benefit [23]. 

As the healthcare industry becomes more dependent on technology, on a daily basis, 

its cybersecurity challenges are increasing. To help protect organizations, you need to 

understand these challenges. The following are the main cybersecurity challenges that 

healthcare organizations need to be aware of: 

 

• Malware and ransomware attack 

• Phishing attack 

• Date breaches 

• Insider threats 
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• Distributed denial-of-service (DDoS) attacks 

• Cloud threats [12] 

 

 

 

 

Threat: Malware and ransomware attack 

 

 Ransomware is a type of malicious software (malware) used without the 

knowledge of the owner or the common user. It is used to infect, block, and encrypt the 

victim's data, denying him access to that same data. In order for the victim's data to be 

rescued it is usually necessary to pay a ransom for the software to be removed, then it 

is up to the attacker to remove it or not [13]. 

     This threat usually comes into contact with the user, through advertisements for 

websites that contain malware or through phishing campaigns. It works as follows, 

upon delivery, the ransomware identifies the data that is to be encrypted through a list 

of embedded file extensions and encrypts that data. After encryption, the ransomware 

leaves a notification for the user to pay the aforementioned ransom [14]. 

 

Threat: Phishing attack 

 

 Phishing is a method of using a fake email to try to collect private information, 

distribute malware or even commit fraud. It is usually carried out with the intention of 

committing identity theft, gaining access to the victim's credit cards and bank accounts 

or, in healthcare, having access to all patient data. Attackers use various tactics to trick 

the email recipient into believing that the email they received is genuine [15]. Phishing 

typically requires the recipient of the email to take an action, which relies on social 

engineering techniques, therefore impersonating trusted sites such as financial institu-

tions, administrators, or healthcare personnel [16]. 

 

Threat: Data breaches 

 

 The healthcare industry experiences more data breaches than any other industry. 

Health has been impacted by an average of 2.8 million breaches per month, the need 

for proper device management and monitoring, as well as the protection of confidential 

information. 

The problem is, although the requirements enforced by HIPAA (Health Insurance 

Portability and Accountability Act) law are in place, most organizations do not have 

the resources to stay informed about the security measures that must be up to date. This 

offers a great opportunity for cybercriminals to easily gain access to patient information 

[12]. 
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Threat: Insider threats 

 

An internal threat is one of the greatest threats to the health care environment. For 

example, we may have an attacker who could hide inside the healthcare organization 

to gain access to devices on physical media or even infect them through wifi, blue-

tooth or other tools. Internal attacks can leak confidential information from both pa-

tients and employees and can even paralyze the entire network [17]. 

These types of attacks can be caused by current or former employees, executives, 

administrators, in short, everyone working in the organization. A theft of credentials 

can be considered an internal threat because external attackers use these credentials 

to gain access to confidential and valuable data [12]. 

 

 

Threat: Distributed denial-of-service (DDoS) attacks 

  

  A DoS attack is parallel to a DDoS attack but takes very different forms. DoS 

requests exist in one of two broad ranges: Denial of Service (DoS) and Distributed 

Denial of Service (DDoS). Offers are offered by a single attacker with the aim of mak-

ing an application, service, or machine inaccessible. DDoS attacks are an attempt to 

flood an organization's network with Internet traffic to the point where it cannot operate 

or function normally [18]. 

DDoS attacks use multiple devices to launch DoS attacks in one or multiple directions. 

A DDoS attack is made up of four elements: 

 

• The real attacker. 

• The compromised handlers or hosts, which manage to control multiple agents. 

• Zombie hosts, responsible for producing the distribution of packages to the 

final recipient. 

• Lastly, a victim or host [19]. 

 

Threat: Cloud threats 

 

 Cloud security is a big challenge and slows down the spread of cloud to cloud. In a 

CSA report related to cloud security, experts identified critical ratings such as data 

breaches and loss or unsafe APIs [20]. 

Healthcare associations are switching to cloud data storage solutions due to their data 

recovery simplicity, but unfortunately not all solutions are HIPAA compliant [12]. 

3.2 Prevention of Threats and Attacks 

At this point, there are some measures and recommendations for improving cyber 

security in the health area. To improve cybersecurity in the vast healthcare IoT ecosys-

tem, the following measures need to be taken: 

 

• Cybersecurity training and awareness programs 
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• Ensure secure settings 

• Remote administration of servers, work, and network devices, etc. on secure 

channels 

• Computer technology standardization 

• The cost-benefit sharing. It is important to understand the commitment be-

tween cyber security measures and their effect on services. 

 

There are also recommendations that should be taken into account: 

 

• Implement state-of-the-art security measures 

• Conduct tests and audits regularly 

• Risk assessment and vulnerability assessment 

• Establish an information security sharing mechanism 

• Maintain a firewall configuration, which firewall must be placed on each ex-

ternal network interface 

• Promptly revoke access to users who should no longer have access 

• Protect encryption keys from misuse or disclosure [21] [22]. 

4 Case Study 

To carry out the case study, a survey was carried out, aimed at health professionals 

with and without computer park management responsibilities, in order to collect data 

relating to the evolution of technologies with the evolution of care for the common user 

and to verify whether the health professionals in Portugal are aware of cybercrime and 

cybersecurity. 

This survey was carried out with 151 health professionals from various health or-

ganizations in Portugal and from various positions at the professional level. 

 The first piece of information obtained from the respective survey was whether peo-

ple have any knowledge of cybersecurity, where the graph below was obtained. 

 

 

Fig. 1. Results obtained in the question: Do you have any knowledge about cybersecurity? 

163

Proceedings of the Digital Privacy and Security Conference 2022  |  10.11228/dpsc.04.01



 

Observing the pie chart above, we can see that 56.3% (85) health professionals have 

some knowledge of cybersecurity or think they have some knowledge because many 

people say they have knowledge of cybersecurity when, in reality, they do not have it, 

and we also verify that the remaining 43.7% (66) confess that they are not sensitized to 

cyber security (figure 1). 

With the information above only, we cannot conclude that our healthcare profession-

als are cybersafe, so we carried out more questions to verify their knowledge and ac-

tions in cybersecurity. 

The first rule that a majority of people know is that we must have a strong password 

that is difficult guess, so to check if healthcare professionals were following it, a ques-

tion was asked where we got the following data. 

 

 

 

Fig. 2. Results obtained in the question: Do your passwords contain at least 9 characters and do 

they contain special characters (~ ! @ # $ % ^ &)? 

Observing this chart, we can see that 61.6% (93) health professionals have a pass-

word with at least 9 characters and special characters, that is, here we can see that even 

some people who do not have cybersecurity knowledge use a secure or minimally se-

cure password (figure 2). 
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But it's no use having a secure password if we use the same password for different 

services because even if the password is secure, it runs the risk of being discovered. 

Fig. 3. This graph indicates the number of health professionals who have a secure password, but 

use it for the different services they use 

As mentioned above, even with a secure password, we run the risk that it will be 

discovered. In this chart we have the number of health professionals who, despite hav-

ing a secure password, use this password for the different services they use, which se-

riously increases the risk of data loss (figure 3). 

For data to be lost, there must be an attack and two of the most frequent attacks on 

anyone's devices, not only in terms of health, are ransomware and phishing. To better 

understand if these healthcare professionals know what phishing or ransomware is, 

there are two questions in the survey that will give us that answer. 

 

Fig. 4. This chart indicates healthcare providers' responses to the question: What do you under-

stand by the term Phishing? 

With the help of the graph, we can see that 56.3% (85) of health professionals cor-

rectly answered what phishing is when they say that it is the practice of sending 
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fraudulent emails that seem to come from a reliable source, but we still have a large 

number of people who simply do not know what phishing is, bearing in mind that this 

is one of the most well-known terms in society (figure 4).  

 Fig. 5. This chart indicates healthcare professionals' responses to the question: What do you 

understand by the term Ransomware? 

Ransomware is a term that is not as well known by society but it is one of the main 

threats to the healthcare sector as seen above, therefore it should be necessary that all 

healthcare professionals be alerted to this threat, but as we can see in the chart above 

only 37.1% (56) health professionals know what ransomware is, which highlights the 

fact that the vast majority do not know what ransomware is (figure 5). 

A ransomware or phishing attack can attack the healthcare sector through healthcare 

professionals, so even in the survey there are 3 fundamental questions for us to verify 

that healthcare professionals act in a way to be safe personally, and for their organiza-

tion. 

  

 Fig. 6. This chart indicates the responses of healthcare professionals to the question: Do you 

access wireless networks in public spaces? 
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 The first question concerns whether healthcare professionals access wireless net-

works in public spaces with their devices (figure 6). Based on the graph, 64.2% (97) of 

health professionals perform this bad practice that makes them susceptible to external 

attacks. 

 Fig. 7. This graph is the result of the answers of health professionals who answered yes to the 

previous question and the answer to the question: Do you access the wireless network in the 

workplace through your personal equipment? (ex: Mobile phone, laptop) 

 The second question concerns whether healthcare professionals access the wireless 

network of the organization where they work through their personal equipment. In fig-

ure 6 we can see that 97 professionals answered yes and 70 of these health professionals 

answered that they access the wireless network of their work organization with their 

personal equipment (figure 7). If these 70 had already performed a bad practice when 

accessing public wireless networks, they further aggravated the situation because their 

personal equipment could contain a virus that could pass to the network and contami-

nate the network and thus the organization is all contaminated. 

 

Fig.8. This chart indicates the responses of healthcare professionals to the question: Do you ac-

cess your personal accounts on computers at the institution where you work? (ex: social media, 

email, etc.) 

167

Proceedings of the Digital Privacy and Security Conference 2022  |  10.11228/dpsc.04.01



 

The third question concerns whether healthcare professionals access their personal 

accounts on the computers of the organization where they work. Based on the data ac-

quired, we can verify that 44.4% (67) of participants pose a major threat to their work 

organization's network because they can mistakenly open an email that appears to be 

trustworthy and is actually a phishing email (figure 8). That's when the ransomware 

takes the opportunity to be masked in the links or files that the email contains. After 

this happens, we have a ransomware attack across the organization's network. 

5 Conclusion 

The healthcare industry is a sector that contains a large amount of sensitive data 

and continues to be very vulnerable. 

Completing the case study, we can verify from the data collected from the survey that 

health professionals in our country are not properly informed about cybersecurity and 

cybercrime. To solve this problem, lectures to raise awareness of cybercrime / cyber 

security could be a step forward and policies created in their work organizations so that 

windows of opportunity are not created for an attack. While we can expect an increase 

in the number and types of threats throughout the years, we also have access to security 

measures that can reduce our exposure to being compromised. 
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Abstract. With the evolution of technology, we started to see an increase in the usage of 

mobile technology daily, which for many has become an obligation or necessity due to their work 

or studies. Consequently, mobile device users over the years started using them more frequently 

for personal use or work. There are different types of mobile technology like cell phones, tablets, 

computers, or other devices we can find in companies. Despite the security methods provided by 

the creators of the operating systems, like android and iOS, they are not enough to protect the 

users from all the threats that come up daily, such as malicious websites or even emails intended 

to steal user data. 

The emergence of the COVID-19 virus in the year 2020 led most countries to confinement. 

COVID-19 virus caused mobile technology users to use their mobile devices even more often, 

consequently, all the attacks and threats became more frequent, but we don't know if our 

knowledge is necessary to prevent ourselves. 

In this paper, will be possible to find the necessary tips to help users protect themselves from 

these cyber threats and help the readers to learn more about specific threats. 

The threats can have different environments and not only is it important to know how to pro-

tect our mobile devices from all kinds of threats and attacks but for companies becomes even 

more important because the damage can be more catastrophic. 

Keywords: Mobile Technology, Mobile Technology Services, Cyber Threats, 

Threats, Mobile Threats, Phishing, Malware, DoS, DDoS, Mobile Security, Tips 

 

1 Introduction 

Cyber Threats are one of the biggest problems for mobile device users today. The 

present group of devices can be of various types like our mobile phones, tablets, lap-

tops, and other devices we use daily. 

Cyber threats to mobile devices can include various types of threats and theft, such 

as the security of our personal data, for example, banking data, privacy, and disrupting 

our mobile device, whether for personal use, like a mobile phone or tablet of the com-

pany we work for. By cyber threats, we mean different types of hacker attacks, as well 

attacks that can insert malicious code into our devices or even, have the objective of 

attacking the network we are connected to, and malicious messages with a suspicious 

link sent to our email or by message to our cell phone. 
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According to [1] Android devices are the most used and then iOS devices. According 

to their studies, access to Android devices has been increasing, leading users to need to 

be more careful. 

Consequently, in 2020 the COVID-19 virus appeared, which caused several health 

problems to the world population, which forced the government of each country to take 

measures to protect the population while laboratories studied the virus. One of the so-

lutions adopted was confinement, which gave online classes to students and workers 

working at home. Without the opportunity to leave the house except to buy essential 

goods, the population was forced to use their electronic devices often, whether for en-

tertainment or to communicate with their family and friends or even for work, thereby, 

the use of mobile devices increased as also online shopping. With this increase in the 

use of electronic devices, hackers saw more opportunities to fraud the deceive users 

and, cyber threats became more frequent. 

 Sometime later the pandemic started, vaccines against COVID-19 from different 

laboratories began to be created, and with the vaccination, was created platforms and 

messages started to be sent for citizens to get vaccinated, according to [2] resulted in a 

Malware target, and the mobile device’s users received fake messages. 

Moreover, companies that use mobile devices can also be affected by cyber threats. 

Although the use of security measures is not inevitable, as any user within the company 

is connected to the network and takes some action that compromises the network and 

its data, that's why it's important to have a basic understanding of where certain threats 

can arise, and especially to avoid the use of company's devices or network for personal 

use. 

In this paper about cyber threats to mobile technology services, different topics will 

be covered. The topic, Most popular cyber threats, talking about the threats that most 

affect mobile users' devices and give tips on how to prevent them, the topic, Types of 

Mobile Threats, talking about the different "environments" from which cyber threats 

can arise and the topic, How to protect Mobile Technology from Threats, where tips 

are provided on how to protect both personal and corporate mobile devices. 

 

2 Most Popular Cyber Threats 

The various threats to mobile devices mainly occur in the form of malicious code 

distribution that exploits the operating system and application vulnerabilities. These 

threats mostly appear by email or message on users' devices. 

In this topic, we will see some of the ones that most affect mobile device users and 

give some tips on how to prevent them. 

2.1 Phishing 

A current case that catches many people even possibly our friends and family. A 

phishing attack is done in the form of a message or an email, containing a link for the 
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victim to open, in which the attackers pretend to be an entity they aren’t to make the 

attack credible. 

These attackers usually steal victims’ sensitive data such as credit card details or 

login credentials. This happens when the victim clicks on any link sent by the attacker 

who takes the form of a genuine entity.[3] 

Typically, the most common data stolen by attackers are bank account numbers, 

usernames, and passwords, credit card details, internet banking details.[4] 

Below is an example of a phishing message, where we can see a message received 

from a personal number, to let me know they have my order waiting for delivery and, 

to access the link to know more details. In the warning found above with the alert icon, 

the system is asking if the message received is spam and, if I want to set the number as 

"Not Spam". The sender's telephone number is usually a personal number, in some 

cases the message received is already given as a spam alert as seen in the example. This 

alert occurs due to the user's complaint, in this case, the device presented is an android 

phone, this helps other users to be careful when receiving the message. Whenever a 

suspicious message is received it is possible to report the mobile number. 

 

 

Fig. 1: Phishing message received on an Android phone 
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2.1.1 Phishing in Portugal 

With the pandemic and the increase in online shopping, more phishing attacks 

emerged, where attackers claimed to be legitimate companies. One of the most frequent 

mobile device threats that possibly many of us suffered in Portugal, was receiving mes-

sages on our mobile phones indicating that our order was in customs and, for dispatch 

was necessarily accessing the link to pay if we wanted to receive the package, in some 

cases the user of the device had not even placed any order. For some people with less 

knowledge about Phishing, people looked for help on social media. 

According to [5], phishing was one of the most recorded events. Consequently, one 

of the cases, the most frequent crime based on the registration of complaints to the PGR 

Cybercrime Office is fraud in the use of MBWAY, with phishing in 2nd place. 

2.1.2 Phishing life cycle 

A phishing attack is made up of a cycle with several steps. 

The first step is planning, the attacker starts by planning the attack, identifying the 

victims, the target information, and the technique to use in the attack. Following, the 

attacker starts the "collection" step, as soon as the victim takes an action making him 

susceptible to information theft, he is then urged to submit his credentials through a 

trustworthy-looking webpage. Normally, the fake website is hosted on a compromised 

server, which has been exploited by the attacker for this purpose. The last step is given 

by "Fraud", finally, and once the attacker has achieved his goal, he then becomes in-

volved in fraud by impersonating the victim.[6] 

2.1.3 How to prevent phishing 

In the case of receiving e-mails, it is necessary to pay attention if the e-mail address 

corresponds to the real company/entity, sometimes attackers create accounts with a 

similar e-mail address, changing insignificantly for users not to notice. 

As for the phishing attempt by receiving a message on the mobile phone, it's neces-

sary to pay attention to the address of the link sent, for most people it is easy to notice 

that it does not a legitimate link, in case of doubt, the attempted attack is almost always 

made by a personal mobile number of an operator. It's recommendable searching for 

the contact on google you can find information and comments about the contact on 

specific websites. 

To test your knowledge of recognizing phishing attempts you can consult sites like 

phishingquiz.withgoogle.com, it will help you to increase knowledge about phishing. 

2.1.4 Simulate phishing with Microsoft Defender 

Although building a phishing website is a time-consuming and complicated process, 

it is possible to find phishing attack simulators to test your companies’ policies and 

practices. 
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One of the most suitable is the Microsoft simulator, to have access you must have 

the Microsoft Defender for Office 365 plan 2.[7] 

It is possible to select different techniques such as credential harvest (attempts to 

collect credentials), malware attachment, link in attachment, kink to malware, drive-by 

URL. The malicious URL in the message takes the user to a familiar-looking website 

that silently runs and/or installs code on the user's device.[7] 

In each one, when selecting the desired one, first the name and description of the 

simulation are defined, then on the "payload" page, it is possible to define the language 

and view information such as the number of people who clicked on the link. For this 

same simulation, it is possible to determine specific users and groups for which it is 

intended and to carry out and simulate training in order to test the employees' 

knowledge.[7] 

2.2 Malware 

Malware is a contraction of malicious software, is designed to destroy computer sys-

tems and programs. It has many forms such as virus, worm, Trojan, and spyware. Mal-

ware can attack personal and organizational computer systems.[8] 

2.2.1 Trojan 

Given as a type of malware, Trojan is a program in which the code contained is 

harmful or data that takes control and its chosen form of damage, such as ruining or 

erasing data on the hard drive. A Trojan can cause massive harm to computer systems 

and may turn a system into a killing machine as well.[9] 

2.2.2 Worm 

Given as a type of malware, Worm is a program that self-propagates across 

a network exploiting security or policy flaws in widely used services.[10] 

For a worm to infect a machine, it must first discover that the machine exists. There 

are several techniques for discovering multiple machines such as pre-generated target 

lists.[11] 

2.2.3 Spyware 

Given as a type of malware, Spyware is a type of software that can install itself or 

run on a user’s computer without providing notice, consent, or control to the user. Usu-

ally hidden among other programs or can be unwittingly downloaded to a user's system 

when specific websites are visited.[12] 

2.2.4 How to prevent Malware 

As [13] says, we can prevent Malware in the following ways: 
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• Keep your computer's current software up to date. The operating system 

and anti-virus application must be updated regularly.  

• Always think before you install something. You don’t know if the lengthy 

license agreement that you normally don’t read, area waring you are about 

to install Spyware. 

• Only download updates from reputable sources. 

• Install and use a firewall. 

2.3 Application Vulnerability 

  According to [14] application vulnerability is threats that perform malicious actions 

such as elevation of privileges by using the vulnerability of the developed application. 

2.3.1 How to Prevent Application Vulnerability 

This threat is aimed at programmers, according to [15], to protect applications some 

of the needs are, developing secure code, input validation, hotspot protection, output 

validation, and vulnerability detection. 

2.4 DoS (Denial of service attack) and DDoS (Distributed Denial of service) 

According to [16] denial of service (DoS) attack occurs when users are unable to 

access information systems, devices, or other network resources due to the actions of a 

malicious cyber threat actor. Affected services may include for example e-mail, web-

sites, online accounts, or other services that are dependent on the affected computer or 

network. While DDoS attack occurs when multiple machines are operating together to 

attack one target. 

2.4.1 Attack Symptoms 

Both DoS attack and DDoS have the same symptoms, these are slow network, Una-

vailability of a particular website, or an inability to access any website. [16] 

2.4.2 What to do if you are experiencing a DoS or DDoS attack 

Most likely this type of attack happens in companies, but it is not inevitable that it 

also occurs in our home network when we are experiencing a DoS or DDoS attack it is 

possible to take some measures. 

When we are targets of DoS and DDoS attacks, we can contact our network admin-

istrator to confirm whether the service outage is due to maintenance or an in-house 

network issue and contact our ISP to ask if there is an outage on their end or even if 

their network is the target of the attack and you are an indirect victim. [16] 
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3 Types of Mobile Threats 

Threats to mobile devices can arise in several ways, as mentioned in the previous 

topic, in addition to cyber threats made by hackers, threats can be of other categories. 

3.1 Physical Threats 

Physical attacks can, as the name says, be practiced at the physical level by the at-

tacker. Under these circumstances, it is easier to carry out a physical attack on a mobile 

device than on a computer, for example, our mobile phone despite being constantly 

with us, is more difficult to perceive its absence than a computer and it is faster for us 

to notice that disappeared due to its size. 

The attacker can, through physical access to a mobile device, perform malicious ac-

tions, such displaying as flashing it with a malicious system image, that is connected to 

a computer to install malicious software or conduct data extraction. So, it is important 

not to leave devices unattended so that this type of threat does not occur. In addition, 

device authentication and encryption need to be applied to secure mobile devices 

against unauthorized access.[17] 

3.2 Network-based Threats 

You've probably read or heard cases of attacks on corporate networks on the news, 

so it's important to be careful when using a wi-fi network or even with whom you con-

nect to your home/business network and, in addition to using Wi-Fi, be careful also 

when using Bluetooth connection. 

Wi-Fi and Bluetooth interfaces have their own vulnerabilities and are susceptible to 

wireless eavesdropping attempts, using readily available tools like Wifite or Aircrack-

ng Suite. [17] 

3.2.1 Basic tips when using and with our Wi-Fi network 

When using Wi-Fi networks and letting guests use our network, there are precautions 

that users can take to better protect our network and mobile device, these being basic 

tips for any user: 

• Avoid connecting to public Wi-Fi networks, instead use mobile data or 

search for a more secure network. 

• Keep the device's Wi-Fi turned off when you don't need to use it. 

• At home, to protect the Wi-Fi network, you can create a guest account and 

keep the router in a barely visible place in case of visitors, change the pre-

defined password and in case of doubt, install a specific program such as 

Nmap to check if there are open ports so there are no intruders. 

176

Proceedings of the Digital Privacy and Security Conference 2022  |  10.11228/dpsc.04.01



8 

3.3 System-based Threats 

Manufacturers can sometimes introduce vulnerabilities into their devices uninten-

tionally. Sometimes these incidences need to perform timely updates of mobile devices 

to mitigate system issues.[17] 

3.4 Application-based Threats 

Even if software updates are available, users may not update applications on their 

mobile devices promptly. Using outdated software increases the risk that an attacker 

may exploit vulnerabilities associated with this software. Malicious applications, also 

known as malware, mentioned earlier in this paper what this type of attack is.[17] 

4 How to protect Mobile Technology from Threats 

To protect mobile devices, besides basic knowledge about mobile threats, it is im-

portant to know how to protect mobile devices while using them. 

The devices may include our personal data as well from the company we own or 

work for, so it is important to know what procedures the users should take, in order to 

make devices safe to use and protect them from the use of third parties. 

An example applied could be, a friend of the mobile device user asks to consult 

his/her e-mail address, the user, when letting the friend use the device, does not know 

if he/she has sufficient knowledge about mobile threats, for example, phishing and may 

end up opening a malicious email that compromises personal data or the device. 

Hence, it is important to take the necessary precautions to protect these same devices 

and that's why it's important to know if that person has the basic knowledge, before 

letting them access certain applications on their mobile device. 

4.1   For individual users 

The following measures indicated by Kaspersky [1] for individual users are intended 

for users of android mobile devices, namely: 

• Protect your devices with secure passwords, it helps to prevent attackers 

from accessing personal data by stealing your device and brute-forcing the 

password. 

• Never enable the option that enables apps from third-party sources to be 

installed on the device, the best is always to keep it turned disabled. 

• It’s recommendable using the apps that antivirus software developers often 

create applications designed to test devices for unclosed vulnerabilities. 

Such applications are regularly updated to include data on newly discov-

ered vulnerabilities. 

• Use a security solution on your device and make sure it scans files as they 

are downloaded and protects the device from other types of Internet attacks. 

• When making bank payments, always use 2-factor authentication. 
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• Use encryption if you have any valuable information (financial, personal, 

or work-related) on your device. 

• If you believe that you may have fallen victim to or witnessed a cybercrime, 

do not hesitate to contact law enforcement as soon as possible. 

4.2 For Corporations 

The following measures indicated by Kaspersky [1] for corporation users are 

namely: 

• The Bring Your Own Device approach, which allows employees to use 

their personal devices for work, can expose your company to virtually all 

‘consumer’ IT security risks: sensitive corporate data stored on an em-

ployee’s personal phone could be a valuable find for cybercriminals. A se-

curity solution with Mobile Device Management capabilities, including en-

cryption and remotely wiping data from smartphones, will help you to keep 

your sensitive business-related information secure. 

• If employees’ companies are not aware of simple IT security rules, this is 

likely to cause security incidents. Training people to handle their mobile 

devices appropriately will be a worthwhile investment. 

5 Conclusion 

Cyber threats are one of the factors that most affect mobile device users, and it is 

necessary to take precautions to make the use of mobile devices safe, one of the possible 

consequences if the user is a victim of a threat is the theft of personal data. 

To understand what these types of attacks are, it was defined each one was given and 

tips on how to prevent them. It was possible to observe phishing, malware, application 

vulnerability, DoS, and DDoS attacks.  

About phishing attacks was also talked about the effects that the pandemic caused in 

Portugal regarding cyber threats, the life cycle of a phishing attack and the Microsoft 

phishing simulator was presented. About Malware, it was possible to discover that there 

are several types of attacks, each with a different objective. 

Although most attacks have the involvement of a hacker, threats can be of different 

types, as seen above these can be physical threats, network-based, system-based, and 

application-based. As seen, all related to device software attack, but physical attacks 

are simply given by physical access to the device compromising its software as 

well.[17] 

While it's important to learn how to protect our devices and data, it's also important 

to protect our company from employees' misuse of mobile devices by taking extra care 

and providing the necessary training.[1] 

In a future paper, more cyber threats that affect mobile device users may be included 

and examples of how some of the threats are carried out along with statistics, helping 

further to appeal how dangerous it can be or the damage it can cause without due care 

in the use of mobile devices. 
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Abstract. In the last decades, automobiles have been transformed from
mechanical machines, with barely any electrical device, to advanced machines
that contain hundreds of electrical components. All of this new features have to
be managed and controlled by software, turning today's vehicles into
technological devices with up to millions of lines of code. This amount of
software opens up the opportunity for hackers to find vulnerabilities and exploit
them, being able to cause a lot of damage. This paper will discuss the
importance of cyber security in the automotive industry and how it is becoming
a new dimension of quality in vehicles. We will talk about cyber attacks on
cars, focusing on remote attacks, and overview some of the methods and
standards used to prevent those cyber attacks. Finally, this paper will show two
case studies of attacks on cars, one well known from 2015 (Jeep Cherokee
attack) and another one from a more recent year, with the purpose of arriving to
a conclusion on whether or not there has been any improvement.

Keywords: Cyber Security, Automotive Industry, Cyber Threats, Case Study,
Standards, Remote attacks.

1.   Introduction

In recent years, software development has had a more or less relevant weight for the
industrial sector, but increasingly, the integration of software in the production chains
of organizations makes it an essential element in the process of digital transformation
of the production chains. Manufacturers are integrating new technologies, such as
Internet of Things (IoT), cloud computing and analytics, and AI and machine learning
into their production facilities and throughout their operations. This implies the
appearance of a Fourth Industrial Revolution.

The Fourth Industrial Revolution, also known as Industry 4.0, is changing the way
business operate and therefore the environments in which they are forced to compete.
Industry 4.0 can improve business operations and revenue growth, transforming
products, supply chain, and customer expectations [1].
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Nevertheless, with the advantages of applying software in the industry, the threats
of its use appear. The vulnerabilities of the different industries are increased by the
cyber threats that come with the application of the software in the production
operations and in its use in the final products.

The automotive industry, evolving alongside Industry 4.0, is directly affected by its
pros and cons. The exponential growth in the amount of software found in
automobiles today is a great challenge for manufacturers, who have to respond to a
constantly evolving market for software innovations while addressing the threats of
adding large amounts of software in their final products.

This paper will focus on the threats posed by adding software functionalities to the
final product of automotive industries, their consequences for manufacturers and
customers, and ways to mitigate them. This paper will also address the current
regulations in Europe regarding cyber security in automobiles, which will determine a
large part of the production of automobiles. Finally, we will attend to two case
studies, separated in time, and analyze the evolution of both the functionalities and the
threats of software in vehicles.

2.   Cyber security as a quality feature for automobiles.

“Once, software was a part of the car. Now, software determines the value of a car,”
notes Manfred Broy, emeritus professor of informatics at Technical University,
Munich and a leading expert on software in automobiles. “The success of a car
depends on its software much more than the mechanical side.” Nearly all vehicle
innovations by auto manufacturers, or original equipment manufacturers (OEMs) as
they are called by industry insiders, are now tied to software, he says [2].

In the last decades, automobiles have been increasing their functions, gadgets that
increase safety, improve efficiency and contribute to the well-being and entertainment
of the user. In order to do this, they make use of several ECUs, which contain the
necessary software to monitor and control these functions.

With the increase in the number of functions in automobiles and their complexity,
the number of ECUs required to control these functions has also increased. A decade
ago, a luxury car could have up to 100 ECUs controlling the mechanical elements and
hardware of the car, executing more than 100 million lines of code. With functions
such as Cruise Control, Rear View Camera, Emergency Braking Systems or Parking
Sensors becoming a standard in modern cars, today, we can find this amount of ECUs
in more basic and lower-end cars. On the other hand, modern high-end cars like the
Mercedes S-Class can have up to 150 ECUs as they have a large number of complex
functions. This amount of code creates ample opportunity for cyber attacks, not only
on the car itself but also on all components of its ecosystem (e.g., back end,
infrastructure).

Cyber security in cars is becoming a new dimension to measure their quality [3] as
well as the prestige of the manufacturer. OEMs will have to invest the necessary
resources to face this new challenge in the automotive industry, protecting against
cyber threats will be a difficult but necessary task in the coming years. The ability of
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OEMs to provide online software updates on their cars will be one of the key pillars
to ensure proper vehicle safety management.

3.   Security threats: common attacks and countermeasures.

Currently, cars have gone from being mechanical machines with a minimum amount
of electronic components to regulate their operation, to being machines with advanced
technology that makes them smarter, more efficient and safer. Most manufacturers
offer software services in their products, such as the possibility of interacting with a
vehicle remotely via the Internet or knowing its GPS location from a smart phone.
These services present vulnerabilities that can be exploited by malicious hackers,
which can lead to serious accidents, data theft and damage the image of the
manufacturer.

3.1.  Remote attacks.

One of the most dangerous and powerful threats to modern automobiles is performing
a remote attack. The nature of this type of attack allows the malicious hacker to get
access to the target car, without the need of having any kind of physical contact with
it. Hacking a car remotely can help the intruder access into the car´s internal network
without being noticed by the owner of the car. Remote safety attacks against
automobiles are generally divided in three stages [4].

The first stage is to gain access to the vehicle internal network. An attacker can
gain access to an automobiles network by using ECUs that connect to the car with its
surroundings. One way of doing so could be sending a wireless signal to a listening
ECU on the car, subsequently injecting code. This will allow the attacker to send
malicious messages into the car’s networks, controlling the desired ECU. There are a
bunch of point entries in modern cars. These include Bluetooth, Remote Keyless
Entry, RFIDs, Tire Pressure Monitoring Systems, WiFi, and Dedicated Short-Range
Communications among others.

Gaining access to these ECUs, whose job is only receive and process radio signals,
will not give attackers the opportunity to perform a cyber physical attack -attack that
result in physical control of various aspects of the automobile- . In order to perform a
cyber physical attack, it will be necessary to inject messages onto the internal
automotive network in an attempt to communicate with safety critical ECUs, such as
those responsible for steering, braking, and acceleration. This is the second stage of a
remote attack. The attacker will somehow have to get messages from the bridged
network to the internal network where the target ECU lives. One way of doing so is to
escalate privileges inside the CAN network (the network inside a modern car where
control commands for various components inside the vehicle travel), creating a bridge
between the firstly infected ECU, the one that interacts with the external world, and
the target ECU, that controls critical features of the vehicle.

Once the ECU is been wirelessly compromised, and after being able to use it to
communicate to the ECUs that control safety features, the attacker will want to send
them instructions for malicious purpose. This is the final stage, trying to make the
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target ECU behave in some way that compromises vehicle safety. In order to perform
such action, the attacker will have to reverse engineer the messages on the inner
network and figure out the format of the instructions, that way the attacker can
replicate those instructions and execute them at will, resulting on physical actions
such as braking or steering the wheel. Since each manufacturer (and perhaps each
model and even each year) use different data in the messages on the bus, the message
reverse engineering process requires a large amount of work and will be manufacturer
specific.

3.1.  Countermeasures.

In order to prevent these malicious attacks, automobiles must be built with cyber
security in mind. In this paper we are going to overview security practices and
standards that will help avoid not only remote attacks on vehicles, but every kind of
cyber security threats.

Automotive threat modeling. Threat modeling involves understanding the
complexity of the system and identifying all possible threats to the system. During the
formation of security requirements, these threats are analyzed based on their criticality
and likelihood, and a decision is made whether to mitigate the threat or accept the risk
associated with it [5].

When it comes to automotive threat modeling, there is one particular framework
popular in the computer industry, that seems to be the most suitable for the
automotive industry, STRIDE. This framework covers the main six board categories
of threats: Spoofing, Tampering, Repudiation, Information Disclosure, Denial of
Service and Elevation of Privilege. This threats are always present in remote attacks
on automobiles, they are the ones that make this type of attacks happen, so seems to
be appropriate to adopt a framework that focuses on covering these threats.

AUTOSAR. AUTomotive Open System ARchitecture is a global partnership of
leading companies in the automotive and the software industry to develop and
establish the standardized software framework and open E/E system architecture for
intelligent mobility [6].

The standard comprises a set of specifications describing software architecture
components and defining their interfaces. The principal aim of the standard is to
master the growing complexity of automotive electronic architectures.
The AUTOSAR standard defines security mechanisms that can be used by the
software modules implemented into the vehicle system. It further specifies interfaces
and procedures to provide secure on-board communication, and the exact
implementation is left for the OEMs to decide on. OEMs choose the cryptographic
algorithms and encryption techniques which they want to implement and use in the
vehicle system.
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4.   Cyber security standards and regulations in Europe.

In 1885, Karl Benz invented a car that is credited as the first car in the world to be
powered by fuel.The design of the car was based on a horse carriage—the difference
was that instead of a horse, he put an engine [7]. At that time, horses were considered
to help avoid collisions and humans were not going to be able to carry out this task.
Those who thought this way were not going wrong, the advances that vehicles
brought with them generated new dangers. It was common to drive at high speed or
under the influence of alcohol, so it was necessary to create a series of rules and make
them known to society to have control over the behavior of drivers. Thus, Road
Safety was born.

The industry has a relevant role in this whole process, since ensuring that the cars
were safe enough for their occupants was essential for Road Safety to continue
advancing. In 1930 the first cars with hydraulic brakes and steel frames came onto the
market, and in 1959 Volvo began to install one of the most important passive safety
features: the three-point seat belt.

Nowadays, as we have cover already on this paper, vehicles have been
incorporating software functionalities and becoming data centers on wheels. With the
appearance of new functionalities in automobiles, new rules appear so that they
continue to be safe. The new regulations address the risks which arise from the
increasing digitalization of vehicle functions and the connection of vehicles with their
environment (connectivity). The regulations’ objective is to generate a harmonized
regulatory framework for vehicle development to enable international vehicle trade.

On March 4, 2021, UNECE publishes regulations R155 and R156, for cyber
security in automobiles and software updates respectively [8]. UNECE regulation 155
(Cyber Security) introduces a cyber security Management System (CSMS) in
automotive on organization level. This regulation encourages the use of standards in
the production of automobiles that address the cyber security of the product.

UNECE regulation 156 (SW Updates) introduces a legal framework for remote
updates (over-the-air) with a Software Update Management System (SUMS). The
main objective of this regulation is to make sure OEMs provide secure software
updates with the guarantee that vehicle safety is not reduced.

4.1. ISO 26262.

Automotive manufacturers and suppliers must be certified, as they must offer formal
third-party assurance according to the safety standard, such as ISO 26262. The ISO
26262 [9] standard defines a framework, an application model, the activities to be
carried out, the methods to be used and the results, offering manufacturers a common
mechanism to measure and document the safety of an automotive system. It is
necessary to manage functional safety and regulate the development of automobiles at
the hardware, software and system level throughout their life cycle.
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5. Jeep case study.

This section of the paper will overview the case study of the Jeep Cherokee cyber
security attack that was performed on 2015 by two white hat hackers, Charlie Miller
and Chris Valasek. The mentioned hackers elaborated a document [10] with the
details of the attack that allowed them to take control of the Jeep Cherokee. In this
document we will try to analyze the entire process of said attack without going into
too specific details, and we will point out those security threats that should have been
covered at the time of production of this vehicle.

5.1. The entire exploit chain.

Identify target: There are a variety of entry points on this vehicle, such as Bluetooth,
WiFi or radio. The most interesting one is the cellular connection functionality, since
it seems to be the most powerful one as it has the larger range. If you knew the
Vehicle Identification Number (VIN) or GPS, you could scan the IP ranges where
vehicles are known to reside until you found one with corresponding VIN or GPS. We
could target one car only or use a worm to hack a number of them.

Get an SSH connection to be able to run code in the car´s system: Once we have
the IP address of the vehicle we can port scan the default gateway and examine if
there are any ports open. At the time the hackers were performing the attack, the 2014
Jeep Cherokee had several ports open. Here we find the first vulnerability of this
vehicle. This vulnerability presents a big threat, as it provides a way for attackers to
get into the car´s internal network. The port that is most interesting for us is the 6667,
that was connected to a D-Bus. D-Bus (Desktop Bus) is an inter-process
communication system (IPC) and a remote procedure call (RPC), for software
applications in order to communicate with each other. This D-Bus message daemon
is part of an infotainment, Wi-Fi connectivity, navigation, apps and cellular
communications system called Uconnect 8.4AN/RA4 radio manufactured by Harman
Kardon. D-Bus can require authentication. On the Jeep head unit, the authentication is
open to anonymous action. Here is another security breach. The D-Bus should not
offer the possibility of logging into the system with an anonymous authentication.
At this point we can interact with the D-Bus services on the Jeep. Some of them will
allow us to acquire direct interaction with the head unit, giving us the ability to adjust
the volume of the radio, access PPS data, among other things.
There are other D-Bus services that actually provide an “execute” method which is
designed to execute arbitrary shell commands. This is a big security flaw. There
should be no way to be able to execute shell commands from outside of the vehicle's
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interior system. This vulnerability should have been covered before the vehicle was
put on the market. Taking advantage of this vulnerability we can establish a reverse
shell to obtain an interactive shell session on the vehicle´s OMAP (Open Multimedia
Applications Platform) chip which manages the majority of the functionality of the
Uconnect system.

Flash the v850 with modified firmware: In order to perform a cyber physical attack
we will need to be able to send instructions through the CAN bus of the vehicle.
Controller Area Network (CAN) is a protocol based on messages designed to allow
vehicle´s Electronic Control Units to interact with each other. The OMAP chip, on
which we have code execution on after the D-Bus exploit, cannot send CAN
messages. It can, however, communicate with the v850 chip which can send CAN
messages. In order to use the v850 to send CAN messages we need to upload a
modified firmware that will allow us to send those messages. Reverse engineering the
update file for the v850 should allow us to flash the v850 with the modified firmware.

Perform cyber physical actions: Once you can send CAN messages via remote
exploitation, it is simply a matter of figuring out which ones to send to affect physical
systems. There are two types of CAN messages, normal and diagnostic. Normal
messages are seen all the time on the bus during normal operation. Diagnostic
messages typically are only seen when a mechanic is testing or working on an ECU,
or some other unusual circumstance is occurring. Using normal CAN messages we
can manipulate physical features such as the turn signals, the locks and the
tachometer. Diagnostic messages are more powerful than normal messages, however
most ECUs will ignore diagnostic messages if the car is traveling at speed, usually
faster than 5-10 mph. Therefore, these attacks can typically only be performed when
the car is traveling rather slowly, unless the attacker can figure out how to forge a
speed used to determine if diagnostic messages should be accepted. Using diagnostic
messages we could kill the engine, disable the brakes and even get control of the
steering wheel.

6. Tesla case study.

In this section we will study two Tesla cyber security researches made by Keen
Security Lab of Tencent, a team focused in cutting-edge security research of
mainstream PC/Mobile operating systems, applications, cloud computing
technologies, IOT smart devices, etc. One of the researches describes how they
remotely compromised the ECUs of Tesla cars [11], and the other one focuses on the
vulnerabilities of the Tesla autopilot system [12]. We will start with the 2018
document that shows how they managed to gain remote access and then we will
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continue with the 2019 document where they show how they compromised the
autopilot system.

6.1. Remotely obtain root privilege of APE (AutoPilot ECU).

In 2017, Tesla had built-in a Webkit based web browser in their vehicles to allow the
users of the car to navigate through the internet. The Tesla Model S had this browser
inside a 17-inch touchscreen Center Information Display (CID) in the middle of the
dash. Keenlab Team found an Use After Free (UAF) vulnerability in Webkit.
Basically, an UAF vulnerability occurs when a pointer to an object that has been freed
is referenced, an attacker could modify an unintended memory location that
potentially can lead to code execution. Keenlab Team managed to insert the right
instructions in the right memory address and gained arbitrary code execution inside
the CID as a result.

The AutoPilot ECU (APE) module in the Tesla has control of the systems that
provide driving assistance to the driver, such as lane centering, adaptive cruise control
or self-parking among others. Unlike CID, there are few interfaces on APE interacting
with the outside world, making it difficult to hack into APE. Keenlab Team took
advantage of a vulnerability in the update file of the APE that allowed them to modify
the existing firmware with a customized code that granted them a way to execute
commands with ROOT privilege.

6.2. Remotely control the steering system.

APE is responsible for managing the steering system and the electronic speed control
of the car whenever the is on Automatic Parking Control (APC) or adaptive Cruise
Control (ACC) modes. The necessary communication between ECUs to manage the
steering is made throw a CAN-bus system.
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Fig. 1. CAN Bus System of APE.

After reverse engineering some CAN services, Keenlab Team managed to
understand how the networking in the CAN bus system of APE works. They
discovered that they needed to get access to the Power Train and Chassis CAN buses
through the APE2LB_CAN and LB unit (see fig.1) in order to control the Electric
Power Assisted Steering (EPAS) unit.

DasSteeringControlMessage (DSCM) is a CAN message produced by the Cantx
service (a service associated with CAN-bus in APE) designed to control the steering
system when the car is in ACC or APC modes. Keenlab Team managed to inject
malicious code into the Cantx service and send DSCM messages that allowed them to
control the steering of the car.

6.3. Attacks from physical adversary scenarios.

So far we have only covered remote attacks that took advantage of vulnerabilities in
the software´s design of the vehicle (in both the Jeep and Tesla case study) to access
the key components that manage important aspects of the car, allowing us to change
the way they behave by sending malicious instructions. But now we are going to
overview a different kind of security threat, one that does not require an intrusive
attack to be exploited.

Auto wipers: Tesla´s auto wiper system uses a pure computer vision solution, based
on a 120-degree fisheye camera and an artificial intelligence network to determine
whether the wipers should be turned on. Keenlab Team found a way to deceive the

188

Proceedings of the Digital Privacy and Security Conference 2022  |  10.11228/dpsc.04.01



10

auto wiper system by displaying an image that used a noise function. The image
displayed in front of the car´s camera made the system think it was raining and
therefore it turned on the wipers.

Lane Detection: The lane detection system also uses a computer vision solution, but
includes more communication between various components of the car, as it has to
know where the car is on the road and perform the necessary actions (such as steering
the wheel) to keep the car in between the lines. There are two different types of lane
recognition attack: eliminate lane attack and fake lane attack. The eliminate lane
attack consists in blurring the road lane in the physical world, forcing the system to
ignore that there is a lane on the road. This attack is quite difficult to perform because
the Tesla´s lane recognition system is designed to recognize even the most abnormal
lanes (broken, occluded). But this feature has also it´s cons, since it might recognize a
lane where there isn't one. This is a fake lane attack. Keenlab Team managed to
deceive the lane recognition system by just putting some small stickers on the road,
making the vehicle think that there is a lane there. A fake lane attack could be
extremely dangerous if the fake lane is pointing to the reverse lane of the road.

7. Conclusion.

In this paper we have talked about how software has been progressively introduced in
the automotive industry. We pointed out the importance of building a strong and
secure software architecture in automobiles, as it is becoming a new dimension to
measure the quality of modern vehicles. We have focused on the structure of remote
attacks and overviewed some countermeasures and good practices to avoid them.
Furthermore, this document summarizes the objective of the new and necessary cyber
security regulations in the automotive industry, which will help to target a better cyber
security scene in the automobiles of the future.

In both the Jeep and the Tesla cases, we have seen security vulnerabilities that
allowed intruders to get remote access to a ECU inside the vehicle that connects to the
outside world. We have seen that it is possible to extend the attack using the vehicle´s
CAN bus to reach key ECUs that control very important aspects of the vehicle. In the
Tesla case, it seemed to be a harder job to perform these attacks, which might let us
think there has been improvement in cyber security in comparison with the Jeep case.
But one thing that stands out for me in the Tesla case is how new vulnerabilities are
coming together with new technology and features. It is undeniable that there has
been a slight improvement in cyber security regarding known and past threats.
Nevertheless, it seems that the desire to create new technologies and add new
software in vehicles that can make them more advanced is overtaking the initiative to
seek safer structures in these new technologies.
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Abstract. It is undeniable that nowadays the rise of technologies has caused a 

big change in our society and economy, and it produces new facilities but, at 

the same time, problems. Furthermore, the use of the smartphone has become 

a day-to-day basis and we have more and more functions on them. Despite 

their success, smartphones have many problems in use and we have to become 

aware of what dangers we have to face and how to avoid, as far as possible, 

that they affect us. In this paper, the risks of having a smartphone are going to 

be analysed and will delve deeper into the security of the Android operating 

system and some differences with IOS. It will also show some types of 

cyberattacks and it is going to be analysed from both a theoretical and a prac-

tical framework, showing different case studies and showing different solu-

tions and failures in society and technology. 

Keywords:  smartphones, security, Android, technology, risk, attack, malware 

 

1 Introduction 

Nowadays, smartphones have a very important role in our lives, but it is very interest-

ing and surprising how they have evolved to the point where they are now. In 1876, 

the first telephone communication was achieved and, since then, it has been improved 

to better adapt to people's lives, until the mobile phone was created almost 100 years 

later. This point is very important, because since that date many companies have been 

competing to achieve the best speed in their devices and to be the first to create some-

thing innovative. After that, and with the turn of the century, as humans we are look-

ing for more and more comfort and we start to add more and more functionalities to 

the mobile phone, to the point that nowadays we can do almost everything with it; 

from basic everyday things like raising the shutter, to work. 

Like any change in society, this also has pros and cons. In addition to having faster 

and real communication, it has become faster to do anything, both to satisfy our needs 

and for entertainment. New ways of spending our time, new fields of study and new 

professions that did not exist before have emerged and will continue to do so. On the 
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other hand, these developments also mean the disappearance of many other jobs, ob-

solete knowledge and people seeking to take advantage of others because they have 

more knowledge in this area, leading to the emergence of another type of crime: cy-

bercrime. As more and more people make use of ICTs, the number of people who can 

be targeted by these attacks is growing, and strong countermeasures must be put in 

place. 

Section 2, use of smartphones, describes the current situation of smartphones and 

the existing operating systems and then focuses on one of them, Android, and anal-

yses it. In addition to a brief comparison with its other strong competitor IOS, its ar-

chitecture will be explained in section 3. Then, sections 4 and 5 present two case stud-

ies that have in common that they are both related to each other by the use of SMS: 

Joker and Flubot malwares. Finally, methods for securing a device and guidelines on 

how to deal with malware will be presented. 

2 Use of smartphones 

Smartphone sales grow exponentially over the years. In the graph below, although we 

see a decline in 2019, this is due to the COVID-19 pandemic, but even then, it recov-

ers in 2020 and continues in 2021 (see Fig. 1). 

 

Fig. 1. Number of smartphones sold to end users worldwide from 2007-2021 (million units) [1] 

In terms of cybercrime, it is increasing, as is the use of mobile devices. According to a 

study, the volume of targeted malware threats increases by 15% in 2020 compared to 

2019. It was also observed that the threat database grows from 556 million threats in 

2019 to around 652 million by the end of 2020, so approximately 17% of these 

emerged in the last 12 months. It is a reality that there are increasingly better trained 

specialists to look for vulnerabilities in systems, which we will explain later, and 

more and more skills are required to combat them [2]. 
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2.1 Security in operating systems 

The most representative operating system today is Android, which is the leader in 

sales (see Fig. 2). The reasons for its success are, among others, the price range of the 

devices that have it implemented, its wide variety of free applications, the customisa-

tion options and the fact that it is open-source software, which allows it to be manipu-

lated for one's own purposes. Despite this, iOS continues to have many Apple brand 

loyalists and new users and occupies a significant space in the market. Some of the 

other operating systems available in 2010 have failed to maintain sales in the 

smartphone area after being beaten by the two giants; in 2017, 98% of smartphones 

sold had some of the two operating systems (see Fig. 2). 

    

Fig. 2. Global smartphone market share by operating system in 2010 and 2020 [3] 

If we make a comparison from a security point of view, the Android model has many 

different features, but it has certain limitations. Being an open-source software, any-

one can access to the source code and test its vulnerabilities countless times. Because 

of this, it is also very easy to find free apps in Google's shop, Google Play, where 

there are approximately 3 million apps, while Apple's store, App Store, has approxi-

mately 2 million. In addition to the official shop, the Android operating system also 

allows apps to be installed from external sources in the form of APKs, which carries a 

risk that does not exist on iOS. 

Another characteristic of Android is that it is implemented in smartphones from 

different companies: Samsung, Sony or Xiaomi, for example. This makes each com-

pany's device use software that is not specifically created for it, so some functionali-

ties are programmed with more flexibility and security is more difficult to guarantee. 

Apple, on the other hand, has strict control over the ecosystem of its devices and how 

software is deployed, so it has more control over when and how updates are made. 

3 Android architecture 

Android is an operating system consisting of an open-source software stack based on 

the Linux kernel and created specifically for mobile devices. This section is important 

to know how they can be introduced into the system and how they can affect it. 
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Its architecture is based on 4 layers, depending on the level of abstraction, which 

form a hierarchy. The first layer is the Linux kernel (the core of the operating system) 

and is used for abstraction for the hardware, so developers do not have access to it. It 

provides services to higher layers, such as managing resources (like battery or 

memory), the file system and allows applications to access it via drivers (be it key-

board, image, audio...). If a manufacturer wants to include some new hardware ele-

ment, he must create the necessary drivers within the kernel first. [4] 

Above this is the abstraction layer (HAL). It is made up of several modules, each of 

which implements interfaces for each hardware component (such as the camera, Blue-

tooth or the device's sensors).  

The next layer is the Android native libraries. Together with the kernel, they form 

the most important part of the operating system and are programmed in C or C++. 

Some of the most notable libraries are libc, which includes all the headers and func-

tions in C, Media Libraries, which provides the codecs for multimedia content, 

SQLite, which manages the database or OpenGL/SL and SGL, for the graphics part of 

Android. [5] 

Another section at the same level is Android runtime and includes the Core librar-

ies, which incorporate most of the functionality of the Java programming language, 

and the Dalvik virtual machine. The latter is a virtual machine adapted to Android's 

processor and memory limitations, optimising them to the maximum and reducing its 

execution time.  

Between the last two layers is the Application Framework, which includes the clas-

ses and services that the applications need in their functionalities, that is to say, the 

tools for development. Some examples of the APIs it contains are Activity Manager, 

Window Manager or Resource Manager. 

The last layer is the one closest to the user, that of the applications, where you can 

find native applications (C or C++), managed applications (Java), those that Android 

has by default and those that the user wants. [6] 

4 Joker case study 

In 2020, Google reported on its blog about the existence of malware that has existed 

since 2017 called Joker hidden in multiple apps on Google Play. It is classified as 

spyware and belongs to the family called Bread. It is one of the most prevalent mal-

ware families that continuously infects Android devices and it is not yet certain how 

many thousands of devices are infected, because more and more apps are being found 

with this malware, but it has managed to reach approximately 40 countries. What it 

does is sign the user up for subscription services and trick them into paying these fees. 

In Denmark, it has managed to sign up thousands of people and earn €7 a week from 

each of them.  [7] 
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One way to gain access to a device is by using applications that users often use and 

that are not included on some smartphones. Some of those affected are Easy PDF 

Scanner (to scan a document from a photo), Now QR Code Scan (to scan QR codes, 

bearing in mind that now in COVID time their use has increased), Super-Click VPN 

(to browse with VPN) or Tangram App Lock (to lock your items). Attackers need an 

easy way to access our data, and this is how they get it. 

This malware manages to bypass Google Play's app checking mechanism because 

it continually changes its code and execution methods. On multiple occasions, it gets 

past Google's filters because when apps are submitted and displayed in the shop they 

are 'clean' versions and where they installed the malware was in the updates. In this 

way, the attackers manage to gain the user's trust and permissions for the app and then 

infect the device.  

As a malicious program classified as spyware, it steals information, but specifically 

the Bread family consists of large-scale billing frauds. Early versions were via SMS, 

but Google has managed to combat them with successive updates; recently, phone 

fraud is being used. These leverage techniques that involve the user's operator, as they 

can partner with mobile service providers to allow users to pay for services by SMS. 

The process involves the user sending a text message with a keyword associated with 

a prescribed number and then a charge is made to the applicant's bill with their pro-

vider. Payment can also be made via the company's website; for this, the user uses his 

or her phone number and is sent an SMS also with a password Attackers use custom 

HTML parsers and SMS receivers to automate the process; this is possible because 

these processes do not require explicit user interaction. 

Focusing on a more technical level, Bread applications use several methods for 

string encryption. These include standard encryption, using, within the `ja-

va.util.crypto' library, encoders such as AES, DES or Blowfish; custom encryption 

algorithms, using basic XOR or nested XOR; and avoiding basic string matching. In 

addition, these substrings are sometimes scattered throughout the code and are in-

voked through static variables or method calls.  

5 Flubot case study 

Another SMS-related case is Flubot, so called because "its spread rate and infection 

vector resemble the common flu". It is a banking malware and, above all, it is having 

a big impact in Spain; it is known to have infected more than 60,000 victims and sto-

len more than 11 million phone numbers. It has been found to have textual content to 

target German, Polish and English-speaking users, so attacks by this malware are 

beginning to spread across more territories. [8] 

They access the smartphone via SMS messages, supplanting well-known parcel de-

livery companies such as "Fedex", "DHL" or "Correos", saying that a parcel is about 

to arrive and that the order can be tracked via the link they provide. Once the user 

clicks on this link, the malware is installed and searches for an application to overlay 
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it and obtain the user's credentials, thus also their banking details. Once it has access, 

it can also make calls, get our contact list and send phishing content or listen to notifi-

cations; if the user has linked their phone number to websites of any kind, when user 

verification is performed, the malware can even get hold of that data. 

The problem with this particular malware is getting rid of it. To prevent the user 

from removing anything from the attacker, the attacker implements mechanisms that 

stop system protection and the installation of third-party security applications. An 

Android team has designed an application to safely remove this malware called 

Malninstall, but many devices are unknowingly infected and will fall victim in the 

same way.  

6 Malware defence and detection 

In the present, we can distinguish two profiles of users: the new generations, who 

grew up in the 'information age', and those who did not. The former, despite having 

more and better means to deal with possible threats, still do not have a strong under-

standing of the risks that can come with the use of technology. The latter need to 

adapt and learn, so they are more at risk of being attacked due to their ignorance on 

the subject. 

On the Internet browsing, attackers can gain access to our data in several ways. 

One way is to direct the user to a previously infected web page that the user considers 

trustworthy and obtain all the data entered, or to trick the user into accessing a 

spoofed page. They also use seemingly inoffensive advertisements, images or any 

type of file, but with malicious code.  

On defence, to begin with, it is essential for a good defence against malware to in-

stall all available updates, both to the device and to applications, as they often fix 

security bugs. As with most devices, one of the most important methods against mal-

ware is to install an antivirus. It runs static, dynamic or mixed scans. Static scans 

focus on observing and investigating the APK, which is defined by AndroidManifest, 

where the permissions that an application may require, the code with the functionali-

ties (in Java) and the resources it needs, such as database or audio, are declared. Dy-

namic analysis analyses the behaviour of the system, looking at user interaction or 

system calls and require excessive resource usage. Mixed analysis is the combination 

of the two previous ones and is very complete, but it is difficult to maintain due to the 

cost of development and maintenance [9]. 

The antivirus requests a lot of permissions from the device in order to scan all data 

for compromise and it is very important to get it from a trusted site, because many 

attackers can hide malware in such applications. In some cases, fake advertisements 

are used, warning that the device may be compromised and prompting people to 

download an antivirus, which most of the time is free and contains malware. Although 

196

Proceedings of the Digital Privacy and Security Conference 2022  |  10.11228/dpsc.04.01



7 

this is important, it is not essential, because by surfing safely and being cautious, an 

attack can be avoided. 

As mentioned above, it is very easy to install third-party applications on Android 

due to its freedom at the operating system level. For apps in the Google Play shop, 

there is a review by Google Bouncer that looks for malicious software and compares 

it with other apps to identify malware and remove the app, if applicable. Apps that are 

not on Google Play lack this review, so be careful when downloading them. A good 

way is to do it from APK repositories that use filters and are secure; it is very im-

portant to know the origin of an APK when you intend to use it. Remember to have 

the Install apps from unknown sources option deactivated and, in any case, activate it 

only when necessary. 

Regardless of how you obtain the application, you should always carefully exam-

ine the permissions that are requested before accepting them, as some may be unnec-

essary and indicative of suspicious activity. Currently, many of them have the option 

to activate them only when the application is in use and it is a good method to control 

access to data or functionalities and make use of them when they are not required; it is 

a method to protect yourself but also to control resources. It is recommended to re-

view and update from time-to-time what permissions are granted to each application 

in case there are any suspicious or unneeded ones. This can be done from the device's 

settings. In the image, we can see the permissions given and denied to a video play-

back application; none are accepted because they are not necessary (see Fig 3). 

 

Fig. 3. Application permissions in Device settings 

The appearance of excessive advertisements or in non-advertising applications and 

unknown installed software are signs that malicious activity may be occurring. Bat-

tery or data usage can also help to detect this, as excessive or unidentified data usage 
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can mean unknowingly running functions in the background. Android warns if it reg-

isters anomalous activity, identifies it and allows an action to be taken (see Fig. 4). 

               

Fig. 4. Battery and mobile data usage in Device settings 

In Fig. 4, the user charges the phone before reaching 50%, so it is not possible to see 

the full waste that the battery would have. However, it is still possible to see how 

much the screen and Wi-Fi consume; even if you are not aware of the consumption in 

mAh (Milliamp-Hours), you can see the percentage and reflect on whether this con-

sumption has occurred (if the screen has been on for a long time or if the Wi-Fi has 

been activated). Many malwares may have made use of these and other resources, and 

the user may not have perceived it; is convenient to observe and analyse it. The same 

happens with mobile data usage; it is normal for video or gaming apps, for example, 

to have a higher consumption. If we have identified a big change in applications that 

do not require internet or an unknown application, we need to take action. 

In Dual Sim smartphones, such as the one shown in Fig. 4, the usage of the other card 

(SIM 2, in this case), which is not used as the main card for mobile data usage, should 

also be observed, as unknown or excessive usage may have occurred in the back-

ground. 

6.1 Remove malware 

Even if you take precautions, you can still fall victim, because now there are multiple 

ways for malware to enter a device without leaving traces. If you see signs that your 
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device may be infected, it is best to perform a factory reset because you don't know 

the extent of the attack and what it does. This can be done from the console that can 

be accessed in the phone's power-on process or from the phone's settings. The result 

of this is that all data except system and manufacturer applications are deleted; the 

/data, /sdcard and /cache partitions are deleted. 

Before this, if you do not want to lose the information on the device, you can make 

a backup, but to do this you must switch the smartphone on in Safe Mode (see Fig. 5). 

This mode starts the system only with the system and manufacturer's applications and 

does not run third-party applications. In this way, we can safely back up our data and, 

if we have identified the malware-causing application, uninstall it. 

 

Fig. 5. Smartphone started in Safe Mode 

7 Conclusion 

Many changes have occurred in society with the existence of technology, but they 

will continue to happen, and people must adapt to them. It is essential that people are 

taught about all that technology brings with it, both the good and the bad; people need 

to know how to protect themselves from these possible attacks or, at the least, to 

avoid great harm. The smartphone has become, for many people, another part of the 

body with which they can carry out most daily actions and which has all their data; 

moreover, people are not aware of the information we have inside a mobile phone, 
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both our own and that of those around us. There are cases like Joker, Flubot or many 

others with important consequences, so worrying about the security of a device has to 

become a regular routine in our lives; browsing safely, checking permissions given to 

apps and being aware of any suspicious activity are small actions that can avoid big 

problems. 
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Abstract. The objective of this paper is to analyze different attacks and tech-

niques when it comes to digital forensic analysis. There are different threats, 

some with more associated dangers, which are described in depth throughout this 

work. The techniques detailed are compared with real-life practical cases. There 

are many people using popular messaging apps, which consequently comes with 

an increase in the number of attacks with this technology.  

This in turn, increases the potential of certain data to be used in court, becoming 

important evidence, which creates the need for investigators to use specific mo-

bile forensic techniques: however, this is not always possible due to numerous 

restrictions in the field. The paper is focused on these topics, based on the re-

search of scientific papers. The conclusion is that this area of study has yet to 

grow, to become something with a larger impact, more commonly used. 

Keywords: digital forensic, mobile, messaging apps, analysis, court evidence. 

1 Introduction 

Nowadays, our world is surrounded by technology, and this inevitably brings a new 

branch of studies and work on our everyday life. In this case, Forensic Science has the 

need to “evolve” into something else, so it can answer to different problems associated 

with technology. In brief, Forensic Science focuses on gathering and examining infor-

mation about an event or crime. When it comes to analyzing digital information, this is 

known as digital forensics, and nowadays it applies to computers, mobile phones, tab-

lets, or any electronic devices. So, Mobile Forensics is a branch of digital forensics, and 

consists of methods that describe how to take evidence from phones and how to analyze 

the information [1]. It can involve real-life implications or happen solely on the online 

ground. 

Mobile devices aren’t foolproof, and they can be exploited in different ways, even 

without tampering with them: their usage as it is can be malicious. They can hold pho-

tos, location access, or even just messaging apps, which can contain sensitive infor-

mation, for example. 

They can also propagate malware, to steal the sensitive information mentioned 

above. 

These dangers and actual crimes bring up the need of using different forensic tools, 

which have several constrains that can difficult this work: hardware differences, secu-

rity settings, and even the cost [2] 
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Starting with section 2, general attacks/threats on mobile devices are described, in-

cluding how to prevent and detect them. 

Next up, section 3 focuses on the proposed forensic model for mobile forensics, and 

section 4 compares the previously mentioned model with others that are used on the 

field.  

Following this, section 5 presents a practical case, based on research on WhatsApp 

data extraction methods, and section 6 contains all the conclusions and reflections 

achieved after finishing this work. 

Finally, section 7 includes all the references used throughout this paper. 

b 

2 Different Threats on Smart Devices 

Mobile platforms are regularly attacked and targeted due to their security issues, and 

here are different types of threats that we can face when it comes to Smart Devices: 

2.1 General Threats 

 

Fig. 1. Threat Types 

Botnets:  

.  

They are networks that are formed by malware-compromised machines, usually used 

to conduct large-scale illegal activities. [3] 
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These are also called “zombie systems” and each zombie represents each individual 

connected computer. They can cause Denial of Service attacks or send spam, usually 

without the owner of the device noticing these actions. 

Malicious Applications:  

. Attackers can transfer malicious attacks with the form of apps usually seen as “ordi-

nary”, such as games, so the user downloads them, without knowing what the app really 

does on their device. 

Social Networking:  

. Social networks have made it easier for attackers to spread their malicious links, on 

which people click out of pure curiosity or are unable to identify that it’s a malicious 

link. 

Spyware:  

. Spyware is malicious software with actions of different levels of maliciousness, and 

it attempts to monitor the behavior of users. The collected information is sent back, 

where it might be used for targeted ads, or marketing studies [4]. 

Moreover, the malware authors can see messages, hear calls, and track GPS information 

from the owner of the device. 

Bluetooth:  

. The Cabir worm is one of the first that propagated through Bluetooth, even though the 

users have their settings configured properly. 

Wi-Fi:  

. The attacker intercepts connections between Wi-Fi hotspots and smart devices, taking 

advantage of the latter. 

Phishing:  

. Phishing attacks usually target vulnerabilities that are present due to human factors 

[5].  

Mobile phishers use vulnerable telephone connections, for example, through emails, 

SMS, or even MMS [6] 

2.2 Preventive Measures 

To mitigate malware and app abuse, there should some measures applied to each one 

of the threats.  
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Application Developers. They must make sure that the app is properly coded when it 

comes to security issues and include encryption on their services [6]. 

Smartphone User Level.  To avoid certain situations, the user should be informed on 

these matters, at least on the surface. This gives the user the general sense to examine 

if the permissions requests are trustworthy or not when installing an app, for example. 

They should also have good security options on their device [6]. 

2.3 Malware Detection Techniques 

These are generally classified into 3 types: 

 

 

Fig. 2. Malware Detection Techniques 

Intrusion detection and Prevention System (IDPS) has three main stages: 

1. System details: network, application, OS behavior, etc. 

2. Monitored data re-analyzed: allows the investigator to identify malicious occur-

rences. 

3. Collect detected malicious data and initiate preventive measures, such as shutting 

down the devices or locking systems [6]. 

3 Proposed mobile forensics model 

This model for mobile forensics is based on the most important phases for mobile fo-

rensics but there isn’t a forensics model that is accepted or considered “correct”, since 

different models can be applied to different situations. 

 

D
et

ec
ti

o
n
 T

ec
h
n
iq

u
es Signature Based 

detection

Anomaly Based 
detection

Virtual Based 
Detection

204

Proceedings of the Digital Privacy and Security Conference 2022  |  10.11228/dpsc.04.01



5 

3.1 Preparation:  

This is the most important phase, as it allows the investigators to discover the nature of 

the case, and with this the team starts setting up their workstation. They also have a 

briefing on the situation, and they should be aware of different devices, their general 

hardware and software configurations of the ones involved. [7] 

3.2 Handling Evidence & Securing the evidence: 

This step is focused on making sure that the device found has the proper authorizations 

for the team to start investigating: if this isn’t assured, there might be data losses. [1] 

Accordingly, there are some important guidelines and challenges associated with 

this step:  

Acquisition. Performing this at the scene avoids problems such as battery depletion, 

damage and more. First, it’s determined if the device has been identified and next, if 

the device is on, there’s only the need to bypass PIN/password [8]. 

There are various issues that can come up during acquisition: 

• Selection of the Correct Acquisition Tool (experimenting with different tools to find 

out which one works best with certain devices is something recommended) [8][9] 

• PIN/Password bypass (can be obtained from the service provider) [8] [9] 

3.3 Documentation 

This phase is connected to all the others since the investigators should document eve-

rything throughout the investigation and consequently, the documentation should in-

clude: 

• Legal Authority letter 

• Photographs and manual documents of digital evidence 

• Information about the mobile device if obtained from owner 

• Report of the findings 

• Chain of Custody 

• Formulated strategy for the investigation 

3.4 Preservation 

The phase of preservation aims to keep the evidence’s integrity. Having in mind that 

we are dealing with electronic devices, it’s important to know that humidity and other 

factors might have an adverse impact and therefore jeopardize the entire investigation, 

so there are some special arrangements to overcome these “challenges”: 

• Phone found in a liquid (battery should be removed, and the device should be sealed 

in an appropriate container) [8][9] 
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• Identification of Phone (the team should discover the type of device, operating sys-

tem, and other attributes, to find out how to create a forensic copy of the contents of 

the device) [8][9] 

• On-Off State Challenge (depending on the power state, there are different ap-

proaches) [8] 

3.5 Examination and Analysis 

The aim of this phase is to make the evidence visible: we might have a ton of infor-

mation, but if it isn’t properly arranged, it won’t make much sense. 

With this, the investigators analyze all the data to figure out which pieces can be 

used as evidence, and after determining what data is relevant, there is a data retrieval 

process. 

Analysis is seen as technical review and recreating the crime scene is part of it. It 

allows for the investigators to basically do a timeframe analysis, since it might have a 

significant impact on the judgement. 

As the final step, there is the making of a comprehensive report, which includes 

everything from the beginning to the end, with the results. [2][7] 

3.6 Presentation 

The court depends on this phase, and it consists of presenting the final report to the 

court of law. Nevertheless, if the report has any flaws when it comes to evidence, a 

culprit may be released, and the report itself might be challenged during its presenta-

tion, by the other side. In brief, the documentation must be solid at this time. 

3.7 Review 

This is the final phase, and it’s dedicated to the investigators, as it allows them to im-

prove their analytical skills. All the steps mentioned above are analyzed. 

  

4 Comparison with other Models 

The following table compares the model from above with others, specifically the phases 

that they include. 
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Table 1. Comparison of Proposed Model with others 

Proposed Model NIST 

Guidelines 

DEFSOP Model for Windows 

devices 

HDFI 

model 

Preparation - + + + 

Handling Evi-

dence & Securing 

the evidence 

+ - - - 

Data Acquisition + + + + 

Documentation + - + + 

Preservation + - + + 

Examination and 

Analysis 

+ + + + 

Presentation + + + + 

Review - - + - 

 

This shows how there are different approaches (none of which are wrong) and they 

are applied to different situations. The proposed model has the advantage of including 

all the phases, which makes the investigations more concise. 

 

5 Practical case with the usage of research tools 

WhatsApp is one of the many existing messaging apps, and it has been equipped with 

an encryption feature [2]. There are many threats when it comes to the use of these 

apps, which were detailed before in this paper, so we can take a simple example: a 

pedophile can use this app to conduct his wrong-doings and even have incriminating 

conversations, and once he is pressed with charges, the investigators need to extract 

information from the app. This creates the need of using an extraction tool for 

WhatsApp. 

5.1 Research Tools 

(The hardware and software used to experiment on the extraction of WhatsApp Arti-

facts from an Android-based device can be seen in Table 2.) [2] 
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Table 2. Research tools and devices 

No. Tool and Device Information 

1 Samsung Galaxy S4 GT-19500 Smartphone used in the 

experiment 

2 WhatsApp Messaging App 

3 Workstation with and operating system for Win-

dows 

Computer for extraction 

and analysis 

4 USB Cable Connects device and com-

puter 

5 Android Debugging Bridge Software that supports 

communication 

6 WhatsApp Key/DB Extractor Extraction Tool 

7 Belkasoft Evidence Extraction and Analysis 

Tool 

8 SQLite Studio Analysis Tool 

 

5.2 Results 

When using the Belkasoft Evidence Software, the investigators can retrieve videos, im-

ages, and document artifacts. When it comes to the WhatsApp Key/DB extractor, the 

investigators only managed to retrieve text message artifacts and images, including in-

formation such as the message sender, message content, and time of sending or receiv-

ing the messages. 

 Both the extractions were repeated to ensure the results are similar and based on the 

results they have different strengths. WhatsApp Key/DB extractor dominates when it 

comes to retrieving text messages and the information associated with them, and 

Belkasoft Evidence excels in the extraction abilities for images, videos, and documents. 

[2] 

Table 3. Forensic Tools Comparison 

Artifact Type Belkasoft Evidence  WhatsApp Key/DB Ex-

tractor  

Text Message - + 

Image + + 

Video + - 

Document + - 

 

All this reinforces the idea that using different research tools is beneficial, since it al-

lows us to obtain more concise and detailed evidence. 
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6 Conclusion 

Technology became part of our life, and it’s being used all the time: for the good and 

the bad. There are countless attacks that can be carried out, and technology only opens 

the possibilities.  

People with malicious intent will always find new ways of getting their way, and Mo-

bile Forensics aims to recover digital evidence to put an end to their antics. It might 

have similar processes to Digital Forensics, but it has its own peculiarities that are vital. 

Subsequently, the need of having tools capable of extracting data or deleted data is 

also very real. A suspect in a trial might even delete the data in a phone that connects 

him with some sort of offense and being able to give evidence of his actions is important 

to have him prosecuted. 
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Abstract. Over the years, mobile devices have become an acquirement
on our daily lives. Compared to other devices that can have access to web
services, mobiles had a big growth in the last few years. With this being
said, we can conclude that hackers can easily reach or steal an enormous
amount of information and use it to manipulate or threat other people.
Web services are a solution used to integrate systems and it can also be
useful when it comes to communication between different applications.
This technology allows new applications to communicate with older ones
and that systems developed in different platforms can be compatible.
These systems are components that allow applications to send and re-
ceive data. Like every software or application web services also have
failures.
In this paper I will study the main threats of IT security, involving mo-
bile devices, as well as the Benefits, Issues and Best Practices of using
Web Services, by choosing one practical case to show the using of web
services, approaching some known flaws and measures taken as well as
some fears and preventions.

Keywords: Benefits, Issues, Best Practices, Web Services, Threats, IT
Security, Mobile Services.

1 Introduction

In the last couple of years, the use of the internet has had a big growth in our
daily lives in all possible areas. The mobile devices are the most used to access
the internet since it’s easily portable and facility of acquisition. According to [1]
a study that was made in a school in Pune City, 97% of the students use mobile
devices, called smartphones, and only 3% do not use them.

As we all know, almost every daily needs can be done on mobile devices, such as
talking to a distant person, accessing our emails, a document that was sent to
us or even our bank account, among many other utilities that mobiles provide.
Having that in mind, there are a lot of existing threats, not only of mobiles be-
ing the most used electronic devices but also because many people save personal
information, such as credit card details, social security number, among other
relevant information that can be used to harm others.
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In section two we will mention some of the most used mobile operating systems
In section three, we will see the most important threats in the security area and
whether these threats had a big growth during the last couple of years, based
on previous studies.
In section four we will focus on the advantages and disadvantages, best practices
of web services
And finally, a practical case were we can see how to make an XML Injection
very easily.

2 Most used mobile operating systems

As we all know, in the beginning, when phone were news, they worked differently
from what we are used to currently. They weren’t that developed since they were
used for phone calls only. As years gone by, these devices have evolved allowing
for example gaming, taking pictures, listening to music, among any other ac-
tivities that we thought not possible. But for this to be possible, all the mobile
devices have the need to have installed an operating system. But what is an
operating system?

Operating systems began to be used in computers to mediate between the hard-
ware and the software, which means managing and controlling the resources and
computing capability of a computer and allow users an interface to work with
the physical computer’s structure.[2] But in the beginning that interface was not
”so good to the eyes”, since it was just a simple command line where we executed
lines of code to do the work. After a couple of years the first operating system
appeared with a graphical interface and multitasking support, which is almost
the same thing that we all have in our machines right now. And this leads us
to another question, what mobile operating systems have in common with com-
puter operating systems? In fact, those to different operating systems have a lot
in common, because they were created to do the same task which is to mediate
between the hardware and software. The only big difference is the size of the
machine where they are implemented. As we also know, there is a big panoply
of mobile operating systems but according to [1] when studies were made in a
certain school 28,50% of the students said that they use Samsung which uses
android as operating system, 21,62% said that they uses Apple’s iPhone which
uses IOS as operating system, which makes these two, the most used mobile
operating systems. In the following we are going to talk a little bit about these
two operating system’s history.

According to [3], the android was initially created by Android Inc. and after
that bought by Google. It was released for the first time in 2007 as Android
Open Source Project. Android is a fairly young platform, its use takes place
very quickly. Each major release is named in alphabetic order after a dessert or
sugary treat.
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According to [4], it all started in 1976 in a small garage in Los Altos, Califor-
nia, with three names well known, being Steve Jobs, Steve Wozniak and Ronald
Wayne. Initially, the name would not be the one as we know it for but iPhone
OS instead. Later in June 2010, after Apple had made some big changes in their
devices, for example, to implement a store called as App Store, allowing users to
buy and download applications to their devices, which led to a name changing
being it now IOS. But so user could download and install the applications some
adjustments were needed so that the device was capable of handling a large
amount of programs.

3 Mobile principal threats of IT Security

The easy access of these devices brought us the possibility to use them in iso-
lated environments but also in network environments. It also brought us a lot of
advantages as well as some disadvantages. For devices’ network or system to be
safe, it has to ensure confidentiality, integrity and availability which means, only
some users of the system can access sensitive information. It assures us that the
information was not modified or destroyed and also that the information will
not be available to users who are not logged in. But all computed devices have
threats in the security area and mobile devices are not an exception. But what
is a threat in the computer area? A threat as the name suggests is something
that can damage the device or steal some important information from your de-
vice, sometimes forcing people to pay a large amount of money to recover that
information. According to [5] this activity is caused by a person to carry out
criminal acts that would harm who they steal the information from.

With this type of activity users have to be cautious since they can download
a virus or any other type of threat without knowing. These devices that we
carry all the time in our pockets store a lot of important information. Even if
the companies provide a lot of security, as mentioned before, users are still be-
ing exposed to a big number of possible attacks. According to [6] some of these
attacks will be presented in the following:

(i) Phishing-in-the-app: We discovered one way that criminals can bypass the
Play Market’s source code checks was by not including anything malicious in
the app itself. This app is nothing more than an embedded website, which make
users believe they are having the perfect experience, not knowing that they are
being a victim of phishing.

(ii) Supply chain compromise: Following a lead from an online message board,
we discovered a Trojanized version of a legitimate app that had been included
in the factory firmware. The original application, called Sound Recorder, was
modified to include lines of code that were not necessary for its purpose. This
additional code was used to intercept and secretly send SMS.
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(iii) Cryptominer code in games or utilities: The SophosLabs team have, in the
normal course of looking for mobile malware, encountered a significant jump in
the number of apps that, without notifying the user, included cryptominer code
in the app. The cryptominer is a way to earn digital coins that can be converted
to real money. To earn the coins users need to solve mathematical puzzles. To do
this quickly, hackers implement code in applications that users will download.
The code would run whether or not the app itself was running, and functioned
as a constant drain on the phone’s battery.

(iv) Advertising click-fraud embedded in apps: Advertisement fraud is, surpris-
ingly, one of the most profitable criminal enterprises nowadays, and mobile apps
appear to be a key part of this subtle crime. This type of crime occurs frequently
in mobile applications. Sometimes, when we are playing a game on our mobile
device, advertising appears almost instantly without our meaning to. This type
of advertising may contain some type of fraud that is not visible. This crime can
be very profitable in monetary terms.

According to OWASP [7], companies should start the process of ensuring that
their applications minimize ten risks. Below, we will present the ones we think
are most important.

(i) Broken Access Control: Access control is used to make sure that users cannot
act beyond their permissions. When this access control is broken the hacker will
gain access to unauthorized information and will be able to change or destroy
it.[8]

(ii) Cryptographic Failures: The first thing to determine is the level of protection
the data should have. If this data doesn’t have any kind of protection, it is much
easier for hackers to have access to them. For example, passwords, credit card
numbers, health records, personal information, and business secrets require extra
protection, mainly if that data falls under privacy laws, for example, General
Data Protection Regulation (GDPR).[9]

(iii) Injection: There are many types of injection like SQL, NoSQL, OS com-
mand, Object Relational Mapping (ORM), LDAP, and Expression Language
(EL) or Object Graph Navigation Library (OGNL) injection. To detect if the
application is vulnerable it’s necessary to review the source code. Normally the
injection is performed in the URL or in some input space that will be used for
some query.[10]

(iv) Security Misconfiguration: An application is vulnerable if, for example,
unnecessary features are enabled or installed, like unnecessary ports, accounts,
or privileges that should be disabled.[11]
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(v) Software and Data Integrity Failures: These failures are related to code and
infrastructure that does not protect against integrity violations. This normally
happen when the application uses plugins or libraries from untrusted sources.
[12]

(vi) Server-Side Request Forgery: These failures occur whenever a web applica-
tion searches for a remote resource without validating the user-supplied URL. It
allows the hacker to force the application to send a crafted request to an unex-
pected destination.[13]

Other threats that can happen more frequently than we think is the loss of the
device, its theft or even the accidental or malicious misuse of it. The acciden-
tal misuse of the device, can happen, for example, when we are exploring the
device definitions and we change some important information, that should not
be changed. Malicious use of the device can happen, for example, if we lend the
device to someone and that same person changes something having access to the
device in a way the owner does not know.

4 Benefits, issues and best practices of web services

Web services were implemented to solve the problem that was communication
between applications that were developed a long time ago with new ones and also
to communicate with others that were developed in different platforms. These
services are used to allow changing data.

Fig. 1. Conceptual model of web services [14]

For the fact that applications have their own language, these services translate
the communication to an intermediate format, being one of them XML. Ac-
cording to [15] XML is a simple text-based format for representing structured
information: documents, data, configuration, books, transactions, invoices, and
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a lot more. It was derived from an older standard format called SGML (ISO
8879), in order to be more suitable for Web use. As every system or application,
web services also need to have many security measures like authentication, con-
fidentiality, integrity and availability to ensure the best security and reliability.

4.1 Benefits

According to [16], web services provide several technological and business bene-
fits, such as:

(i) Application and data integration
(ii) Versatility
(ii) Code re-use
(iv) Cost savings

As mentioned before, web services provide application and data integration be-
cause they allow applications to communicate between them and none of the
parts need to know how the other is implemented or in what format the data is
stored.

The versatility allows people to access the web service via a web-based client
interface. The client can even combine data from multiple web services. For ex-
ample a user being able to combine a product’s price from different sellers and
see which one is the least expensive and save some money.

The re-use of code can be very helpful because a lot of clients can use the
same portion of code to do different tasks. Instead of having to create different
services for different things, portions of a service can be simply re-used allowing
the client to have some flexibility.

All three benefits mentioned before lead us to a fourth benefit that is cost savings.
The need to create applications to connect with others can be very expensive
and web services solve that issue easily so that cost is removed and money can
be used to add additional value to the main application. Web services also take
advantage of ubiquitous protocols and Web infrastructure that already exist in
every organization, so they require little if any additional technology investment.

4.2 Issues

According to [17], the threats in web services can be through message or service
level. The service level threats can involve UDDI, which is a protocol that defines
how clients communicate with UDDI registers and it’s also a specific set of
replicated global records.[18] These threats can also involve WSDL which is a
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language based on XML used to create services contracts. These contracts have
all the information needed to create a client able to communicate with the web
service.[19] Can also involve XML. In the following we are going to present some
of the service level threats in a short form (the full text can be found at [17]):

(i) WSDL and UDDI attack: An attacker can access any public information
available WSDL file and tamper with it. The former scans the WSDL file and
exposes the operational information, ports, etc. The last one tampers the data
and can even gain access to confidential information.

(ii) Malicious Code Injection and Identity Spoofing: This occurs when an at-
tacker is able to inject malicious code and spoil the functionality of the service.
Identity Spoofing occurs when the attacker takes off the identity of the service
requester or the service provider.

(iii) XML Schema Tampering: The attacker can modify the original XML
Schema and make it erroneous, causing the service to end up with failures.

(iv) Session Hijacking: An attacker can steal the token from the user and gain
unauthorized access to the resources provided. This leads us to false request or
replies and, because of that, we can say that the session was hijacked.

(v) Message Injection or Alteration: Messages traded between the server and
the client can be modified or malicious messages can be added. This can provide
the hacker many privileges.

(vi) Replay of Messages: The attacker captures a valid message traded between
the user and the server and replays it later thus leading him to access sensitive
information via unauthorized access. Usually this is the first step to hijack the
session and tamper with the services.

(vii) Message Confidentiality and Eavesdropping: Interception of messages is al-
ways a threat to web services. Traditional security mechanisms are not sufficient
to secure the web services against such threats.

4.3 Best Practices

As seen before, web services have benefits, as well as some issues. In the follow-
ing we are going to present some general measures to use in web services and
then some measures to solve the issues that can happen. As mentioned earlier,
some of the best security practices are ensuring the confidentiality, integrity, and
availability. These web services also need other type of security that is not just
digital security. They also need a physical one, which means that these same
web services need to be in data centers, which location is only known to a small
number of people. Access to these data centers must be registered and accredited
to be allowed.
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According to[20], protecting credentials and session cookies is one of the most
difficult tasks for a developer. In the following, some preventive measures that
can be applied are going to be presented in a short form (the full text can be
found on [20]):

(i) Using Secure Socket Layer: All the credentials should be stored in an en-
crypted form, for example, an attack to the database or some file system should
not compromise credentials.

(ii) Expire Session after Inactivity: Forcing an automatic logout, after a reason-
able time can be a good idea. This way an abandoned session will not be active
for a long period of time and thus reduces the chance that a hacker has to find
an active session.

(iii) Do Not Make Session Identifiers Viewable: This problem occurs in the GET
method. The GET variables are always in the path string of the browser. With
this, printing one of these pages will show always the identifier because most of
the time, and most of the browser print the URL in the header. To prevent that
we should use POST method.

(iv) Provide Secure Logout: As the name suggests we should provide the user a
safe logout, that when used, the session will be inactivated. For example, when
an users logs out, his session should be saved in the database and then deleted,
or that same session should be marked as disabled. Using this when someone
uses that session to login, the server can assume that this session is not valid.

(v) Use Strong Encryption on All Transmissions: The non use of encryption
will turn the system almost completely insecure. The malefactor will be able to
observe the communications done. But if the data is already encrypted this is
not and issue since the data is rendered unreadable.

(vi) One-Time Cookie: One time cookies are generated by the reverse proxy
server for each request of the user. This is a better alternative to authentication
cookies that does not require volatile state in web browser.[21]

(vii) Schema Validation: The Schema Validation can prevent attacks. It uses
messages that are not conform to the Web Service description. These attacks
are called deviation from message syntax. If we validate the messages that are
arriving to the XML, the attacks can be discovered.[22]

5 Practical case: Web Service XML Injection

According to [22], XML Injection tries to modify the XML structure of a SOAP
message or other XML document. The injection is performed by inserting content
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like operation parameters, for example, ”<” or ”>”. This attacks are possible if
these characters are not escaped appropriately.
An XML Injection attack was performed also on [22]. This attack was performed
against a .NET Web Service. This service has two parameters a and b, both int
type. The next image shows the SOAP message how the service was invoked.

Fig. 2. Web Service attack [22]

This message could be the result from an XML Injection attack. <b >1 </b>was
inserted as a parameter content without escaping ”<” and ”>”. This should not
be accepted, because it violates the Web Service schema, but in the .NET ac-
cepted this message. The resultant parameter values were a=1 and b=0. Thus
the attacker was able to modify the value of b just modifying the content of a.
With that presented, it is easy to think about how many scenarios are capable of
being created and how much restricted data the hacker can access if the changes
are bigger than the ones made.

To detect these attacks is to validate the schema on the SOAP message, and
if possible include also data validation. If these methods were implemented, the
example shown above would not be possible to execute.

6 Conclusion

Along this paper we present numerous issues and threats and some methods to
prevent them. These problems and threats are the result of being able to cir-
cumvent some implemented measures as well as being able to explore existing
vulnerabilities.

With this being said, companies using web services and users are now aware
of the security risks while they are using it. Nevertheless, there is still a lot to
be done, such as implementing better security measures or hiring white hackers
to discover vulnerabilities in web services. In the case of mobiles, the verification
of applications made available to consumers, by a person, rather than just a
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system. With the increasing demand for web services, new mitigation method-
ologies and studies are underway, proving that the security area is one of the
most important.
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Abstract. With the permanent evolution of the world, one thing that
seems to resist the sign of the times is the classic education system. Many
scholars refute this system saying that it is outdated and non-efficient,
providing different solutions to remodel the current method. Among the
vast options to provide a better learning experience, serious games stand
out due to their benefits, such as immediate feedback, multitasking, and
promoting collaborative work. This paper seeks to analyze the effective-
ness of serious games when applied to a work-related situation, namely
a hypothetical scenario connected with cybersecurity. To support this,
there is the simple fact of an increasing number of cyberattacks, and
their sophistication and effectiveness are ever-growing. A wide variety of
cyberattacks and social engineering make so no company is safe. That’s
one of the main reasons why cybersecurity must never be overlooked
in any company, since an attack can cause losses and, sometimes, may
even render the company workless for hours. The course of developing
a serious game is fundamentally the same as developing a normal game.
But, when designing and developing the game mechanics, it’s essential
to never overlook the pedagogic component of it. Furthermore, after the
moment of the announcement, release, and distribution, evaluation stud-
ies must be made, not only to analyze the satisfaction but also for the
sharpening set of skills developed throughout the game. The game-based
learning applied to cybersecurity has already hit the market, having a
wide number of serious games solutions made available by companies.

Keywords: Serious Game · cybersecurity · Education · Training · Se-
curity Audit, Game-Based Learning, Simulation.
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1 Introduction

Having fun and relaxing has always been the way of life of many people. Since the
most remote times, human beings have developed unique ways to enjoy quality
time, especially when trying to release stress. Ultimately, someone found out that
competing towards an objective was a great way to entertain while sometimes
developing soft and hard skills. With this, the concept of a game was born, and
consequently, the idea of developing skills through games began to take place.
The definition of games designed for a purpose beyond entertainment gave birth
to what we know today as serious games.

Analyzing the serious games market, researchers point out a record maximum
of 5.51 billion Euros in 2020, with studies expecting its value to reach 22.37 billion
Euros by 2026. All this presents a new tendency of entities worldwide to invest
in serious games due to their efficiency.

2 Serious Games

Throughout this section, it will be presented a small introduction to the concept
of serious games, their historical moment in time of creation, their most notorious
advantages, and a small guide of a framework for development.

2.1 Concept

Serious games are a branch of gaming industry, in which their primary goal is to
promote learning and behavior change instead of entertainment. Meanwhile, this
last point can mislead since serious games can be educational and exciting. Seri-
ous gaming has been developing itself in many areas such as military, education,
marketing, healthcare, politics, and even city planning. The main point of serious
games is the combination of learning strategies, knowledge, and game elements
to teach specific skills, knowledge, and attitudes. Using the entertainment and
engagement provided by the games, the players solve problems that simulate
real-world situations. Serious games can be seen in every way as common games
can, such as board games, electronic games, or card games.[1].

2.2 Origins

In 1970, Clark C. Abt publishes “Serious Game”, a book where for the first
time, the use of “serious games” as an oxymoron comes up. Abt is a researcher
who worked for the U.S during the Cold War. One of his objectives was to train
and educate using several computer games such as T.E.M.P.E.R. This game was
used by military officers to study the Cold War conflict on a worldwide scale.

In this book, Abt sets the definition for a serious game: “Games may be
played seriously or casually. We are concerned with serious games in the sense
that these games have an explicit and carefully thought-out educational purpose
and are not intended to be played primarily for amusement. This does not mean
that serious games are not, or should not be, entertaining” [2].
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2.3 Advantages

Among the vast benefits of game-based learning the following stand out:

– Stimulates the mind - Simple activities as playing any type of game can
bring cognitive and psychological benefits, this way delaying natural aging.
In some cases, game-based learning drives decision-making, which improves
cognitive function and helps people learn valuable skills and lessons applica-
ble to real life [3].

– Improves self-esteem - While playing, it is easier to interact with others,
establish dialogue and overcome any kind of social and generational barriers.
Therefore, the use of serious games for training improves the self-esteem of
the student, who tries to explore and find alternative approaches to solve
different situations in the process of learning [3].

– Applicable to the real world - Serious games applied for training enable
students to understand new concepts and develop their skills throughout
the game. Simulating real-life experiences creates a powerful interactive en-
vironment that makes it possible to practice, compete or cooperate, making
students eager to learn and retain new information, leading to complete suc-
cess when it is applied [3].

– Permanent personal development - Students are encouraged to develop
their skills continuously and steadily over time, thanks to the gaming en-
vironment. Serious games for training favor skills as important as observa-
tion, motivation, overcoming criticism, strategic thinking, and, of course, soft
skills. Meanwhile, games allow people just to simply be bad at them, making
them realize that poor decisions or choices bring punishment to them. This
way, they understand that rules are difficult to bypass and that these new
concepts are meant to help them overcome themselves [3].

– Instant feedback - One of the benefits of game-based learning platforms
is undoubtedly the possibility of obtaining immediate feedback from stu-
dent performance. Serious games for training incorporate systems that per-
mit constant monitoring. Thus, those responsible for the implementation of
training can study the learning process in-depth, as well as its effect on the
achievement of objectives [3].

– Interactive nature - Multimedia devices are very present in nowadays so-
ciety and that makes people familiar with gaming elements – such as achieve-
ments, rankings, rewards, competition, levels, among others. The interactive
nature of serious games enables students’ engagement since all these play-
ful elements contribute towards learning in a fun way, appropriate to the
lifestyle of new generations, and favoring communication and coordination
for problem-solving purposes [3].

– Collaborative Learning - Among the most important benefits of serious
games for training is collaborative learning. People who learn through play-
ing, usually do so in a collaborative environment, in which they work together
to achieve a goal. By encouraging cooperation through the game, students
increase their task satisfaction, feeling part of the team and are involved in
achieving common goals [3].
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2.4 Framework for development

With the already huge market of games, the market of serious games followed
not only in market but in design methodologies. Through existing frameworks
and methodologies there is a set of default steps that can be applied to most
serious games.[4]

1º - Preliminary analysis Having a good project management from beginning
may prevent catastrophic damage later on in the project, and game development
is no exception. This step consists in setting the pedagogic goals for the game,
study the target audience an technical constrains from the development.

1. Evaluating technical resources such as time,equipment, budget and technical
skills. All these aspects have a serious impact in the game and should be
analyzed to maximize success rate.

2. Defining all the pedagogic objectives. All soft and hard skills required and
gained through the game should be identified. These skills will be tested
through game mechanics.

3. Identifying target audience and context of play. Understanding target player
base and the context where the game will be played can have play a major
role in the success of the game.

4. Defining the pedagogic and game mechanics. Choosing appropriate mechan-
ics is crucial when it comes to choose what genre the game will be. [4]

2º - Design The design component of the framework is all about building con-
ceptual models, creating a balance between entertainment and the pedagogic
component. Providing consistency between pedagogic mechanics and game me-
chanics will provide a engaging gameplay for the players. Also, progressive level
difficulty is essential within the game, this provides that players develop new
techniques and skills by themselves since the skills they had where not suffi-
cient. This helps to build a more engaging gameplay but also stimulates player’s
creativity. A direct consequence of this is that the learning will be more effec-
tive.[4]

3º - Development This stage should provide technical guidance to develop the
game while respecting the constrains discovered in the first step. The aim with
the development of the game is to provide the best balance between time,skills
and budget:

1. Support from a third party. Some companies who have more experience can
provide either a full game or a vital support in the development of custom
games. Though being a pricey solution, it will save a lot of time.

2. Off-the-shelf Game. A game that already exists can be used with a serious
purpose, but the players will not be able to play the game without any type
of guidance and instructions to complete the pedagogic objectives. Meaning
the players will not be able to play the game by themselves.
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3. Off-the-shelf Game with modifications. Some games let developers and play-
ers customize the game the way they want. If this happens a modification
for the game can be implemented, letting the pedagogic part of the game be
experienced alone. Implementing this solution may not consume much time
or budget but it can be a challenge for the development team.

4. Assisted development. To relieve some pressure of video game development
and improve the production, assisted methodologies may be implemented.
This may be in form of tool kits that simplify the development process, re-
quiring minimum amount of programming. The downside is that the options
for customization are limited and complex scenarios may be very difficult to
implement.

5. Full Development. This happens when the team has appropriate knowledge,
time and resources and builds the game from scratch. In this methodology,
the development team is fully responsible for all stages of game develop-
ment.[4]

4º - Game assessment A crucial part of the development and could be com-
pared to a user acceptance in general software development. This ensures that
the game meets expectations regarding technical and pedagogic aspects. Devel-
opers can undercover bugs, improve gameplay and even modify game mechanics
if really needed.[4]

5º - Deployment In this stage, there are rules that apply for the deployment
of a serious game. Players are supervised and play sessions have limited time
and are framed within the pedagogic plan. This stage is crucial for the game
as a commercial product, the use of marketing campaigns, demonstrations and
dedicated websites are among the techniques used by other companies.[4]

6º - Player assessment Finally, to determine the success of the game teach-
ing new skills, its necessary to evaluate players. Some game mechanics can be
implemented in order to track and evaluate players directly while playing. If
pedagogic mechanics are perfectly implemented, players should acquire expert
skills upon completion of the game.
Test surveys and questionnaires could be used in a way that does not require
external intervention.[4]

3 Cybersecurity

According to [5], cybersecurity defines the practice of protecting systems, net-
works, and programs from digital attacks. These attacks are usually aimed at
accessing, changing, or destroying sensitive information, extorting money from
users, or interrupting normal business processes. Besides this, [5] also claims
that implementing effective cybersecurity measures is proving more challenging
due to the rise in the number of devices and attackers being innovative. An
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effective cybersecurity approach has multiple layers of protection spread across
computers, networks, programs, or data that one intends to keep safe. In an or-
ganization, the people, processes, and technology must complement one another
to create an effective defense from cybercrime. Organizations are responsible for
structuring an effective framework capable of dealing with attempted and suc-
cessful cyberattacks. Technology is also essential for giving organizations and
individuals the computer security tools needed to protect themselves from cy-
berattacks. Five main entities must be protected: end-point devices (computers,
for example), smart devices, router devices, networks, and cloud servers.

In today’s connected world, everyone benefits from advanced cyber-secure
programs. At an individual level, a cyberattack can result in losing everything,
from identity theft, extortion attempts, to loss of crucial data. On the other hand,
critical services, and infrastructures, as power plants or hospitals need reassur-
ance when fighting cyberattacks. That’s the main reason why securing these,
and other organizations are essential to keep our society normal functioning [6].

3.1 Types of Cyberattacks

Cybercrime is an ever-changing practice, but almost every type of attack can
fall in-to these main categories:

– Phishing - Phishing is the practice of sending fraudulent emails that resem-
ble reputable sources, like an online bank access point. The aim is to steal
sensitive data like credit card numbers and login information. It’s the most
common type of cyberattack [7].

– Ransomware - Ransomware is a type of malicious software designed to
extort money by blocking access to files or even the whole system through
advanced encryption, paying the ransom won’t guarantee the release of the
files [8].

– Malware - Malware is intrusive software designed to gain unauthorized
access, steal, or erase data, or cause significant damage to a computer system.

– Social Engineering - Social Engineering is a strategy used to trick someone
to reveal sensitive information. Soliciting a monetary payment or gaining
access to a computer, and therefore its data, are among the vast type of
socially engineered attacks. The combination of social engineering and any
of the attacks listed above can make people more likely to trust an external
link, download malware, or even trust a malicious source of information [9].

3.2 COVID-19 and Cybersecurity

In consequence of the rise in cyberattacks and the fear of their information be
leaked, some patients may not be as talkative about certain aspects of their
medical history and/or condition, this can impact the quality of care [10].
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4 Applying Serious Games to CyberSecurity

When it comes to cybercrime prevention, every measure that a person or a com-
pany takes is vital. Cyber attacks get even more sophisticated and different every
hour, so there is no true way to be completely safe from them. Although regular
back-ups, updated software, proper insurance that protects against cybercrime,
and a well-designed data breach emergency plan can protect against a good range
of cybercrimes, there is always a human element. Restrict administrative policy
(the fewer people have access to sensitive data, the better) and a background
check on every employee (identify criminal pasts) will always be vital to train
staff.

All employees should have continuous training about cybercrime and how
dangerous it can be at personal and business levels. Staff should have good
knowledge about strong authentication, always making sure passwords agree to
these traits:

– It’s long enough, making it harder on brute-force attacks

– Uses special characters (lowercase, uppercase, numerals, and symbols)

– Avoid complete words, to avoid a dictionary-based attack.

– Change regularly the password, using the same pass for a long period
can make the password vulnerable.

– It’s not shared across devices.

Beyond a good password policy, staff should also be able to identify and
know how to act upon being the target of a phishing or social engineering attack.
Employees should: always check the reliability of email senders and their format;
always suspect when the email sender makes an unusual or unexpected request;
hover links to make sure they lead to where they say they do; and scan every
attachment sent before opening it.

Social engineering falls beyond just checking sources since attackers seek to
exploit the employee’s will to be at service and help people. An attacker will
pose as a vendor or someone in need of help to trigger certain feelings in the
employee making it easier to get information from them [11].

4.1 Cyber Security Skills Represented with a LM-GM model

The LM-GM (Learn Mechanics - Game Mechanics) model can be interpreted
as of having two axes. The horizontal axis lie the learning and game mechan-
ics analogous to a breath-first search. Side or leaf nodes represent functional
mechanics supporting the core. The following table represents a LG-MG model
applied to cybersecurity [12]

Adapting the model presented in ”Learning Mechanics - Game Mechanics” to
the cyber-security theme. To use the resulting customized Learning Mechanics-
Game Mechanics (LM-GM) map, the first grid should be used as a transitional
layer between cyber-security skills and game mechanics [4][12].
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Fig. 1: LM-GM map changed to match Cyber Security Skills [4]
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4.2 Applications

Applying serious games to the cybersecurity environment is nothing new. Since
the games provide a safe environment for testing and learning it is easy to get
creative and explore the world of cybercrime within the games. This subsection
presents some innovative ideas for implemented commercial applications.

Escape Room An example of an application of a serious game to train employ-
ees is the escape room provided by the company InfoSequre. An escape room is
a set of challenges (theme-based) that a group of players must complete escaping
the room, normally in less than an hour. The security awareness escape room
aims to introduce the topic of cybersecurity and engage some curiosity into the
players, so it is more brought up in the office. One particularity of this project
is the fact that the escape room is built on a trucks’ trailer, so it is easier to get
access [13].

Virtual Reality Experience Virtual Reality (VR) is a computer technology
developed to bring the user into a virtual-simulated environment. Stimulating
multiple censorial systems, VR experiences demonstrate to be very immersive
and educational. InfoSequre, the same company that provides the escape room
experience, made a virtual reality game, which sets 2 teams against each other
competing for which one detects the greatest number of phishing emails and
consequently prevents cyber accidents. The fastest team wins the game, and the
results are then announced by a security awareness professional who will discuss
with the players, so no doubt remains after the game [14].

Interactive Game This online interactive game, created by The Fugle Com-
pany, lets you play as the Chief information officer (CIO) of Fugle that is getting
ready to launch a bio metrically authenticated mobile payment application when
suddenly, his company is targeted by a cyberattack. The game lets you choose
which measures to take preventive and proactively, unfolding the story as the
player makes different decisions that can lead to a bad ending or a good one.
Some choices also require you to spend virtual currency reflecting on the budget
before making any decision [15].

In the end, every choice made is revisited by a security specialist explaining
each option and why it would succeed or fail [15].

5 Board Game Riskio as an example of a serious game
applied to cybersecurity

The game is designed to educate players to better manage risk situations and
know what decisions to make when faced by certain types of attacks. The objec-
tive of Riskio is to give players a safe playground where they can identify threats
to the organization data, learn what could be done and reflect if that’s the best
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decision to make. This game does not require players to have any previous ex-
perience in software development, making it easier to play with a wide variety
of people with different tech related skill [16].

5.1 Game Setup

Riskio can be played in up to three boards (see Figure 2), each representing
a different case scenario to protect – Office Diagram (illustrated on Figure 2a),
Network Diagram (transposed on Figure 2b), and Data Flow Diagram (visualized
in Figure 2c) [16].

(a) Office Diagram (b) Network Diagram (c) Flow Diagram

Fig. 2: Riskio Game Boards

The game is composed of a Game Master (GM), who’s someone that has a
piece of a vast knowledge of cybersecurity and is responsible for setting up the
game, shuffling the three decks (see Figure 3) - attack (illustrated on Figure 3a),
defense (transposed on Figure 3b), and information (visualized in Figure 3c) -,
and explaining the game to new players. This game is played by rounds and has
a recommended number of players varying between 3 to 5 individuals. From this
group, the player on the left of the GM will be chosen to be the first attacker
and at the end of each round, it will go clockwise. At the start of the game,
every player is given a hand of defense cards, a personal deck from which they
will choose to strengthen their defenses for the upcoming attacks. The players
will take turns trying to set up an attack while the other players present valid
defenses [16].

5.2 Attack phase

The attacker draws from one of the 6 small decks on the board. Each of these
decks represents different kinds of cyberattacks. It is given a moment to the
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(a) Attack Deck (b) Defense Deck (c) Information Deck

Fig. 3: Riskio Decks

player to think, build up a strategy and describe to the GM how that attack
would occur. After judgment, the GM is going to evaluate the attacker’s perfor-
mance and either valid or not his attack. He will be awarded up to 3 points if it
is successful [16].

5.3 Defense Phase

After the attacker declares his attack, it is time for every defender to defend.
Each defender must choose a defense card from their deck at hand and place the
card facing down until every defender is ready. When that occurs, the GM will
ask each defender to describe how they would defend against the attack. If the
validation of the defense card presents to be successful, then the defender wins
up to 3 points. When every defense is evaluated, the round ends [16].

5.4 Optional Bonus Round

At the end of each round, the GM can be innovative and start a different round,
in which he will be the attacker, and every player will be the defender. The
attack card is drawn from the informative deck at his disposal. After hearing
every defender’s security scenario, he will appreciate and reward up to 3 points,
similar to the defense phase [16].

6 Conclusions and Research Perspectives

Throughout this paper is revealed some advantages of adopting serious games
to make people more aware of cybersecurity-related problems. Studies were pre-
sented to demonstrate that workers learned new technical terms and developed
new skills, improving their perception when engaging in cybersecurity situations.

It is fair to affirm that the market of serious games is going to continue
growing and, therefore, in the following decades to enhance even more. New
applications, new games are going to be developed, and their applicability is
going to increase, due to the need to improve the workforce’s cybersecurity skills.
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